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1. Introduction

The reject cause is not specified for the security mode reject

2. Reason for Change

Incomplete security more procedure.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v0.4.0.
* * * First Change * * * *

5.4.3.5
NAS security mode setup command not accepted by the UE

If the security mode setup command cannot be accepted, the UE shall send a SECURITY MODE REJECT message, which shall not be integrity protected. The UE shall include an appropriate reject cause value.


The cause value typically indicates one of the following:

#113: Selected integrity algorithm is not supported;
#114: Selected ciphering algorithm is not supported; or
#115: NAS key set identifier does not match value stored from previous EPS AKA procedure.
Upon receipt of the SECURITY MODE REJECT message, the MME shall stop timer T3460. The MME shall also abort the ongoing procedure that triggered the initiation of the NAS security mode setup command procedure.

* * * Next Change * * * *

8.2.4
Attach request

8.2.4.1
Message definition

This message is sent by the UE to the network in order to perform an attach procedure. See table 8.2.4.1.

Message type:
ATTACH REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.4.1: ATTACH REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Attach request message identity
	Message type

9.8
	M
	V
	1

	
	Old GUTI or IMSI
	FFS
	M
	FFS
	FFS

	
	UE network capability
	FFS
	M
	FFS
	FFS

	
	EPS attach type
	EPS attach type

9.9.3.9
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.9.2.4
	M
	V
	1/2

	
	NAS key set identifier
	NAS key set identifier

9.9.3.28
	M
	FFS
	FFS

	FFS
	Last visited registered TAI
	Tracking area identity

9.9.3.25
	O
	TV
	6

	FFS
	DRX parameter
	FFS
	O
	FFS
	FFS

	FFS
	ESM message container
	ESM message container

9.9.3.12
	O
	TLV-E
	3-n


Editor's note: The length of the TAI is FFS.

* * * Next Change * * * *

8.2.17
Security mode command

8.2.17.1
Message definition

This message is sent by the network to the UE to establish NAS signalling security. See table 8.2.17.1.

Message type:
SECURITY MODE COMMAND

Significance:

dual

Direction:


network to UE

Table 8.2.17.1: SECURITY MODE COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Security mode command message identity
	Message type

9.8
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms

9.9.3.17
	M
	V
	1

	
	NAS key set identifier
	NAS key set identifier

9.9.3.28
	M
	V
	1

	
	Replayed UE security capabilities
	UE security capability

9.9.3.27
	M
	LV
	3-6

	FFS
	IMEISV request
	IMEISV request

9.9.3.15
	O
	TV
	1


8.2.17.2
IMEISV request

The MME may include this information element to request the UE to send its IMEISV with the corresponding SECURITY MODE COMPLETE message.

* * * Next Change * * * *

8.2.26
Tracking area update request

8.2.26.1
Message definition

The purposes of sending the tracking area update request by the UE to the network are described in subclause 5.5.3.1.

See table 8.2.26.1.

Message type:
TRACKING AREA UPDATE REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.26.1: TRACKING AREA UPDATE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Tracking area update request message identity
	Message type

9.8
	M
	V
	1

	
	UE network capability
	FFS
	M
	FFS
	FFS

	
	EPS update type
	EPS update type

9.9.3.11
	M
	V
	1/2

	
	Spare half octet
	Spare half octet

9.9.2.4
	M
	V
	1/2

	FFS
	NAS key set identifier
	NAS key set identifier

9.9.3.28
	O
	FFS
	FFS

	FFS
	Old GUTI 
	FFS
	O
	FFS
	FFS

	FFS
	Last visited registered TAI
	Tracking area identity

9.9.3.25
	O
	TV
	6

	FFS
	EPS bearer status
	FFS
	O
	FFS
	FFS

	FFS
	Old routing area identification
	Routing area identification

9.9.3.21
	O
	TV
	6

	FFS
	P-TMSI
	Mobile identity

9.9.2.2
	O
	TLV
	7

	FFS
	Old P-TMSI signature
	P-TMSI signature

9.9.3.20
	O
	TV
	4


Editor's note: The length of the TAI is FFS.

* * * Next Change * * * *

9.9.3.28
NAS key set identifier
The NAS ket set identifier is allocated by the network and sent with the AUTHENTICATION REQUEST message to the mobile station where it is stored together with the calculated Kasme.

The NAS key set identifier  information element is coded as shown in figure 9.3.x and table 9.3.x.

In a EPS AKA, the purpose of the NAS key set identifier information element is to make it possible for the network to identify the key Kasme stored in the UE without invoking the authentication procedure. 
The NAS key set identifier is a type 1 information element.
	8
	7
	6
	5
	4
	3
	2
	1
	

	              NAS key set identifier

                IEI

	0

spare
	key sequence
	octet 1


Figure 9.9.3.28: NAS key set identifier information element
	NAS key set identifier (octet 1)

Bits

	3
	2
	1
	

	
	
	
	

	0
	0
	0
	

	through
	Possible values for the NAS key set identifier

	1
	1
	0
	

	
	
	
	

	1
	1
	1
	No key is available (MS to network);

	
	
	
	Reserved (network to MS)


Table 9.9.3.28: NAS key set identifier information element
* * * Next Change * * * *

9.9.3.7
EMM cause

The purpose of the EMM cause information element is to indicate the reason why an EMM request from the UE is rejected by the network.

The EMM cause information element is coded as shown in figure 9.9.3.7.1 and table 9.9.3.7.1.

The EMM cause is a type 3 information element with 2 octets length.

	8
	7
	6
	5
	4
	3
	2
	1
	

	EMM cause IEI
	octet 1

	Cause value
	octet 2


Figure 9.9.3.7.1: EMM cause information element

Table 9.9.3.7.1: EMM cause information element

	Cause value (octet 2)

	

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	1
	0
	
	IMSI unknown in HLR

	0
	0
	0
	0
	0
	0
	1
	1
	
	Illegal MS

	0
	0
	0
	0
	0
	1
	1
	0
	
	Illegal ME

	0
	0
	0
	0
	0
	1
	1
	1
	
	GPRS services not allowed

	0
	0
	0
	0
	1
	0
	0
	0
	
	GPRS services and non-GPRS services not allowed

	0
	0
	0
	0
	1
	0
	0
	1
	
	MS identity cannot be derived by the network

	0
	0
	0
	0
	1
	0
	1
	0
	
	Implicitly detached

	0
	0
	0
	0
	1
	0
	1
	1
	
	PLMN not allowed

	0
	0
	0
	0
	1
	1
	0
	0
	
	Tracking Area not allowed

	0
	0
	0
	0
	1
	1
	0
	1
	
	Roaming not allowed in this tracking area

	0
	0
	0
	0
	1
	1
	1
	0
	
	GPRS services not allowed in this PLMN

	0
	0
	0
	0
	1
	1
	1
	1
	
	No Suitable Cells In tracking area

	0
	0
	0
	1
	0
	0
	0
	0
	
	MSC temporarily not reachable

	0
	0
	0
	1
	0
	0
	0
	1
	
	Network failure

	0
	0
	0
	1
	0
	0
	1
	0
	
	CS domain not available

	0
	0
	0
	1
	0
	1
	0
	0
	
	MAC failure

	0
	0
	0
	1
	0
	1
	0
	1
	
	Synch failure

	0
	0
	0
	1
	0
	1
	1
	0
	
	Congestion

	0
	1
	0
	1
	1
	1
	1
	1
	
	Semantically incorrect message

	0
	1
	1
	0
	0
	0
	0
	0
	
	Invalid mandatory information

	0
	1
	1
	0
	0
	0
	0
	1
	
	Message type non-existent or not implemented

	0
	1
	1
	0
	0
	0
	1
	0
	
	Message type not compatible with the protocol state

	0
	1
	1
	0
	0
	0
	1
	1
	
	Information element non-existent or not implemented

	0
	1
	1
	0
	0
	1
	0
	0
	
	Conditional IE error

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	1
	1
	1
	1
	0
	0
	0
	1
	
	Selected integrity algorithm is not supported

	1
	1
	1
	1
	0
	0
	1
	0
	
	Selected ciphering algorithm is not supported

	1
	1
	1
	1
	0
	0
	1
	1
	
	NAS key set identifier does not match value stored from previous EPS AKA procedure.

	
	
	
	
	
	
	
	
	
	

	Any other value received by the mobile station shall be treated as 0110 1111, "Protocol error, unspecified". Any other value received by the network shall be treated as 0110 1111, "Protocol error, unspecified".
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