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1. Introduction

Section 4.4.3.2 of TS 24.301 states that both EMM and ESM messages shall be integrity protected once integrity protection is activated, however the current definition of the Security Protected NAS message is unclear whether it can be used for ESM messages. This contribution proposes changes to clarify the use of the Security Protected NAS message to be used for both EMM and ESM messages as indicated in section 4.4.3.2:
Once integrity protection is activated, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS layer. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS layer in the UE shall discard that message. If any NAS signalling message is received, as not integrity protected even though the integrity protection has been activated in the UE by the network, then the NAS layer shall discard this message.

2. Reason for Change

Without this change it is unclear whether the ESM messages are integrity protected using the same mechanism as the EMM message.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS  TS 24.301 v0.4.0. This proposal is complementary to the companion CR to 24.007 which proposes a new protocol discriminator for NAS security.
* * * First Change * * * *

8.4 EPS Security messages

8.4.1
Security protected NAS message

This message is sent by the UE or the network to transfer a NAS message together with the sequence number and the message authentication code protecting the message. See table 8.2.20.1.

Message type:
SECURITY PROTECTED NAS MESSAGE

Significance:

dual

Direction:


both

Table 8.4.1.1: SECURITY PROTECTED NAS MESSAGE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Message authentication code
	Message authentication code

9.5
	M
	V
	4

	
	Sequence number
	Sequence number

9.6
	M
	V
	1

	
	NAS message
	NAS message

9.7
	M
	FFS
	1 - n


* * * Next Change * * * *

9.3
Security header type and EPS bearer identity

9.3.1
Security header type

Bits 5 to 8 of the first octet of every  Protected NAS message contain the Security header type IE. This IE includes control information related to the security protection of a NAS message. The total size of the Security header type IE is 4 bits.

The Security header type IE can take the values shown in Table 9.3.1.

Table 9.3.1: Security header type

	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	No security protection

	0
	0
	0
	1
	Security protected NAS message

	
	
	
	
	

	1
	1
	0
	0
	Security header for the SERVICE REQUEST message 

	
	
	
	
	

	1
	1
	0
	1
	These values are not used in this version of the protocol.

	To
	If received they shall be interpreted as ‘1100’. (NOTE)

	1
	1
	1
	1
	

	
	
	
	
	

	All other values are reserved.

	

	NOTE:
When bits 7 and 8 are set to '11', bits 5 and 6 can be used for future extensions of the SERVICE REQUEST message.


An NAS message received with the security header type encoded as 0000 and the protocol discriminator set to EMM shall be treated as a not security protected NAS message. A protocol entity sending a not security protected EMM message shall encode the security header type as 0000 and the protocol discriminator encoded as EMM. A protocol entity sending a security protected NAS message shall encode the protocol discriminator as TBD, and shall encode the security header type as 0001 or 1100.
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