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1. Introduction

It is unclear within the current 3GPP specifications which messages can be ciphered, which can result in some unpredictable behavior with the EPC. The current definition of the NAS signalling indicates which messages are integrity protected but in the case of ciphering it is unclear. 

1.1 Locating the correct security context

Scenario 1: A UE attaches to the EPC and establishes a security context in the old MME. The UE then moves to a new MME and performs a Tracking Area Update. Based on the current definition of the Security procedures the message will be integrity protected. If the message is ciphered it is unclear how the MME can decode the message locate the proper security context to perform the necessary security procedures. The UE identity is included in the NAS message embedded within the security Protected NAS message.

Table 8.2.20.1: SECURITY PROTECTED NAS MESSAGE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Message authentication code
	Message authentication code

9.5
	M
	V
	4

	
	Sequence number
	Sequence number

9.6
	M
	V
	1

	
	NAS message
	NAS message

9.7
	M
	FFS
	1 - n


Step 1 of the attach procedure in TS 23.401 section 5.3.2.1 states the following:

If the UE has valid security parameters, the Attach Request message shall be integrity protected by the NAS-MAC in order to allow validation of the UE by the MME. KSI is included if the UE has valid security parameters. NAS sequence number indicates the sequential number of the NAS message. Furthermore, the UE may cipher the parts of the Attach Request message that require ciphering (it is FFS whether there are any such parts).
It states that the message shall be integrity protected, which allows the MME to decode the NAS message and retrieve the UE identity.

TS 36.331 section 5.3.3.3 states that the UE shall include the S-TMSI or a Random number in the RRC Connection Setup Request to the eNB:

1>
set the IE ue-Identity as follows:
2>
if upper layers provide an S-TMSI:
3>
set the identityType to s-TMSI;
3>
set the S-TMSI to the value received from upper layers;
2>
else

3>
set the identityType to randomNumber;

3>
draw a random value and set the randomNumber to this value;

NOTE 1
Upper layers provide the S-TMSI if the UE is registered in the TA of the current cell.
During the setup of the S1 connection the eNB will send the S-TMSI to the MME. In the case of a Initial Attach on a MME or a Tracking Area update the TA is changed so the MME cannot rely on receiving S-TMSI to aid in locating the security context for the particular.

It seems clear that the Initial NAS message required to connect to a MME should be unciphered.

Scenario 2:

The MME is registered in the current TA of the current cell. In this scenario the UE will provide the S-TMSI the eNB. The MME can use the S-TMSI received over the S1-MME link to locate the correct security context to decode the message. The following NAS messages are signalled by the UE without a TA change:

· Service Request

· Tracking Area Update

· UE initiated Detach Request

· Periodic Tracking Area Update.
For this case the initial NAS message can be ciphered since the MME is able to use the UE identity received from the eNB over the S1-MME interface to locate the correct security context. 

TS 33.401 section 5.1.3.1 contains an FFS on specifying which NAS messages are ciphered. 

Editor's NOTE: It is for ffs which of the NAS and RRC messages cannot be confidentiality protected. 

This contribution proposes the following messages ar not security protected:

· Attach

· Normal tracking area update

1.2 Differentiating between ciphered and unciphered NAS messages.

The security header type contains the values below to indicate which messages can be security protected. For the initial attach case it is unclear how to indicate when a message is integrity proteced but is not ciphered. Conversely it is also desirable to indicate that a message is both ciphered and integrity protected. This would remove any potential misalignment between the sending an receiving entities when decoding a message.

The Security header type IE can take the values shown in Table 9.3.1.

Table 9.3.1: Security header type

	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	No security protection

	0
	0
	0
	1
	Security protected NAS message

	
	
	
	
	

	1
	1
	0
	0
	Security header for the SERVICE REQUEST message 

	
	
	
	
	

	1
	1
	0
	1
	These values are not used in this version of the protocol.

	To
	If received they shall be interpreted as ‘1100’. (NOTE)

	1
	1
	1
	1
	

	
	
	
	
	

	All other values are reserved.

	

	NOTE:
When bits 7 and 8 are set to '11', bits 5 and 6 can be used for future extensions of the SERVICE REQUEST message.


2. Reason for Change

It is unclear whether the initial NAS message should be ciphered in the case where the UE has a valid security context.
3. Conclusions

<Conclusion part (optional)>

4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301 v0.4.0
* * * First Change * * * *

4.4.4
Ciphering NAS signalling messages

4.4.4.1
General

Ciphering of NAS messages is optional (depending on the security algorithms negotiation) once a valid NAS security context exists and the NAS security mode control procedure has been successfully completed in the network. All NAS message shall be ciphered except as indicated below:

· Attach Request

· Normal Tracking Area Update Request.

4.4.3.2
Ciphering of NAS signalling messages in the UE

4.4.4.3 Ciphering of NAS signalling messages in the MME
The UE shall cipher  all NAS messages except the Attach Request or a normal Tracking Area Update Request.
* * * Next Change * * * *

The Security header type IE can take the values shown in Table 9.3.1.

Table 9.3.1: Security header type

	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	No security protection

	0
	0
	0
	1
	integrity protected NAS message

	0
	0
	1
	0
	Integrity protected and ciphered NAS message

	
	
	
	
	

	1
	1
	0
	0
	Security header for the SERVICE REQUEST message 

	
	
	
	
	

	1
	1
	0
	1
	These values are not used in this version of the protocol.

	To
	If received they shall be interpreted as ‘1100’. (NOTE)

	1
	1
	1
	1
	

	
	
	
	
	

	All other values are reserved.

	

	NOTE:
When bits 7 and 8 are set to '11', bits 5 and 6 can be used for future extensions of the SERVICE REQUEST message.
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