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Introduction:

It seems quite clear from TS 23.292, that the S-CSCF shall skip Authentication in case of enhanced MSC performing registration on behalf of a CS UE. It is also agreed already, that a protocol based solution shall be defined. However, there is no mechanism specified yet, how the enhanced MSC will indicate to the S-CSCF that Authentication shall be skipped. This discussion paper proposes an alternative to what was discussed so far (PANI based approach).

Discussion:

Currently it is discussed to follow the NASS bundled authentication approach in order to indicate to S-CSCF to skip authentication. NBA uses the PANI header to indicate to S-CSCF that authentication shall be skipped. Therefore the P-Access-Network-Info header contains information about the access network and a "network-provided” parameter. The information about the access network tells the S-CSCF that authentication is already performed.

However, as not all P-CSCF (older Releases) do support the “network-provided” mechanism, it is possible that this mechanism is abused by a malicious UE. In such a scenario the malicious UE could set the “network-provided” parameter and a not aware P-CSCF would not remove the parameter. As a consequence the S-CSCF would skip authentication. One way to solve this problem is appropriate administration, i.e. the S-CSCF will decide whether or not to accept the “network-provided” indication based on a database. This database requires additional administration which may in roaming scenarios become unmanageable.
This problem basically does exist for any new parameter that is introduced in order to trigger skipping authentication in S-CSCF.
In order to avoid the above mentioned problems we propose to use the “integrity-protected” parameter in the Authorization header set to “yes” to indicate to the S-CSCF that authentication already has been performed by the MSC server enhanced for ICS. In addition to the “integrity-parameter” the S-CSCF will receive the ICS specific private user identity and therefore knows that this REGISTER is received via I2 interface. The “integrity-protected” parameter in conjunction with the specific private user identity tells the S-CSCF that a REGISTER does not need to be challenged; any authentication or re-authentication shall be skipped.
For ICS, the MSC enhanced for ICS only sends a REGISTER after successful authentication and authorization and as a consequence it is appropriate to indicate “integrity-protected” towards the S-CSCF. On the reception of the “integrity-protected” REGISTER the S-CSCF will act as already described in TS 24.229 subclause 5.4.1.2.2. 
There is no additional impact on existing Cx procedures required.

As the integrity-protected parameter is checked in existing P-CSCF implementations, the misuse of this parameter by a UE is not possible. I.e. it is ruled out, that a malicious UE would set the parameter in order to avoid being authenticated and setup calls. Therefore there is no additional administrational effort needed to supervise the usage of the parameter.
As already described in TS 24.292, the Authorization header is still be used in order to transport the private user identity of the subscriber. 
Proposal:

CT1 adopts the approach outlined in this document.
