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1- Introduction

TS 24.301 v040 states that further to UE sending SECURITY MODE COMPLETE message, the UE shall use the new NAS security context.

But, when the network has not received the SECURITY MODE COMPLETE message due to eg lower layer failure, the network shall continue using the old NAS security context while the UE has switched to new NAS security context.

This is an issue for E-UTRAN system compared to GERAN/UTRAN system where the successful delivery of (AS) Security Mode Complete message is confirmed by (AS) lower layers. 

This contribution proposes to clarify that the UE shall keep the old NAS security context when lower layer failure occurs further security mode control procedure completion in the UE. A text proposal to TS 24.301 is appended accordingly for CT1 discussion and agreement.

2- Discussion

A) Problem description
Section 5.4.3.3 NAS security mode setup command accepted by the UE says: “the UE shall send a SECURITY MODE COMPLETE message […] From now on the UE shall integrity protect and cipher all NAS signalling messages with the selected NAS integrity and NAS ciphering algorithms.”
Hence further to UE sending SECURITY MODE COMPLETE message, the UE shall use the new NAS security context.

But, when the network has not received the SECURITY MODE COMPLETE message due to eg lower layer failure, the network shall continue using the old NAS security context while the UE has switched to new NAS security context.

The consequence of this is in case the UE needs to send any NAS message, the network will not be able to integrity check it and so will discard it until it performs a subsequent security mode control procedure. Moreover, the UE does not know whether the network has successfully received the SECURITY MODE COMPLETE message and anyway, will not retransmit the message until a subsequent SECURITY MODE COMMAND message is received.

This is an issue for E-UTRAN system compared to GERAN/UTRAN system where the successful delivery of (AS) Security Mode Complete message is confirmed by (AS) lower layers. 
B) Solution proposal
To deal with the above issue, let’s have a look into how the old and new GUTI are handled in the network when lower layer failure occurs on GUTI reallocation procedure.

Section 5.4.1.5 (GUTI reallocation procedure) Abnormal cases on the network side says:

“a)
Lower layer failure


If a lower layer failure is detected before the GUTI REALLOCATION COMPLETE message is received, the old and the new GUTI shall be considered as valid until the old GUTI can be considered as invalid by the network […]

During this period the network […] shall consider the new GUTI as valid if it is used by the UE”
We propose to adopt the same behaviour for the UE in the case of lower layer failure before the SECURITY MODE COMPLETE is received by the network ie:

* the UE shall consider the old and the new NAS security contexts as valid until the new NAS security context is used by the network eg upon receipt of a NAS message secured with the new NAS security context.

As the security mode control procedure is part of either an attach, TAU or service request procedure, lower layer failure before the reception of the SECURITY MODE COMPLETE message by the network hints the new NAS security context can be invalidated in the UE until the network and the UE recovers normal lower layer operation.
Proposal: The UE shall keep the old NAS security context in case of lower layer failure before the SECURITY MODE COMPLETE message is received by the network.

3- Proposal

We propose to CT1 discusses and agrees with the proposal above about security mode control procedure completion and lower layer failure.

Additionally, we propose to addresses the two remaining issues related to abnormal cases in the UE dealing with the service request procedure.

We propose that CT1 discusses and agrees with text proposal to TS 24.301 as appended to this document.
First change (security mode control)
5.4.3.6
Abnormal cases on the network side
The following abnormal cases can be identified:

a)
Lower layer failure before the SECURITY MODE COMPLETE or SECURITY MODE REJECT message is received


The network shall abort the procedure.

b)
Expiry of timer T3460


The network shall, on the first expiry of the timer T3460, retransmit the SECURITY MODE COMMAND and shall reset and start timer T3460. This retransmission is repeated four times, i.e. on the fifth expiry of timer T3460, the procedure shall be aborted.

c)
Procedure collision

Editor's note: Details are FFS.
5.4.3.7
Abnormal cases in the UE

The following abnormal cases can be identified:
a)
Lower layer failure after the SECURITY MODE COMPLETE message is transmitted and before the reception of a message using the new NAS security context from the network

The old and the new NAS security context shall be considered as valid until the old NAS security context can be considered as invalid by the UE. During this period, the UE shall consider the new NAS security context as valid if it is used by the network. 
Second change (service request)
5.6.1.5
Abnormal cases in the UE

The following abnormal cases can be identified:

a)
Access barred


The Service request procedure shall not be started. The UE stays in the current serving cell and applies normal cell reselection process. The Service request procedure may be started if it is still necessary, i.e. when access is granted or because of a cell change.
b)
Lower layer failure before the lower layers indicate that the user plane radio bearer is setup or SERVICE REJECT message is received
     The service request procedure shall be aborted except in the case of NAS signalling connection release before the completion of the service request procedure where the service request procedure shall be initiated again.

c)
T3417 expired


The UE shall enter EMM-REGISTERED state.


If the UE is in EMM-IDLE mode then the procedure shall be aborted and the UE shall release locally any resources allocated for the service request procedure.


If the UE is in EMM-CONNECTED mode, then the procedure shall be aborted.

d)
SERVICE REJECT received, other causes than those treated in subclause 5.6.1.4


The procedure shall be aborted.
e)
Tracking area update procedure is triggered

      If a cell change into a new tracking area occurs and the necessity of tracking area updating procedure is determined before the service request procedure is completed, i.e. lower layers indicate that the user plane radio bearer is setup or SERVICE REJECT message is received, the service request procedure shall be aborted and the tracking area updating procedure is started immediately. Active flag shall be set in the TRACKING AREA UPDATE REQUEST message.
Editor’s note: The case when the aborted service request procedure was triggered to perform a mobile originating CS fallback request and need to be restarted is FFS.

f)
Power off


If the UE is in state EMM-SERVICE-REQUEST-INITIATED at power off, the EPS detach procedure shall be performed. 
g)
Procedure collision


If the UE receives a DETACH REQUEST message from the network in state EMM-SERVICE-REQUEST-INITIATED, the EPS detach procedure shall be progressed and the service request procedure shall be aborted. If the Detach type IE in the DETACH REQUEST message indicated "re-attach required", the EPS attach procedure shall be performed.
h)
Dedicated bearer set up failure.


The UE shall locally deactivate the EPS bearer contexts for which no radio bearers are set up.
i)
Default bearer set up failure.


The UE shall locally deactivate the EPS bearer contexts for which no radio bearers are set up. The deactivated EPS bearer contexts shall include all the EPS bearer contexts related to the PDN connection. A PDN connectivity request may be initiated for the PDN connection immediately, if there is data pending for the PDN.
Third change
10.2
Timers of EPS mobility management

Table 10.2.1: EPS mobility management timers – UE side

	TIMER NUM.
	TIMER VALUE
	STATE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T3402
	Default 12 min.

NOTE 1
	EMM-DEREGISTERED

EMM-REGISTERED
	At attach failure and the attempt counter is equal to 5.

At tracking area updating failure and the attempt counter is equal to 5.
	ATTACH REQUEST sent
TRACKING AREA UPDATE REQUEST sent
	Initiation of the attach procedure or TAU procedure

	T3410
	15s
	EMM-REGISTERED-INITIATED
	ATTACH REQUEST sent
	ATTACH ACCEPT received

ATTACH REJECT received
	Start T3411

	T3411
	10s
	EMM-DEREGISTERED. ATTEMPTING-TO-ATTACH

EMM-REGISTERED. ATTEMPTING-TO-UPDATE
	At attach failure due to lower layer failure, T3410 timeout or attach rejected with other causes than those treated in subclause 5.5.1.5.

At tracking area updating failure due to lower layer failure, T3430 timeout or TAU rejected with other causes than those treated in subclause 5.5.3.5.
	ATTACH REQUEST sent

TRACKING AREA UPDATE REQUEST sent
	Retransmission of the ATTACH REQUEST or TRACKING AREA UPDATE REQUEST

	T3412
	NOTE 2
	EMM-REGISTERED
	In EMM-REGISTERED, when EMM-CONNECTED mode is left.
	When entering state EMM-DEREGISTERED or when entering EMM-CONNECTED mode. 
	Initiation of the periodic TAU procedure

	T3416
	30s
	EMM-REGISTERED-INITIATED

EMM-REGISTERED

EMM-DEREGISTERED-INITIATED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-SERVICE-REQUEST-INITIATED
	RAND and RES stored as a result of a UMTS authentication challenge
	SECURITY MODE COMMAND received
SERVICE REJECT received

TRACKING AREA UPDATE ACCEPT received

AUTHENTICATION REJECT received

AUTHENTICATION FAILURE sent

EMM-DEREGISTERED or EMM-NULL entered
	Delete the stored RAND and RES

	T3417
	5s
	EMM-SERVICE-REQUEST-INITIATED
	SERVICE REQUEST sent
	NAS Security mode control procedure is completed

Bearers have been set up

SERVICE REJECT received
	Abort the procedure

	T3418
	20s
	EMM-REGISTERED-INITIATED

EMM-REGISTERED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-DEREGISTERED-INITIATED

EMM-SERVICE-REQUEST-INITIATED
	AUTHENTICATION FAILURE (cause = ‘MAC failure’) sent
	AUTHENTICATION REQUEST received
	On first expiry, the UE should consider the network as false

	T3420
	15s
	EMM-REGISTERED-INITIATED

EMM-REGISTERED

EMM-DEREGISTERED-INITIATED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-SERVICE-REQUEST-INITIATED
	AUTHENTICATION FAILURE (cause = ‘synch failure’) sent
	AUTHENTICATION REQUEST received
	On first expiry, the UE should consider the network as false

	T3421
	15s
	EMM-DEREGISTERED-INITIATED
	DETACH REQUEST sent
	DETACH ACCEPT received
	Retransmission of DETACH REQUEST

	T3430
	15s
	EMM-TRACKING-AREA-UPDATING-INITIATED
	TRACKING AREA UPDATE REQUEST sent
	TRACKING AREA UPDATE ACCEPT received

TRACKING AREA UPDATE REJECT received
	Start T3411

	T3440
	5s
	EMM-REGISTERED-INITIATED

EMM-TRACKING-AREA-UPDATING-INITIATED

EMM-DEREGISTERED-INITIATED

EMM-SERVICE-REQUEST-INITIATED

EMM-REGISTERED
	ATTACH REJECT, DETACH REQUEST, TRACKING AREA UPDATE REJECT or SERVICE REJECT with any of the causes #11, #12, #13, #14 or #15

ATTACH ACCEPT or TRACKING AREA UPDATE ACCEPT received with no “follow on proceed” indication
	Signalling connection released
	Release the signalling connection and proceed as described in subclause 5.5.1

	NOTE 1:
The default value of this timer is used if the network does not indicate another value in an EMM signalling procedure.

NOTE 2:
The value of this timer is provided by the network operator during the attach and tracking area update procedures.
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