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1. Overall Description:

CT1 is currently progressing the stage 3 work related to IMS Centralized Services (ICS) for Release 8 and have uncovered some areas related to security that need further actions within SA2 and SA3 to complete the work.
Updates appear to be needed to the coexistence procedures in TS 33.203 in order to take into account the procedures for an ICS subscriber to register via an MSC Server enhanced for ICS. There are already some hints at the needed procedures in TS 23.292, for example subclause 7.2.1.2, step 6 states:
6. The MSC Server sends a SIP REGISTER to the IMS with a private and temporary public user identity derived from the subscriber’s IMSI as well as an InstanceID. The REGISTER also contains information indicating the capabilities and characteristics of the MSC Server as a SIP User Agent Client. The I-CSCF verifies that the incoming REGISTER origins from a trusted MSC server (in the same way it would check that a normal REGISTER origins from a trusted P-CSCF).
and subclause 7.2.1.2, step 9 states:

9. The S-CSCF identifies the REGISTER as being from the MSC Server. The S-CSCF skips any further authentication procedures and performs registration procedures with the HSS.
These steps will need to be considered as part of the coexistence procedures in TS 33.203 Annex P.

Additionally, this example refers to the procedures that the I-CSCF uses for determining the trust of the MSC Server as being the same as for determining the trust of a P-CSCF. This implies that the MSC Server enhanced for ICS needs to be included as part of the IMS Network Domain Security (NDS). According to TS 33.210, the various IMS reference points that are included in NDS are defined in TS 23.003. Therefore the relevant ICS reference points need to be added to TS 23.003.
2. Actions:

To SA3 group.

ACTION: 
CT1 asks SA3 update the coexistence procedures in TS 33.203 to include procedures in order to take into account the procedures for an ICS subscriber to register via an MSC Server enhanced for ICS. Please inform CT1 when these procedures have been updated.
To SA2 group.

ACTION: 
CT1 asks SA2 to update TS 23.003 to include the relevant ICS reference points so that Network Domain Security can be properly applied for the MSC Server enhanced for ICS.
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