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*** First Change ** 

4.8 Tracing of signalling

4.8.1
General 
IMS entities can log SIP signalling, for debugging or tracing purposes, as described in 3GPP TS 32.422 [17A]. Debugging of SIP signalling is configured from the debug-event package, specified in draft-dawes-sipping-debug-event [xxx], hosted on the S-CSCF. All entities that will log SIP signalling are configured by subscribing to this event package. 

*** Second Change ** 

5.1.1.3A
Subscription to the debug event package 
Upon receipt of a 2xx response to a registration that contains an empty P-Debug-ID header field, the UE shall subscribe to the debug event package for the public user identity registered at the user's registrar (S-CSCF) as described in draft-dawes-sipping-debug-event [xxx]. 
The UE shall use the default public user identity for subscription to the debug event package, if the public user identity that was used for initial registration is a barred public user identity. The UE may use either the default public user identity or the public user identity used for initial registration for the subscription to the debug event package, if the public user identity that was used for initial registration is not barred.

On sending a SUBSCRIBE request, the UE shall populate the header fields as follows:
a)
an Event header set to the "debug" event package; and 
b)
a Contact header set to contain:

-
the same IP address or FQDN;

-
if IMS AKA or SIP digest with TLS is being used as a security mechanism, the protected server port value as in the initial registration; and
-
if SIP digest without TLS, GIBA or NASS-IMS bundled authentication is being used as a security mechanism, the port value of an unprotected port where the UE expects to receive subsequent mid-dialog requests. The unprotected port value shall be set to the port value used in the initial REGISTER request.
Upon receipt of a 2xx response to the SUBSCRIBE request, the UE shall store the information for the established dialog and the expiration time as indicated in the Expires header of the received response.
*** Third Change *** 
5.2.3
Subscription to the user's registration-state event package

Upon receipt of a 200 (OK) response to the initial REGISTER request, the P-CSCF shall:

1)
generate a SUBSCRIBE request in accordance with RFC 3680 [43], with the following elements:

-
a Request-URI set to the resource to which the P-CSCF wants to be subscribed to, i.e. to a SIP URI that contains the default public user identity of the user;

-
a From header set to the P-CSCF's SIP URI;

-
a To header, set to a SIP URI that contains the default public user identity of the user;

-
an Event header set to the "reg" event package;

-
an Expires header set to a value higher then the Expires header indicated in the 200 (OK) response to the REGISTER request;

-
a P-Asserted-Identity header set to the SIP URI of the P-CSCF,which was inserted into the Path header during the registration of the user to whose registration state the P-CSCF subscribes to; and

-
a P-Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17];

2)
if the P-CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, then the P-CSCF shall forward the request to an IBCF in the visited network; and

3)
determine the entry point of the home network (e.g., by using DNS services) and send the SUBSCRIBE request to that entry point, according to the procedures of RFC 3261 [26].

NOTE:
The subscription to reg event package is done once per private user identity.

Upon receipt of a 2xx response to the SUBSCRIBE request, the P-CSCF shall store the information for the so established dialog and the expiration time as indicated in the Expires header of the received response.

If continued subscription is required the P-CSCF shall automatically refresh the subscription by the reg event package 600 seconds before the expiration time for a previously registered public user identity, either 600 seconds before the expiration time if the initial subscription was for greater than 1200 seconds, or when half of the time has expired if the initial subscription was for 1200 seconds or less. If a SUBSCRIBE request to refresh a subscription fails with a non-481 response, the P-CSCF shall still consider the original subscription valid for the duration of the most recently known "Expires" value according to RFC 3265 [28]. Otherwise, the P-CSCF shall consider the subscription invalid and start a new initial subscription according to RFC 3265 [28].
5.2.3A Subscription to the user's debug event package 

Upon receipt of a 2xx response to a registration that contains an empty P-Debug-ID header field, the P-CSCF shall:

1)
generate a SUBSCRIBE request in accordance with draft-dawes-sipping-debug-event [xxx], with the following elements: 
-
a Request-URI set to the resource to which the P-CSCF wants to be subscribed to, i.e. to a SIP URI that contains the default public user identity of the user;

-
a From header set to the P-CSCF's SIP URI;

-
a To header, set to a SIP URI that contains the default public user identity of the user;

-
an Event header set to the "debug" event package;

-
a P-Asserted-Identity header set to the SIP URI of the P-CSCF,which was inserted into the Path header during the registration of the user to whose registration state the P-CSCF subscribes to; and

-
a P-Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17];

2)
if the P-CSCF is located in the visited network, and local policy requires the application of IBCF capabilities in the visited network towards the home network, then the P-CSCF shall forward the request to an IBCF in the visited network; and

3)
determine the entry point of the home network (e.g., by using DNS services) and send the SUBSCRIBE request to that entry point, according to the procedures of RFC 3261 [26].

NOTE:
The subscription to debug event package is done once per private user identity.

Upon receipt of a 2xx response to the SUBSCRIBE request, the P-CSCF shall store the information for the so established dialog and the expiration time as indicated in the Expires header of the received response.
*** Fourth Change *** 

5.4.2.1.3 Subscription to the event providing debug state 

When an incoming SUBSCRIBE request addressed to S-CSCF arrives containing the Event header with the debug event package, the S-CSCF shall:

1)
check if, based on the local policy, the request was generated by a subscriber who is authorised to subscribe to the registration state of this particular user. The authorized subscribers include:

-
all public user identities this particular user owns, that the S-CSCF is aware of, and which are not-barred; and 
-
all the entities identified by the Path header (i.e. the P-CSCF to which this user is attached to); 
Editor's Note: It is FFS whether all the ASs listed in the initial filter criteria that are part of the trust domain and all entities statically configured as authorized (e.g. a BGCF in the trust domain) can subscribe to debug event. 
NOTE 1:
The S-CSCF finds the identity for authentication of the subscription in the P-Asserted-Identity header received in the SUBSCRIBE request.

2)
store the value of the orig-ioi parameter received in the P-Charging-Vector header if present; and 

NOTE 2:
Any received orig-ioi parameter will be a type 3 orig-ioi. The type 3 orig-ioi identifies the service provider from which the request was sent.

3)
generate a 2xx response acknowledging the SUBSCRIBE request and indicating that the authorised subscription was successful as described in draft-dawes-sipping-debug-event [xxx]. The S-CSCF shall populate the header fields as follows:

-
an Expires header, set to either the same or a decreased value as the Expires header in SUBSCRIBE request. 
Editor's Note: It is FFS whether the request can originate from an ASs listed in the initial filter criteria. If an AS can subscribe, a P-Charging-Vector header containing the relevant term-ioi and orig-ioi parameters is inserted.


The S-CSCF may set the Contact header to an identifier uniquely associated to the SUBSCRIBE request and generated within the S-CSCF, that may help the S-CSCF to correlate refreshes for the SUBSCRIBE.

NOTE 3:
The S-CSCF could use such unique identifiers to distinguish between UEs, when two or more users, holding a shared subscription, register under the same public user identity.

Afterwards the S-CSCF shall perform the procedures for notification about debug configuration state as described in subclause 5.4.2.1.4.
For any final response that is not a 2xx response, the S-CSCF shall insert a P-Charging-Vector header containing the orig-ioi parameter, if received in the SUBSCRIBE request and a type 3 term-ioi. The S-CSCF shall set the type 3 term-ioi parameter to a value that identifies the sending network of the response and the orig-ioi parameter is set to the previously received value of orig-ioi.

When the S-CSCF receives a subscription refresh request for a dialog that was established by the UE subscribing to the debug event package, the S-CSCF shall accept the request irrespective if the user's public user identity specified in the SUBSCRIBE request is either registered or has been deregistered.
5.4.2.1.4 Notification about debug configuration  
The S-CSCF shall send a NOTIFY request:

-
when an event that changes the debugging configuration of the user occurs. In this case the NOTIFY request is sent on all dialogs which have been established due to subscription to the debug event package of that user; and

-
as specified in RFC 3265 [28].

The S-CSCF shall set the P-Charging-Vector header with the icid parameter populated as specified in 3GPP TS 32.260 [17] and a type 3 orig-ioi parameter. The S-CSCF shall set the type 3 orig-ioi parameter to a value that identifies the sending network of the request. The S-CSCF shall not include the type 3 term-ioi parameter. 
The S-CSCF shall generate the body of the NOTIFY request as specified in draft-dawes-sipping-debug-event [xxx]. 
EXAMPLE:
For user alice@atlanta.com subscribed to her debug configuration, the entries in the body of the NOTIFY request look like:

    <?xml version="1.0"?>

    <debuginfo xmlns="urn:ietf:params:xml:ns:debuginfo"

      version="0" state="full">

      <debugconfig aor="alice@atlanta.com" id="r01" state="active"

          expires="43200">

      <session id="r03">

        <start-trigger>

          <method>INVITE</method>

          <from>alice@atlanta.com</from>

        </start-trigger>

        <stop-trigger>

          <time-period>P7M30S</time-period>

        </stop-trigger>

        <control>

          <trace-depth>minimum</trace-depth>

          <debug-id>1A346D</debug-id>

        </control>

      </session>

     </debugconfig>

    </debuginfo>

NOTE 1:
If multiple sessions are to be debugged, then multiple <session></session> elements are included in the XML, each one with a different debug-id attribute.
When all of a UE's debug configurations have expired (i.e.there is no <debugconfig> element set to "active" for this UE), the S-CSCF shall consider subscription to the debug event package belonging to the UE cancelled (i.e. as if the UE had sent a SUBSCRIBE request with an Expires header containing a value of zero).

When the S-CSCF receives any response to the NOTIFY request, the S-CSCF shall store the value of the term-ioi parameter received in the P-Charging-Vector header, if present.

NOTE 2:
Any received term-ioi parameter will be a type 3 term-ioi. The type 3 term-ioi identifies the service provider from which the response was sent.
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