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1. Introduction
SA2 has recently adopted a Ciphered PCO transfer flag in attach procedure.It let the PCO to be transfered only after the security context has been setup between the UE and the network.
2. Reason for Change
Stg3 should capture the change in stg2,it is a NAS isssue.
3. Proposal

It is proposed to agree the following changes to 3GPP TS  24.301v030.
* * * First Change * * * *

<Proposed change in revision marks>
6.5.1
UE requested PDN connectivity procedure

6.5.1.1
General

The purpose of the UE requested PDN connectivity procedure is for a UE to request the setup of a default EPS bearer to a PDN. If accepted by the network, this procedure initiates the establishment of a default EPS bearer context. The procedure is used either to establish the first default bearer by inclusion into the initial attach message or to establish subsequent default bearers to additional PDNs in order to allow the UE simultaneous access to multiple PDNs.

6.5.1.2
UE requested PDN connectivity procedure initiation
In order to request connectivity to the default PDN in the attach procedure, the UE shall not include any APN in the PDN CONNECTIVITY REQUEST message.

In order to request connectivity to an additional PDN, the UE shall send a PDN CONNECTIVITY REQUEST message to the MME, start timer T348Y and enter the PROCEDURE TRANSACTION PENDING state. This message shall include the requested APN, if available, the procedure transaction identity (PTI),the protocol configuration options (PCO) and, if available, information about the IP address allocation as specified in subclause 6.4.1
If the Ciphered Protocol Configuration Option (PCO) Transfer flag is set in the PDN CONNECTIVITY REQUEST message, the protocal configuration options should be sent after the NAS signalling security has been setup between the UE and the MME.
If the UE supports DSMIPv6, the UE may include a request for obtaining the IPv6 address and optionally the IPv4 address of the home agent in the Protocol configuration options IE in the PDN CONNECTIVITY REQUEST message. The UE may also include a request for obtaining the IPv6 Home Network Prefix.

6.5.1.3
UE requested PDN connectivity procedure accepted by the network

Upon receipt of the PDN CONNECTIVITY REQUEST message, the MME checks whether connectivity with the requested PDN can be established. If no requested APN is included in the PDN CONNECTIVITY REQUEST message, the MME shall use the default APN as requested APN.
If connectivity with the requested PDN is accepted by the network, the MME shall initiate the default EPS bearer context activation procedure (see subclause 6.4.1).
Upon receipt of the message ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST, the UE shall stop timer T348Y and enter the PROCEDURE TRANSACTION INACTIVE state.
6.5.1.4
UE requested PDN connectivity procedure not accepted by the network

If connectivity with the requested PDN cannot be accepted by the network, the MME shall send a PDN CONNECTIVITY REJECT message to the UE. The message shall contain the PTI and a cause value indicating the reason for rejecting the UE requested PDN connectivity.

Upon receipt of the PDN CONNECTIVITY REJECT message, the UE shall stop timer T348Y and enter the PROCEDURE TRANSACTION INACTIVE state.

The PDN CONNECTIVITY REJECT message shall contain a cause code that typically indicates one of the following causes:
#8:

operator determined barring;

#26:
insufficient resources;

#27:
missing or unknown APN;

#29:
user authentication failed;

#30:
activation rejected by Serving GW or PDN GW;

#31:
activation rejected, unspecified;

#32:
service option not supported;

#33:
requested service option not subscribed;

#34:
service option temporarily out of order;

#XX:
PTI already in use;
Editor's note: The value needs to be defined.

#95 – 111:
protocol errors;

#112:
APN restriction value incompatible with active EPS bearer context.

Editor's note: The reject cause values and the actions to be taken are FFS.

* * * Next Change * * * *

<Proposed change in revision marks>
8.3.18
PDN connectivity request

This message is sent by the UE to the network to initiate establishment of a PDN connection. See table 8.3.18.1.

Message type:
PDN CONNECTIVITY REQUEST

Significance:

dual

Direction:


UE to network

Table 8.3.18.1: PDN CONNECTIVITY REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	EPS bearer identity
	EPS bearer identity

9.3.2
	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier

9.4
	M
	V
	1

	
	PDN connectivity request message identity
	Message type

9.8
	M
	V
	1

	FFS
	Access point name
	Access point name

9.9.4.1
	O
	TLV
	3-102

	FFS
	PDN address allocation
	PDN address allocation

9.9.4.6
	O
	FFS
	FFS

	FFS
	Ciphered PCO Transfer flag
	FFS
	O
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

9.9.4.8
	O
	TLV
	3-253


Editor's note: The use of this message during the attach procedure and therefore the presence condition for the procedure transaction identifier is FFS:

Editor's note: The inclusion of a NAS message sequence number and a message authentication code when the message is transferred piggy-backed in an ATTACH REQUEST message is FFS.

8.3.18.x Ciphered PCO Transfer flag
The UE may include a Ciphered Protocol Configuration Option(PCO) Transfer flag  IE in PDN CONNECTIVITY REQUEST during attach procedure.If this flag is set during attach procedure, the PCOs shall be sent only after the NAS signalling security has been setup between the UE and the MME.
