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1. Reason for Change
The current version of TS 24.303 does not specify which name is used by the UE when performing DNS HA discovery. 

In TS 24.234 a similar problem was solved by the introduction of the W-APN to discover the PDG. The rationale for that design solution was that the APN could not be used as it pointed to the GGSN and not the PDG; moreover, the APN is not available from the public Internet. This brought to the definition of the W-APN as defined in 23.003. The following is an excerpt from TS 23.003 v8.0.0 which identifies the differences between an APN and a W-APN:
The W-APN Network Identifier follows the format defined for APNs in subclause 9.1.1. In addition to what has been defined in subclause 9.1.1 the W-APN Network Identifier shall not contain "w-apn." and not end in ".3gppnetwork.org".

In the case of HA discovery the problem is similar. In EPS the HA is assumed to be co-located with the PGW and therefore with the LMA and the GTP termination. However, as deeply discussed in CT4, the PGW implementation may require different IP addresses for these different functions. For this reason there is a need to discover the actual HA termination of the PGW and to identify it unambiguously. 
It is worth noting that CT4 is working on a solution based on NAPTR and SRV records to identify different services at the PGW; however it was clarified during the WID discussion in CT4 that this solution will not be applicable to discovery procedures performed by the UE, i.e. ePDG and HA discoveries. 
Based on this, it is proposed to define a new identifier, namely the HA-APN, which will be used for DNS based and DHCPv6 based HA discovery. The definition of the HA-APN will be very similar with the definition of the W-APN. The definition of this new identifier will be documented in CR to 23.003 (the CR is submitted to CT4 as it is the working group responsible of that TS). However, we provide here a tentative definition in order to get also feedback from CT1.
The HA-APN can be also used for the HA discovery in case of I-WLAN mobility scenario as described in TS 23.237.
1.1 HA-APN definition

This is a tentative definition of HA-APN which will be part of a CR in 23.003.
========================================================
X.X
HA-APN

The HA-APN is composed of two parts as follows:

-
The HA-APN Network Identifier; this defines to which external network the HA is connected. 

-
The HA-APN Operator Identifier; this defines in which PLMN the HA serving the HA-APN is located.

The HA-APN Operator Identifier is placed after the HA-APN Network Identifier. The HA-APN consisting of both the Network Identifier and Operator Identifier corresponds to a FQDN of a HA; the HA-APN has, after encoding as defined in the paragraph below, a maximum length of 100 octets.

The encoding of the HA-APN shall follow the Name Syntax defined in IETF RFC 2181 [18], IETF RFC 1035 [19] and IETF RFC 1123 [20]. The HA-APN consists of one or more labels. Each label is coded as a one octet length field followed by that number of octets coded as 8 bit ASCII characters. Following IETF RFC 1035 [19] the labels shall consist only of the alphabetic characters (A-Z and a-z), digits (0-9) and the hyphen (-). Following IETF RFC 1123 [20], the label shall begin and end with either an alphabetic character or a digit. The case of alphabetic characters is not significant. The HA-APN is not terminated by a length byte of zero.

For the purpose of presentation, a HA-APN is usually displayed as a string in which the labels are separated by dots (e.g. "Label1.Label2.Label3"). 
X.X.1
Format of HA-APN Network Identifier

The HA-APN Network Identifier follows the format defined for APNs in subclause 9.1.1. In addition to what has been defined in subclause 9.1.1 the HA-APN Network Identifier shall not contain "ha-apn." or "w-apn." and not end in ".3gppnetwork.org".

A HA-APN Network Identifier may be used to access a service associated with a HA. This may be achieved by defining:

· a HA-APN which corresponds to a FQDN of a HA, and which is locally interpreted by the HA as a request for a specific service, or

· a HA-APN Network Identifier consisting of 3 or more labels and starting with a Reserved Service Label, or a HA-APN Network Identifier consisting of a Reserved Service Label alone, which indicates a HA by the nature of the requested service. Reserved Service Labels and the corresponding services they stand for shall be agreed between operators who have roaming agreements.

As an example, the HA-APN for MCC 345 and MNC 12 is coded in the DNS as:

"internet.ha-apn.mnc012.mcc345.pub.3gppnetwork.org".

where "internet" is the HA-APN Network Identifier and "mnc012.mcc345.pub.3gppnetwork.org " is the HA-APN Operator Identifier.
14.7.2
Format of H-APN Operator Identifier

The HA-APN Operator Identifier is composed of six labels. The last three labels shall be "pub.3gppnetwork.org". The second and third labels together shall uniquely identify the PLMN. The first label distinguishes the domain name as a HA-APN.

For each operator, there is a default HA-APN Operator Identifier (i.e. domain name). This default HA-APN Operator Identifier is derived from the IMSI as follows:

"ha-apn.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org"

where:

"mnc" and "mcc" serve as invariable identifiers for the following digits.

<MNC> and <MCC> are derived from the components of the IMSI defined in subclause 2.2.
Alternatively, the default HA‑APN Operator Identifier is derived using the MNC and MCC of the VPLMN. 
In order to guarantee inter-PLMN DNS translation, the <MNC> and <MCC> coding used in the "ha‑apn.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org" format of the HA-APN OI shall be:

-
<MNC> = 3 digits

-
<MCC> = 3 digits

If there are only 2 significant digits in the MNC, one "0" digit shall be inserted at the left side to fill the 3 digits coding of MNC in the HA-APN OI.

As an example, the HA-APN OI for MCC 345 and MNC 12 is coded in the DNS as:

"ha-apn.mnc012.mcc345.pub.3gppnetwork.org".

================================================================

2. Proposal

It is proposed to agree the following changes to 3GPP TS 24.303 v1.0.0:
· introduce the HA-APN in subclause 4.2 “Identities”, reference to TS 23.003 for the definition of the HA-APN and for the rules of contructing it and clarifying that the HA-APN is used in HA discovery via DHCPv6, DNS and in IKEv2 to identify the desired target PDN. This is similar of what is specified in TS 24.234 for W-APN.

· Clarify in subclauses 5.1.2.1.2 and 5.1.2.1.5 that the target PDN is always encoded as HA-APN.

It is also proposed to send a LS to CT4 including the above draft definition so that CT4 can agree on a CR to TS 23.003.
* * * First Change * * * *

4.2
Identities


The UE shall use Network Access Identifier (NAI) as identification towards the HA in the IKEv2 exchange. During this process, the IPsec security association between the UE and the HA is tied to the user identity, set to the NAI, and to an SPI uniquely identifying this security association. The NAI is structured according to 3GPP TS 23.003 [17]. The NAI can be either in the format of root NAI or in the format of decorated NAI.
The UE shall use the HA-APN to identify the desired HA in the DNS-based and DHCPv6-based HA discovery procedures. The HA-APN is constructed according to 3GPP TS 23.003 [17].
Editor’s Note: 3GPP TS 23.003 needs to be updated with the definition of the HA-APN
NOTE: 
The operator is responsible to configure the DNS system so that the same PDN GW can be discovered via HA-APN and APN. A possible way of configuring the mapping between HA-APN and APN is to create the HA-APN from the respective APN by using the same Network Identifier and by adding the prefix “ha-apn” to the Operator Identifier. 
The Binding Update and Binding Acknowledgement shall not explicitly carry an NAI as the IPsec security association is tied to the user identity.
* * * Next Change * * * *

5.1.2.1.2
Home agent address discovery based on DNS
A UE performing Home Agent discovery based on DNS shall support the implementation of standard DNS mechanisms. 

The UE shall construct a DNS request as specified in IETF RFC 5026 [10]. The QNAME shall be set to the requested HA-APN. The HA-APN shall be constructed as specified in 3GPP TS 23.003 [17]. If a Home Agent has both an IPv4 and an IPv6 address, the corresponding DNS record should be configured with both 'AAAA' and 'A' records. Accordingly the DNS reply will contain 'AAAA' and 'A' records.




* * * Next Change * * * *

5.1.2.1.5
Home agent address discovery based on DHCPv6
A UE performing Home Agent discovery based on DHCPv6 shall support the implementation of stateless DHCPv6 as specified in IETF RFC 3736 [13] and the DHCPv6 options as specified in draft-ietf-mip6-hiopt [12].

In order to discover the address of the Home Agent the UE shall send an Information-Request message including the Home Network Identifier Option.

If the UE wants to connect to a Home Agent in VPLMN for default connectivity, the UE shall set the id-type to 0.

If the UE wants to connect to a Home Agent for a specific target PDN it shall set the id-type to 1. In this case the UE shall then include the desired HA-APN in the Home Network Identifier field. The discovery of a Home Agent in the HPLMN via DHCPv6 is possible only if the associated extensions of STa and SWa reference points are supported as specified in 3GPP TS 29.273 [20]  


The Home Agent information is provided to the UE within a Home Network Information Option as described in draft-ietf-mip6-hiopt [12]. This option shall include either the available Home Agent addresses (both the IPv6 address and the IPv4 address of the Home Agent, if available) or the Home Agent FQDN. In the latter case the UE shall perform a DNS query with the received Home Agent FQDN as described in subclause 5.1.2.1.2.

