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1. Introduction

This contribution adds information element definitions to Sub-Clause 9.9.3 of 24.301 v0.3.0.
2. Reason for Change

New information elements contained in the Security mode command message are added.
3. Conclusions

-

4. Proposal

Accept for next version of 24.301.
* * * First Change * * * *

8.2.17.1
Message definition

This message is sent by the network to the UE to establish NAS signalling security. See table 8.2.17.1.

Message type:
SECURITY MODE COMMAND

Significance:

dual

Direction:


network to UE

Table 8.2.17.1: SECURITY MODE COMMAND message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Security header type
	Security header type

9.3.1
	M
	V
	1/2

	
	Security mode command message identity
	Message type

9.8
	M
	V
	1

	
	Selected NAS security algorithms
	NAS security algorithms
9.9.3.X
	M
	V
	1

	
	NAS key set identifier
	FFS
	M
	FFS
	FFS

	FFS
	Replayed UE security capabilities
	UE security capability
9.9.3.W
	M
	LV
	3-6

	FFS
	IMEISV request
	IMEISV request

9.9.3.7a
	O
	TV
	1


* * * Next Change * * * *

9.9.3.W
UE security capability

The UE security capability information element is used to indicate which security algorithms are supported by the UE in S1 mode, Iu mode and Gb mode. Security algorithms supported in S1 mode are supported both for NAS and for AS security. If the UE supports S101 mode, then these security algorithms are also supported for NAS security in S101 mode.
The UE security capability is a type 4 information element with a minimum length of 4 octets and a maximum length of 7 octets.

If a UE does not support Gb mode, octet 7 shall not be included. If the UE does not support Iu mode and Gb mode, octets 5, 6, and 7 shall not be included. If octet 5 is included, then also octet 6 shall be included.

The UE security capability information element is coded as shown in figure 9.9.3.w.1 and table 9.9.3.w.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	UE security capability IEI
	octet 1

	Length of UE security capability
	octet 2

	EEA7
	EEA6
	EEA5
	EEA4
	EEA3
	128-EEA2
	128-EEA1
	128-EEA0
	octet 3

	EIA7
	EIA6
	EIA5
	EIA4
	EIA3
	128-EIA2
	128-EIA1
	0

spare
	octet 4

	UEA7
	UEA6
	UEA5
	UEA4
	UEA3
	UEA2
	UEA1
	UEA0
	octet 5*

	UIA7
	UIA6
	UIA5
	UIA4
	UIA3
	UIA2
	UIA1
	0

spare
	octet 6*

	GEA7
	GEA6
	GEA5
	GEA4
	GEA3
	GEA2
	GEA1
	GEA0
	octet 7*


Figure 9.9.3.w.1: UE security capability information element
Table 9.9.3.w.1: UE security capability information element

	EPS encryption algorithms supported (octet 3)

	

	EPS encryption algorithm 128-EEA0 supported (octet 3, bit 1)

	0
	
	
	
	EPS encryption algorithm 128-EEA0 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA0 supported

	

	EPS encryption algorithm 128-EEA1 supported (octet 3, bit 2)

	0
	
	
	
	EPS encryption algorithm 128-EEA1 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA1 supported

	

	EPS encryption algorithm 128-EEA2 supported (octet 3, bit 3)

	0
	
	
	
	EPS encryption algorithm 128-EEA2 not supported

	1
	
	
	
	EPS encryption algorithm 128-EEA2 supported

	

	EPS encryption algorithm EEA3 supported (octet 3, bit 4)

	0
	
	
	
	EPS encryption algorithm EEA3 not supported

	1
	
	
	
	EPS encryption algorithm EEA3 supported

	

	EPS encryption algorithm EEA4 supported (octet 3, bit 5)

	0
	
	
	
	EPS encryption algorithm EEA4 not supported

	1
	
	
	
	EPS encryption algorithm EEA4 supported

	

	EPS encryption algorithm EEA5 supported (octet 3, bit 6)

	0
	
	
	
	EPS encryption algorithm EEA5 not supported

	1
	
	
	
	EPS encryption algorithm EEA5 supported

	

	EPS encryption algorithm EEA6 supported (octet 3, bit 7)

	0
	
	
	
	EPS encryption algorithm EEA6 not supported

	1
	
	
	
	EPS encryption algorithm EEA6 supported

	

	EPS encryption algorithm EEA7 supported (octet 3, bit 8)

	0
	
	
	
	EPS encryption algorithm EEA7 not supported

	1
	
	
	
	EPS encryption algorithm EEA7 supported

	

	EPS integrity algorithms supported (octet 4)

	

	Bit 1 of octet 4 is spare and shall be coded as zero.

	

	EPS integrity algorithm 128-EIA1 supported (octet 4, bit 2)

	0
	
	
	
	EPS integrity algorithm 128-EIA1 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA1 supported

	

	EPS integrity algorithm 128-EIA2 supported (octet 4, bit 3)

	0
	
	
	
	EPS integrity algorithm 128-EIA2 not supported

	1
	
	
	
	EPS integrity algorithm 128-EIA2 supported

	

	EPS integrity algorithm EIA3 supported (octet 4, bit 4)

	0
	
	
	
	EPS integrity algorithm EIA3 not supported

	1
	
	
	
	EPS integrity algorithm EIA3 supported

	

	EPS integrity algorithm EIA4 supported (octet 4, bit 5)

	0
	
	
	
	EPS integrity algorithm EIA4 not supported

	1
	
	
	
	EPS integrity algorithm EIA4 supported

	

	EPS integrity algorithm EIA5 supported (octet 4, bit 6)

	0
	
	
	
	EPS integrity algorithm EIA5 not supported

	1
	
	
	
	EPS integrity algorithm EIA5 supported

	

	EPS integrity algorithm EIA6 supported (octet 4, bit 7)

	0
	
	
	
	EPS integrity algorithm EIA6 not supported

	1
	
	
	
	EPS integrity algorithm EIA6 supported

	

	EPS integrity algorithm EIA7 supported (octet 4, bit 8)

	0
	
	
	
	EPS integrity algorithm EIA7 not supported

	1
	
	
	
	EPS integrity algorithm EIA7 supported

	

	UMTS encryption algorithms supported (octet 5)

	

	UMTS encryption algorithm UEA0 supported (octet 5, bit 1)

	0
	
	
	
	UMTS encryption algorithm UEA0 not supported

	1
	
	
	
	UMTS encryption algorithm UEA0 supported

	

	UMTS encryption algorithm UEA1 supported (octet 5, bit 2)

	0
	
	
	
	UMTS encryption algorithm UEA1 not supported

	1
	
	
	
	UMTS encryption algorithm UEA1 supported

	

	UMTS encryption algorithm UEA2 supported (octet 5, bit 3)

	0
	
	
	
	UMTS encryption algorithm UEA2 not supported

	1
	
	
	
	UMTS encryption algorithm UEA2 supported

	

	UMTS encryption algorithm UEA3 supported (octet 5, bit 4)

	0
	
	
	
	UMTS encryption algorithm UEA3 not supported

	1
	
	
	
	UMTS encryption algorithm UEA3 supported

	

	UMTS encryption algorithm UEA4 supported (octet 5, bit 5)

	0
	
	
	
	UMTS encryption algorithm UEA4 not supported

	1
	
	
	
	UMTS encryption algorithm UEA4 supported

	

	UMTS encryption algorithm UEA5 supported (octet 5, bit 6)

	0
	
	
	
	UMTS encryption algorithm UEA5 not supported

	1
	
	
	
	UMTS encryption algorithm UEA5 supported

	

	UMTS encryption algorithm UEA6 supported (octet 5, bit 7)

	0
	
	
	
	UMTS encryption algorithm UEA6 not supported

	1
	
	
	
	UMTS encryption algorithm UEA6 supported

	

	UMTS encryption algorithm UEA7 supported (octet 5, bit 8)

	0
	
	
	
	UMTS encryption algorithm UEA7 not supported

	1
	
	
	
	UMTS encryption algorithm UEA7 supported

	

	UMTS integrity algorithms supported (octet 6)

	

	Bit 1 of octet 6 is spare and shall be coded as zero.

	

	UMTS integrity algorithm UIA1 supported (octet 6, bit 2)

	0
	
	
	
	UMTS integrity algorithm UIA1 not supported

	1
	
	
	
	UMTS integrity algorithm UIA1 supported

	

	UMTS integrity algorithm UIA2 supported (octet 6, bit 3)

	0
	
	
	
	UMTS integrity algorithm UIA2 not supported

	1
	
	
	
	UMTS integrity algorithm UIA2 supported

	

	UMTS integrity algorithm UIA3 supported (octet 6, bit 4)

	0
	
	
	
	UMTS integrity algorithm UIA3 not supported

	1
	
	
	
	UMTS integrity algorithm UIA3 supported

	

	UMTS integrity algorithm UIA4 supported (octet 6, bit 5)

	0
	
	
	
	UMTS integrity algorithm UIA4 not supported

	1
	
	
	
	UMTS integrity algorithm UIA4 supported

	

	UMTS integrity algorithm UIA5 supported (octet 6, bit 6)

	0
	
	
	
	UMTS integrity algorithm UIA5 not supported

	1
	
	
	
	UMTS integrity algorithm UIA5 supported

	

	UMTS integrity algorithm UIA6 supported (octet 6, bit 7)

	0
	
	
	
	UMTS integrity algorithm UIA6 not supported

	1
	
	
	
	UMTS integrity algorithm UIA6 supported

	

	UMTS integrity algorithm UIA7 supported (octet 6, bit 8)

	0
	
	
	
	UMTS integrity algorithm UIA7 not supported

	1
	
	
	
	UMTS integrity algorithm UEA7 supported

	

	GPRS encryption algorithms supported (octet 7)

	

	GPRS encryption algorithm GEA0 supported (octet 7, bit 1)

	0
	
	
	
	GPRS encryption algorithm GEA0 not supported

	1
	
	
	
	GPRS encryption algorithm GEA0 supported

	

	GPRS encryption algorithm GEA1 supported (octet 7, bit 2)

	0
	
	
	
	GPRS encryption algorithm GEA1 not supported

	1
	
	
	
	GPRS encryption algorithm GEA1 supported

	

	GPRS encryption algorithm GEA2 supported (octet 7, bit 3)

	0
	
	
	
	GPRS encryption algorithm GEA2 not supported

	1
	
	
	
	GPRS encryption algorithm GEA2 supported

	

	GPRS encryption algorithm GEA3 supported (octet 7, bit 4)

	0
	
	
	
	GPRS encryption algorithm GEA3 not supported

	1
	
	
	
	GPRS encryption algorithm GEA3 supported

	

	GPRS encryption algorithm GEA4 supported (octet 7, bit 5)

	0
	
	
	
	GPRS encryption algorithm GEA4 not supported

	1
	
	
	
	GPRS encryption algorithm GEA4 supported

	

	GPRS encryption algorithm GEA5 supported (octet 7, bit 6)

	0
	
	
	
	GPRS encryption algorithm GEA5 not supported

	1
	
	
	
	GPRS encryption algorithm GEA5 supported

	

	GPRS encryption algorithm GEA6 supported (octet 7, bit 7)

	0
	
	
	
	GPRS encryption algorithm GEA6 not supported

	1
	
	
	
	GPRS encryption algorithm GEA6 supported

	

	GPRS encryption algorithm GEA7 supported (octet 7, bit 8)

	0
	
	
	
	GPRS encryption algorithm GEA7 not supported

	1
	
	
	
	GPRS encryption algorithm GEA7 supported

	


9.9.3.X
NAS security algorithms

The purpose of the NAS security algorithms information element is to indicate the algorithms to be used for ciphering and integrity protection.

The NAS security algorithms is a type 3 information element with a length of 2 octets.
The NAS security algorithms information element is coded as shown in figure 9.9.3.x.1 and table 9.9.3.x.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	NAS security algorithms IEI
	octet 1

	0

spare
	Type of ciphering algorithm
	0

spare
	Type of integrity protection algorithm
	octet 2


Figure 9.9.3.x.1: NAS security algorithms information element

Table 9.9.3.x.1: NAS security algorithms information element

	Type of integrity protection algorithm (octet 2, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	Reserved

	0
	0
	1
	
	EPS integrity algorithm 128-EIA1

	0
	1
	0
	
	EPS integrity algorithm 128-EIA2

	0
	1
	1
	
	EPS integrity algorithm EIA3

	1
	0
	0
	
	EPS integrity algorithm EIA4

	1
	0
	1
	
	EPS integrity algorithm EIA5

	1
	1
	0
	
	EPS integrity algorithm EIA6

	1
	1
	1
	
	EPS integrity algorithm EIA7

	

	Type of ciphering algorithm (octet 2, bit 5 to 7)

	Bits

	7
	6
	5
	
	

	0
	0
	0
	
	EPS encryption algorithm 128-EEA0 (ciphering not used)

	0
	0
	1
	
	EPS encryption algorithm 128-EEA1

	0
	1
	0
	
	EPS encryption algorithm 128-EEA2

	0
	1
	1
	
	EPS encryption algorithm EEA3

	1
	0
	0
	
	EPS encryption algorithm EEA4

	1
	0
	1
	
	EPS encryption algorithm EEA5

	1
	1
	0
	
	EPS encryption algorithm EEA6

	1
	1
	1
	
	EPS encryption algorithm EEA7

	

	Bit 4 and 8 of octet 2 are spare and shall be coded as zero.
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