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Introduction
This contribution proposes to address the following issue in TS 24.301 section 5.4.3.1 of the Security mode control procedure:

 Editor's note: It is FFS whether the SMC procedure can be combined or concatenated with the attach and tracking area update procedures for optimisation purposes.

The proposal is to avoid combined procedures to simplify UE and CN specification and implementation.
Discussion

1. Combining Attach Accept and SMC

The Attach Request message is not ciphered as the network has to know about the UE request in case the UE is not known in both the old MME/SGSN and new MME to take appropriate actions cf TS 23.401 [1] section 5.3.2.1 step 3, 4 or 5a. So, ciphering needs to be activated prior to transfer ofAPN as sensitive information in Attach Accept. 
As ciphering in the MME does not currently start with Security Mode Command but with Security Mode Complete, combining the Attach Accept with the Security Mode Command would imply the unciphered Security Mode Command is sent along with a ciphered Attach Accept message.

2. Combining TAU Accept and SMC

2.1. Intra E-UTRAN mobility

The network performs an SMC when the (new) MME needs to change the NAS algorithms cf 33.401 [2] section 7.2.7 for idle mode mobility and section 7.2.8.1 for connected mode mobility.

In case of MME change, a new UE identity shall be allocated. It is preferable that the latter be ciphered.
As the MME change is rare from [3], the benefits of combined procedures are reduced.

2.2 GERAN/UTRAN to E-UTRAN mobility

From TS 33.401 [2] section 9.1.2, default EPS algorithm shall be used with TAU Request. It is highly probable that the target CN (MME) will select the NAS algorithms and hence send SMC. This use case is more frequent than the previous one. But is it a sufficient argument in favour of combining procedures ?
3. General considerations on combining procedures:

As for the specifications, combining procedure implies more complexity for the UE to handle, as it requires specification for the case when one of the combined procedures fails and not the other: eg if the SMC fails, does the TAU fails and vice versa ?

As for the multiple NAS messages transport mechanisms, having some IEs ciphered and some unciphered (ie NAS algorithms) require separation of IEs using a start/stop marker IEI of ciphered/unciphered IEs, which is more complex for the parser of the receiver (UE), the ciphering/unciphering library may need to be invoked more than once to process a single receiving message.

Another means to transport multiple NAS messages can be to have the concatenation of messages as defined in [4] as SMC and Attach/TAU are EMM messages. But this requires the Attach Accept and TAU Accept to be ciphered before Security Mode Complete is sent by the UE.

For the sake of simplicity, before sending any sensitive information (ie APN, GUTI), it can be wise to ensure that security and especially ciphering is successfully completed beforehand.

4. Proposal
The figure below sums up the main pros and cons of each option.
	
	Pros
	Cons

	No combining Attach/TAU and SMC procedures
	Ease specification

Ease UE and CN implementation
	More signalling between UE and CN

	Combining Attach/TAU and SMC procedures
	Less signalling between UE and CN (though signalling load should not be an issue for mobility in  connected mode)
	Use case where combining would be beneficial are not that frequent

Specify a mechanism for multiple NAS messages transport

Error handling in case of one procedure fails but not the other
Attach Accept and TAU Accept requires ciphering before Security Mode Complete (update specification)


Figure 1: Option 1 VS option 2 – Pros and cons
Given that combination of NAS messages implies more complexity in the UE as for the specification and the implementation, we propose to adopt “non combining Attach/TAU and SMC”.

Proposal

We propose CT1 agrees the previous proposal not to have combined Attach/TAU and SMC procedures and the text proposal to TS 24.301 as appended to this contribution.
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Change
5.4.3
Security mode control procedure
5.4.3.1
General

The purpose of the NAS security mode command (SMC) procedure is to take the new key set into use, initialise and start NAS signalling security between the UE and the MME, which performs integrity and replay protection as well as enciphering and deciphering of NAS signalling messages.
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