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1. Background

SA2 agreed during the last SA2#65 meeting a document S2-084128 related to trusted/untrusted access network detection.  In essence SA2 decided on 2 methods for the UE to discover whether the non-3GPP access network, to which it attempts to attach, is trusted or untrusted. Both methods are shortly captured below:

· UE is pre-configured with information about trusted and untrusted non-3GPP networks based on the operator policy.

· UE obtains information about the type (trusted or untrusted) of non-3GPP access network during the 3GPP-based access authentication. 

2. Discussion

It is our understanding that either the one or the other method described in the Background section should be used. It is possible, but not mandated to use the one method as fallback for the other. 

A more detailed analysis of the decision in SA2#65 meeting leads to some uncertainties about the behavior of the UE when only pre-configuration is used, because the information in the UE could be wrong, for example in case the operator has changed the trust relationship of an access network. Therefore, an additional trusted/untrusted information exchange to allow an update of the pre-configuration in the UE should be possible.

Below various scenarios are analyzed where the problems are described and corresponding solutions are proposed:

· UE is pre-configured that a particular non-3GPP access network is trusted.  While the UE performs 3GPP-based access authentication, the network informs the UE that the particular non-3GPP access network is actually untrusted.  This could be done based on extensions of the EAP message exchange with the home AAA server. The pre-configuration information in the UE may be wrong because the operator has changed the trust relationship with the particular non-3GPP access network in the course of time. Such a situation needs to be resolved.  A possible solution is that the information about trusted/untrusted that is discovered based on the AAA exchange during the 3GPP-based access authentication has a higher priority than the pre-configured information.  In such a case the information gained during the 3GPP-based access authentication overwrites the pre-configuration in the UE.

· UE is pre-configured that a particular non-3GPP access network is untrusted.  While the UE performs 3GPP-based access authentication, the network informs the UE that the particular non-3GPP access network is trusted.    For example because the operator has changed the trust relationship with the given access network. It depends what kind of access authentication is used by the UE. The solution is the same as the solution from the previous scenario.

· UE is using DSMIP and is pre-configured with the trust relationship. However 3GPP-based access authentication is optional in the DSMIP case and in such case the solution from above would not work. An additional solution is needed to inform the UE about the change of the trust relationship between non-3GPP access and home EPS, if the 3GPP-based access authentication is not used.  A solution for the case that the UE is pre-configured to use the procedures for trusted access is to exchange the trust information based on extensions to the IKEv2 messages that are exchanged during the IPsec DSMIP tunnel establishment to the P-GW (S2c interface). If the UE has already done DSMIP bootstrapping and the IPsec tunnel is already established, the trust information is exchanged based on extensions to the DSMIP BU/BA messages. If the IPsec tunnel establishment with the P-GW fails or the UE is preconfigured to use the procedures for the untrusted case, the IKEv2 exchange with the ePDG is used to convey the trusted/untrusted information to the UE.

3. Summary and Conclusion

The main points of this contribution are as follows:

· If the trusted/untrusted information discovered during 3GPP-based access authentication is different from the pre-configured trusted/untrusted information, then the UE relies on the dynamic trust relationship discovery during 3GPP-based access authentication.  Further the UE updates its internal database about pre-configured trusted/untrusted information.

· If the UE does not perform 3GPP-based access authentication and the pre-configured information is not correct, the information about trusted/untrusted non-3GPP access network is conveyed to the UE from ePDG or P-GW via the IKEv2 messages for IPsec tunnel establishment or via DSMIP BA messages in case DSMIP bootstrapping was already performed.

We propose the following changes to 3GPP TS 24.302, v0.4.0: 

* * * First Change * * * *

6.2
Trusted and Untrusted Accesses


When the UE attempts access to a non-3GPP IP access network, configuration data in the UE allows the UE to decide if that non-3GPP IP access network the UE is attempting to access is a trusted or untrusted non-3GPP IP access. By this configuration data, if the UE decides the non-3GPP IP access is trusted, the UE shall follow the access methods given in subclause 6.4. If the UE decides the non-3GPP IP access is untrusted, the UE shall follow the access methods given in subclause 6.5.

If the UE performs 3GPP-based access authentication, the UE will obtain during the EAP-AKA exchange information about the trusted/untrusted type of the non-3GPP access network. If the trusted/untrusted information discovered during 3GPP-based access authentication is different from the pre-configured trusted/untrusted information, then the UE relies on the dynamic information discovered during 3GPP-based access authentication. Further the UE updates its internal database about pre-configured trusted/untrusted information.
If the UE supports DSMIP and does not perform 3GPP-based access authentication with the EPS and the pre-configured information is not correct, the network announces the trust relationship between the non-3GPP access network and the EPS based on extensions to IKEv2 or DSMIP messages exchanged between UE and P-GW or UE and ePDG. 

Editor’s note: The IKEv2 and DSMIP message extensions for trust relationship detection are FFS. 
* * * End of First Change * * * *

