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Definitions, symbols and abbreviations

3.1
Definitions


For the purposes of the present document, the following terms and definitions given in RFC 4825 [6] apply.

Application usage

Application Unique ID (AUID)

Document Selector

Document URI

Naming Conventions

Node Selector

Node Selector Separator

Node URI
XCAP client
XCAP resource
XCAP root
XCAP root URI
XCAP server

XCAP User Identifier (XUI)

7
Roles for PN-configuration

7.1
Introduction

This clause specifies the PN-configuration and PN-deconfiguration procedures for supporting PN UE redirection, PN access control and PN UE name changing. 
The text string together with the angled bracket (e.g. <PNUEName>) represents an XML element defined by the XML schema in Annex B.
Subclause A.3 provides examples of signalling flows for PN-configuration and PN-deconfiguration.
7.2
PN UE

In order for the PN UE to initiate the PN-configuration procedure for creating/replacing or deleting an XML document, an element within an XML document or an attribute of an element within an XML document, the PN UE shall know the data structure and constraints defined by the PNM XML schema in Annex B. The PN UE shall also know what HTTP URI to use based on the naming conventions for constructing the HTTP URIs described in Annex C.
The PN UE initiates the PN-configuration procedure or the PN-deconfiguration procedure by sending a HTTP PUT request or a HTTP DELETE request message with

-
Request-URI field indicating to the PNM application the desired location where the XML document, an element within an XML document or an attribute of an element within an XML document which is requested to be configured as follows:
-
if the PN-configuration procedure performed for configuring an XML document, the Request-URI is constructed with a document URI pointing to the XML document;
-
if the PN-configuration procedure performed for configuring an element within an XML document, the document selector of the Request-URI is constructed with a document URI pointing to the XML document containing the element to be configured, and the node selector of the Request-URI with a node URI identifying the element to be configured;

-
if the PN-configuration procedure performed for configuring an attribute of an element within an XML document, the document selector of the Request-URI is constructed with a document URI pointing to the XML document containing the element to be queried and the node selector of the Request-URI with a node URI identifying the attribute to be configured;
-
Host field indicating the Internet host and port number of the PNM application;
-
User-Agent field containing information about the user agent originating the request and the static string (e.g. 3gpp-gba) to indicate to the NAF that the UE supports 3GPP-bootstrapping based authentication;
-
Referer field indicating the address (URI) of the resource from which the URI for the PNM application is obtained;
-
Authorization field containing the credentials obtained by means of executing the bootstrapping procedure with the BSF as described in 3GPP TS 33.220 [8];
-
Content-Type filed indicating 
-
"application/pnm+xml", if the PN-configuration is performed for configuring an XML document;

-
"application/xcap-el+xml" as in RFC 4825 [6], if the PN-configuration is performed for configuring an element within an XML document;

-
"application/xcap-att+xml" as in RFC 4825 [6], if the PN-configuration is performed for configuring an attribute of an element within an XML document;
-
If-Match field indicating the value of the entity tag (etag) known to the PN UE, if the PN UE requires the conditional operation by the PNM application [see RFC 4825 [6]).
If the PN-configuration is performed for creating/replacing the XML document for the PN UE redirection purpose, the XML body of the HTTP PUT request message shall contain
-
the <RedirectedUserID> containing the children <PNUEID> and <PNUEName>, and the <RedirectingUserID> with a unique value for the "id" attribute containing the children <PNUEID> and <PNUEName>, as well as the <RedirectionLevel> and the <RedirectionPrio>
-
the value of the "UriOfRedirectedUser" attribute for the <UERedirection> shall be populated with the public user identity of the PN UE configured by the PN UE to be redirected and indicated by the <RedirectedUserID>.  
If the PN-configuration is performed for creating/replacing the XML document for the PN access control purpose, the XML body of the HTTP PUT request message shall contain
-
the <ControllerUE> containing the children <PNUEID> and <PNUEName>, the <ControlleeUE> with a unique value for the "id" attribute containing children <PNUEID> and <PNUEName>, and the <PNAccessControlList> and <PNAccessControlType>. 
-
the value of the "UriOfControllerUE" attribute of the <AccessControl> shall be populated with the public user identity of the controller UE indicated by the <ControllerUE>.  
If the PN-configuration is performed for the PN UE name changing purpose, and if the PN UE does not know the value of the "id" attribute of the <UEName> to be changed, the UE shall first initiate the PN-query procedure as specified in clause 8 in order to cache a copy of the XML document containing the value of the "id" attribute of that <UEName>. The XML body of the HTTP PUT request message shall contain
-
the <PNUEID> identified by the shared public user identity, the <UEName> containing an "id" attribute with the attribute value pointing to the <UEName> to be changed and the <Name> to be changed.. 

If the PN-configuration is performed for configuring an element within an XML document, the XML body of the HTTP request message shall contain
-
the XML element to be configured.

If the PN-configuration is performed for configuring an attribute of an element within an XML document, the XML body of the HTTP request message shall contain
-
the value of the attribute of an element to be configured.
7.3
PNM application

In order for the PNM application to support the PN-configuration procedure for creating/replacing or deleting an XML document, an element within an XML document or an attribute of an element within an XML document, the PNM application shall know the data structure and constraints imposed by the PNM XML schema in Annex B. The PNM application shall also be configured to be able to handle the HTTP URIs described in Annex C. The PNM application shall support the application usage with AUID "xcap-caps" as specified in RFC 4825 [6].
Upon receiving an HTTP PUT request or a HTTP DELETE request message, PNM application verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key material Ks_NAF obtained from BSF (as described in 3GPP TS 33.220 [8]). If the verification succeeds, the PNM application obtains the private user identity associated with the received public user identity. The PNM application then authorizes the PN UE by comparing the received public user identity with the preconfigured one identified by the private user identity. 
If the authorization succeeds, the PNM application shall take the incoming request in for processing according to RFC 4825 [6].

If the PNM application sends a 200 OK response message to the PN UE, it shall include the Etag header field (see RFC 2616 [7]). 
If the XML document, after having taken in the incoming request for processing, does not meet the data structure and constraints defined by the PNM XML schema, the PNM application shall reject the HTTP request with a 409 response.
If the HTTP URI in the in the HTTP PUT request, after the PNM application took in the HTTP PUT request for replacement processing, no longer selects the XML element within an XML document or an attribute of an element within an XML document, the PNM application shall reject the HTTP request with a 409 response with a body containing <cannot-insert> element as specified in RFC 4825 [6].
8
Roles for PN-query

8.1
Introduction

This clause specifies the PN-query procedure. 

Annex A.3 provides examples of signalling flows for PN-query.
8.2
PN UE

In order for the PN UE to initiate the PN-configuration procedure for querying an XML document, an element within an XML document or an attribute of an element within an XML document, the PN UE shall know the data structure and constraints defined by the PNM XML schema in Annex B. The PN UE shall also know what HTTP URI to use based on the naming conventions for constructing the HTTP URIs described in Annex C.

The PN UE initiates the PN-query procedure by sending a HTTP GET request message with

-
Request-URI field indicating to the PNM application the desired location where the XML document, an element within an XML document or an attribute of an element within an XML document which is queried as follows:
-
if an XML document is queried, the Request-URI is constructed with a document URI pointing to the XML document;
-
if an element within an XML document is queried, the document selector of the Request-URI is constructed with a document URI pointing to the XML document containing the element to be queried and the node selector of the Request-URI with a node URI identifying the element to be queried;
-
if an attribute of an element within an XML document is queried, the document selector of the Request-URI is constructed with a document URI pointing to the XML document containing the element to be queried and the node selector of the Request-URI with a node URI identifying the attribute to be queried.
-
Host field indicating the Internet host and port number of the PNM application,
-
User-Agent field containing information about the user agent originating the request and the static string (e.g. 3gpp-gba) to indicate to the NAF that the UE supports 3GPP-bootstrapping based authentication,

-
Referrer field indicating the address (URI) of the resource from which the URI for the PNM application is obtained,

-
Authorization field containing the credentials obtained by means of executing the bootstrapping procedure with the BSF as described in 3GPP TS 33.220 [8].

8.3
PNM application

In order for the PNM application to support the PN-configuration procedure for querying an XML document, an element within an XML document or an attribute of an element within an XML document, the PNM application shall know the data structure and constraints imposed by the PNM XML schema in Annex B. The PNM application shall also be configured to be able to handle the HTTP URIs described in Annex C. The PNM application shall support the application usage with AUID "xcap-caps" as specified in RFC 4825 [6].
Upon receiving an HTTP GET request message, PNM application verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key material Ks_NAF obtained from BSF (as described in 3GPP TS 33.220 [8]). 
If the verification succeeds, the PNM application shall handle the HTTP GET request message according to RFC 4825 [6]. 
When the PNM application sends a 200 OK response message to the PN UE, it shall include 
-
the Content-Type filed indicating 
-
"application/pnm+xml", if the PN-query is performed for an XML document;

-
"application/xcap-el+xml" as in RFC 4825 [6], if the PN-query is performed for an element within an XML document;

-
"application/xcap-att+xml" as in RFC 4825 [6], if the PN-query is performed for an attribute of an element within an XML document;

-
the Etag header field (see RFC 2616 [7]);
-
an XML body containing either the XML document, or the element within an XML document or the attribute of an element within an XML document as queried by the PN UE. 
Annex C (normative):
XCAP naming conventions for HTTP URI construction
In order to configure an XML document, an element within an XML document or an attribute of an element within an XML document, the data of the XML document at the XCAP server is represented by an HTTP URI. 
According to RFC 4825 [6], a HTTP URI is constructed by concatenating the XCAP root with the document selector with the node selector separator with a percent-encoded form of the node selector.
Table C-1 summarizes the naming conventions of the HTTP URI constructions used for the present document.
Table C-1: Naming conventions for HTTP URI construction

	Name
	Description
	HTTP URI

	XCAP root 
	XCAP root defines contexts in which all XCAP resources exist.
	XCAP root URI: xcap.domain (see RFC 4825 [6])

(e.g. within the example.com domain the http://xcap.example.com is a XCAP root URI)

	Document selector
	Document selector identifies the document within the XCAP root.
	XCAP root URI/XCAP AUID/sub-tree/XUI/Filename

(e.g. http://xcap.example.com/com.example.pnm
/users/sip:user1@example.com/pnm)

	XCAP AUID
	As specified in RFC 4825 [6], the second namespace for the XCAP AUID is the vendor-proprietary namespace, i.e.; each AUID is prefixed with the reverse domain name of the organization creating the AUID, followed by a period, followed by any vendor defined token. In this way, AUIDs within the vendor namespace do not need to be registered with IANA.
	In this document, the PNM application known to the XCAP server is associated with an AUID equal to com.example.pnm.



	Sub-tree
	Either "users" or "global" (see RFC 4825 [6])
	users

	XCAP users
	A PN is identified by a XCAP User Identifier (XUI) and is addressed by an AoR, for instance by the shared public user identity used for that PN. 
	sip:user1@example.com

	Filename
	"pnm"
	pnm

	Node selector separator
	"~~"
	~~

	Node selector
	The node selector specifies the nodes of an XML document which are to be accessed.
	PNConfiguration/RedirectedUserID


NOTE: The domain name "example.com", the XCAP AUID "com.example.pnm" and the XUI "sip:user1@example.com" used in the HTTP URI column are for display purposes only.
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