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Background
Multiple registrations was initially a requirement for release 7 of IMS. Thus, back in August 2006, a discussion paper (see C1-061636) proposed and analyzed several methods to implement the multiple registrations. An LS was also drafted and submitted to SA3 to check for the security aspects of these methods, see C1-061867. Since there was not any security issue with any of the proposed methods, see C1-062368, in October 2006, a CR was drafted which promoted the multiple registrations based on the multiple Private IDs since this method considered having least impact on IMS, see C1-062015. 
After 2 years and one release of IMS, the multiple registrations is again back as a requirement for IMS, but this time for release 8. This requirement is in TS 23.228 and allows the UE to multiple register when acquiring new IP addresses while already IMS registered.  For release 8, CT1 has so far considered three methods for implementing the multiple registrations; Outbound, registering multiple IP addresses, and Multiple Private IDs. This discussion paper is to analyse these three different methods.
Method 1: Outbound

The IETF outbound draft is designed for Nat traversal and how to setup multiple flows from a UE to registrar thru NAT or firewall so that the UE can receive all inbound traffic associated with the registrations and dialogs. The outbound draft has specified the UE, P-CSCF and S-CSCF procedures to allow the UE multiple registers several contact addresses as well as the UE sets up multiple flows to the same contact address. The latter is not currently a requirement in 3GPP.

The Outbound procedures also specify how UE, P-CSCF and S-CSCF inform each other about support for multiple registrations/flows. Therefore, there won’t be any backward compability issue meaning that the UE and network know if the other party supports Outbound multiple registration in prior to any attempt to set this up. Since Outbound is designed for having NAT between registrar and the UA, it specifies Keep Alive procedure to keep the “flow alive”. However, outbound does not mandate the Keep Alive procedure, see section 3.5 in Outbound draft:

UAs and Proxies are also free to use native transport keep alives, however the application may not be able to set these timers on a per-connection basis, and the server certainly cannot make any assumption about what values are used.  Use of native transport keep alives is outside the scope of this document.

Therefore it can be avoided in 3GPP and 3GPP2 systems where the Keep Alive procedure is already supported by the nature of the systems. 
There is though one challenge to use Outbound for multiple registrations in these systems. Since Outbound is designed for NAT or firewall, the UDP flow is specified as a bidirectional stream, see below text from the Outbound draft: 

Flow:  A Flow is a network protocol layer (layer 4) association between two hosts that is represented by the network address and port number of both ends and by the protocol.  For TCP, a flow is equivalent to a TCP connection.  For UDP a flow is a bidirectional stream of datagrams between a single pair of IP addresses and ports of both peers.  With TCP, a flow often has a one to one correspondence with a single file descriptor in the operating system.

At the first glance, it may be interpreted that the definition of the flow in Outbound is in conflict with the assumptions in TS 33.203 which is based on having a pair of unidirectional ports at P-CSCF and UE. See the following text which is cut and paste from TS 33.203
As a result of an authenticated registration procedure, two pairs of unidirectional SAs between the UE and the P‑CSCF, all shared by TCP and UDP, shall be established in the P‑CSCF and later in the UE. One SA pair is for traffic between a client port at the UE and a server port at the P‑CSCF and the other SA is for traffic between a client port at the P‑CSCF and a server port at the UE.
The two pairs of SAs are needed to allow for UDP and TCP traffic and refreshing the SAs after a re-authentication. 

However, even though Outbound was traditionally very bound to the flow being bidirectional, the concept of flow has been modified to “logical flow” from version 6 onwards to allow the non-encapsulated UDP use cases. See Outbound draft in section 15.7 which says that one of the changes from 05 version to the later versions is:
 
Relaxed flow-token language slightly.  Instead of flow-token saving specific UDP address/port tuples over which the request arrived, make language fuzzy to save token which points to a 'logical flow' that is known to deliver data to that specific UA instance.
 
The concept in TS 33.203 can therefore be considered as a “logical flow” composed of two unidirectional flows to the client and server ports when UDP is used. Moreover a note can be added to the IMS AKA security section of TS 24.229 when using Outbound for multiple registrations for 3GPP and 3GPP2 systems where no NAT and Firewall exist, to reflect the “logical flow”. 
Method 2: Multiple IP addresses
Another method for multiple registrations is to allow the UE to register multiple contact/IP addresses within the same registration each time UE gets a new IP address. These procedures are allowed by RFC 3261, however, TS24.229 is traditionally prohibiting this to avoid a UE registers several times if the previous registrations have been failed for some reason. 
In order to be able to multiple register IP addresses, the UE needs to support the multiple IP stacks, the P-CSCF needs to be able to associate the Security Association for each UE’s registration, and the S-CSCF needs to allow a UE to multiple register by not overriding the current registration by the new ones. Required changes to the procedures in TS 24.229 for respective entities may not be complicated, however, the challenge is how the UE, P-CSCF, and S-CSCF communicate to each other about whether they support multiple registration (Rel-8) or not (earlier releases). 

This is very crucial for a UE to know whether the network does not override the current registration if the UE requests for a new registration. Since overriding the current registration will also cause that the UE loses all the associated dialogs. Note the following requirement in section 4.5 of TS 23.228

· If an UE acquires an additional IP address due to establishing an additional IP-CAN bearer through a different access network, the UE may perform an IMS registration using this IP address as the contact address. If IMS registration is performed, this IMS registration may co-exist with the previous IMS registration from this UE and the UE shall be notified that this IMS registration results in multiple simultaneous registrations. 
There are two ways to let S-CSCF, P-CSCF and the UE to communicate to each other regarding the support for multiple registrations; using a parameter/tag or creating a new P-header.
1) By employing a tag or a parameter, the UE at the time of registration can tell the network whether it supports multiple registrations or not. The network can also indicate back to the UE about its registration capabilities. However, the registration of these tags by IETF may not be possible due to the fact that there are already related tags for multiple flows purpose, but, created to make Outbound work; “Outbound” option tag and “ob” parameter. 
2) By specifying a new P-header in IETF to transfer the information about UE’s and the network’s registration capabilities to the UE and the network. Even if this new header is acceptable by IETF, this requires however some IETF work. 

3) A third option may also be considered by allowing all releases of IMS to adopt multiple IP addresses registrations. 
Note that registering option tags or defining p-header is based on the assumption that this is needed by IETF which may not be a correct assumption. IETF has allowed UE to register several IP addresses from day one.
Method 3: Use of Multiple Private IDs
This method is based on extending the Private ID when new IP address. For instance if the private ID is privateIDA@networkdomain.com when registering with the first IP address, at the time of registering with the new IP address the new private ID is privateIDA_ext1@networkdomain.com.

Multiple registrations based on extension of Private IDs requires changes in UE and HSS. UE is obviously required some changes to generate the new extension at the time of new registrations. HSS is required some updates to understand that this is the same UE with the new registrations in order to fetch the related profile and also route the registration and UE information to the same S-CSCF. However, this type of multiple registrations is fully transparent to the P-CSCF and S-CSCF, since it is considering each registration as a new registration with new security associations. 
Summary

Three methods to implement multiple registrations have been presented in this paper. 

1) Method 1: Outbound

2) Method 2: Registering multiple IP addresses

3) Method3:Use of Multiple Private ID

The study shows that all these methods may be used to implement the multiple registrations, however, method 2 requires some additional IETF work for communications between the UE and the network. Method 3 has clearly advantage of having less impact than the other methods.

The following table shows the summary for these three methods:

	
	UE impact
	P-CSCF impact
	S-CSCF impact
	HSS impact
	New extension which requires IETF work

	Method 1
	YES (Note)
	YES (Note)
	YES (Note)
	NO
	NO

	Method 2
	YES
	YES
	YES
	NO
	YES

	Method 3
	YES
	NO
	NO
	YES
	NO


Note: These changes are not required if outbound has already been implemented for Nat-traversal. 




















































































































































































































































































































































































































































































































































































































































































