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1. Introduction
In the current version of TS 24.301 it is not yet specified in which order integrity protection and ciphering shall be applied. This contributions briefly studies the alternatives and proposes a way forward.
2. Reason for Change
CT1 earlier this year asked SA3 if there are any differences from a security point of view if ciphering is performed before integrity protection, or vice versa.At CT1#53 in Cape Town a response LS from SA3 was received in C1-081631 (S3-080499). On this question it says that:
“SA3 has no strong opinion regarding the order of encrryption and integrity protection and thinks that the simplicity and effectiveness of the protocol design have greater impact on the choice. However, SA3 would like to give the following advice w.r.t. the choice. If integrity protection is applied before encrryption on the sending side then the MAC shall be encrypted together with the NAS message (this is the approach taken by PDCP in E-UTRAN and SSL), but if encryption is applied before integrity protection on the sending side, there is no need to encrypt the MAC (this is the approach taken by IPsec).”

Also, at CT1#53, the general message organization for a security protected NASmessage, as well a for a non-security protected NAS message, was agreed and included into 3GPP TS 24.301. It was also decided that the first octet of the security protected NASmessage shall not be integrity protected. This octet includes the Protocol discriminator IE and Security header type IE, which tells whether this NAS message is security protected or not. This might pose a security threat in that “a man in the middle attacker” might flip the ‘NAS security protection’ bits in the Security header type. If the security protection on/off bit is flipped, the result of this is that the receiving NAS entity will either decipher a message which is not ciphered, or refrain from deciphering a ciphered message. Consequently, the NAS entity would try to parse a NAS message which contains random looking data in all fields. This could have unpredictable effects on the NAS protocol behaviour (as the garbage-filled message may be a valid NAS message with reasonable content). However, this attack could be mitigated by performing integrity protection before ciphering on the sending side. On the receiving side, the attack would be detected after having deciphered the message and then integrity check would fail if the ‘NAS security protection’ bits was flipped by an attacker and the NAS message would be discarded.
From an implementation point of view, no strong arguments in which order to perform integrity protection and ciphering has been found.
3. Conclusions

Based on the above discussion, it is proposed that integrity protection is performed before ciphering on the sending side and in the opposite order on the receiving side.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301.
* * * First Change * * * *

4.x
Security functions in the NAS layer
4.x.1
General

The EPS NAS signaling layer provides security functions for authentication, security context setup, integrity protection and verification, replay protection, as well as ciphering and deciphering. An EPS security context is established in the UE and in the network when an EPS authentication is successfully performed. The EPS security context is activated during different procedures, e.g., attach, tracking area update and inter-RAT handover. At this stage security functions for replay protection, integrity protection and ciphering of NAS signalling messages is activated, with integrity protection performed before ciphering on the sending side.
4.x.2
Replay protection
Editor’s note: Details of replay protection are FFS.
4.x.3
Integrity protection and verification
Editor’s note: Details of integrity protection and verification are FFS.
4.x.4
Ciphering and deciphering
Editor’s note: Details of ciphering and deciphering are FFS.
* * * End Change * * * *

