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1. Background

SA2 agreed during the last SA2#65 meeting a document S2-084128 related to trusted/untrusted access network detection.  In essence SA2 decided on 2 methods for the UE to discover whether the non-3GPP access network, to which it attempts to attach, is trusted or untrusted. Both methods are shortly captured below:

· UE is pre-configured with information about trusted and untrusted non-3GPP networks based on the operator policy.

· UE obtains information about the type (trusted or untrusted) of non-3GPP access network during the 3GPP-based access authentication. 

2. Discussion

It is our understanding that either the one or the other method described in the Background section should be used. It is possible, but not mandated to use the one method as fallback for the other. 

A more detailed analysis of the decision in SA2#65 meeting leads to several possible cases for the UE how to use the information available for decision whether the non-3GPP access network the UE is attempting to attach is of trusted or untrusted type.

· The UE is pre-configured to decide the trusted/untrusted non-3GPP access type:

· If the pre-configuration data is up-to-date, and the UE obtains trusted/untrusted type indication during the 3GPP-based authentication, the indication would be the same as the pre-configured information. 

· If pre-configuration data is not up-to-date, the UE may start a wrong procedure, e.g. the UE is pre-configured that the access type is trusted, but the trust relation between the non-3GPP access and the home EPS changed and currently the non-3GPP access is untrusted. If the UE performs 3GPP-based authentication, the UE would get the more recent information and can apply it for decision of the trusted/untrusted access type. If the UE does not perform 3GPP-based authentication, the UE needs to figure out by itself that the trust relationship has changed.

· If the UE uses DSMIP, the 3GPP-based access authentication when attaching to non-3GPP access network is optional. In such case, if the UE’s pre-configuration data is not up-to-date, the UE cannot know about the change of the trust relationship of the non-3GPP access network to the home EPS. A solution is needed to inform the UE about the changed trust relationship. For example, if the UE has already done DSMIP bootstrapping before the handover and the IPsec tunnel to the PDN GW is already established, the trusted/untrusted-related data may be exchanged based on extensions to the DSMIP BU/BA messages (assumed that the BU message can reach the PDN GW). If the IPsec tunnel establishment with the PDN GW fails or the UE is preconfigured to use the procedures for the untrusted case, the IKEv2 exchange with the ePDG is used to convey the trusted/untrusted information to the UE.

· The UE is not pre-configured to decide the trusted/untrusted non-3GPP access type.

· Firstly, the UE needs to decide whether to initiate procedures for trusted or untrusted access type.  If the UE assumes that the non-3GPP access is trusted, the UE can get a local IP connectivity that allows e.g. an Internet access, but actually there is no connection to PDN-GW. When the UE moves outside that non-3GPP access network, the UE would not have an IP session continuity.  In order to avoid this problem, it may be better that the UE attempts to perform attach procedure for untrusted non-3GPP access network, i.e. discover an ePDG etc.

· Secondly, if it is assumed that the UE attempts to perform attach procedure for untrusted non-3GPP access network, during the tunnel establishment with the ePDG, the ePDG should require 3GPP-based authentication with the UE and during the EAP-AKA message exchange, the ePDG informs the UE about the trusted/untrusted access type.

We propose the following changes to 3GPP TS 24.302, v0.4.0: 

* * * First Change * * * *

6.2
Trusted and Untrusted Accesses


6.2.1
General

When the UE attempts access to a non-3GPP IP access network, configuration policies in the UE allows the UE to decide if the UE should start the procedures for a trusted or untrusted non-3GPP IP access. 

6.2.2
Pre-configuration policies are available in the UE

If the UE discovers that the non-3GPP IP access is trusted, the UE shall follow the access methods given in subclause 6.4. If the UE decides the non-3GPP IP access is untrusted, the UE shall follow the access methods given in subclause 6.5.
If the UE performs 3GPP-based access authentication, the UE may obtain during the EAP-AKA exchange information about the trusted/untrusted type of the non-3GPP access network. If the trusted/untrusted policies discovered during 3GPP-based access authentication are different from the pre-configured trusted/untrusted policies, then the UE shall rely on the dynamic information discovered during 3GPP-based access authentication. 

Editor's note:
Whether the UE updates its pre-configured trusted/untrusted policies is FFS.

Editor’s note: How the UE discovers the trusted/untrusted non-3GPP access type in case that the UE supports DSMIP, the pre-configured policies are not correct and the UE does not perform 3GPP-based access authentication with the EPS is FFS.
6.2.3
No pre-configuration policies are available in the UE

If the UE has no configuration policies to determine if the non-3GPP IP access the UE is attempting to access is trusted or untrusted, the UE shall first run the methods given in subclause 6.4 treating that non-3GPP IP access as a trusted access. If such an access is unsuccessful, the UE shall then revert to accessing that non-3GPP IP access using the methods given in subclause 6.5.

Editor's note:
The manner by which the UE is configured with the information about trusted or untrusted non-3GPP IP access networks is FFS.

Editor's note:
The format of the configuration data indicating trusted or untrusted non-3GPP IP access network is FFS.

* * * End of First Change * * * *
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