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1. Introduction

The Access Network Discovery and Selection Function (ANDSF) provides the UE with assistance data (Inter-system mobility policy and access network discovery information) to assist the UE with discovery and selection of access networks and perform inter-system change.
At the last CT1 meeting (#53), CT1 made progress in 3GPP TS 24.302 [3] with regard to the access network discovery and selection. However, there is a need to decide as to which protocol to use for exchange of information between the UE and the ANDSF. The protocol of choice should meet the requirements as discussed below.
2. Discussion

2.1 Requirements

Following are some of the requirements that a protocol of choice needs to satisfy for communication between the UE and the ANDSF.  Majority of them are mentioned in  3GPP TS 23.402 [2].

1. The ANDSF provides two types of information; inter-system mobility policy and information that provides assistance with access network discovery and selection. This information is primarily used for access network selection between 3GPP and non-3GPP access networks.
2. The protocol between UE and ANDSF must support direct queries via pull. Push and/or combination of Pull-Push may be supported as well 
3. The selected protocol should limit the amount of information that is made available to the UE based on UE’s current location, UE capabilities. The protocol should allow UE to make flexible quires to obtain both network policy and access network discovery information 
4. S14 interface (the interface between UE and ANDSF) is realized above IP level.
5. Mutual authentication between UE and ANDSF and data integrity and confidentiality  for communication between UE and ANDSF must be supported 

6. The information provided by ANDSF can be extended by vendors based on access networks supported. The protocol should provide a means for extensibility and defining additional sets of information.

7. The protocol should not impose restrictions on server/network side configuration and storage of information.
8.  The protocol specification work should meet 3GPP Release-8 timelines 
9. The selected protocol should work in future roaming scenarios.  
2.2 IEEE 802.21 Media Independent Handover (MIH) Protocol
The IEEE 802.21 standard is defining the MIH protocol for facilitating handovers between different access technologies. The latest version of this draft standard [1] describes the different MIH services and is currently in final stages of standards development process. 
· IEEE 802.21 Information Service

The concept of ANDSF for Network Discovery and Selection was introduced in 3GPP SA2 based on the Media Independent Information Service (MIIS) as described in IEEE 802.21[1]. The MIIS defines Information Elements (IEs) for different access networks that can assist with access network discovery and selection.  The MIIS also defines opaque data types which can be used to define inter system mobility policies. The description of operator specific policies is however outside the scope of the current specification.  The IEs can be described in RDF (Resource Description Framework)/XML (Mark  Up language) format as part of a schema or in a binary format based on a TLV (Type Length Value) format. Certain core IEs are part of the base schema. Additional IEs can be defined as part of the extended schema (e.g., vendor specific or other SDO specific). These IEs are suitable for specifying both network policies and access network and discovery information that are required by ANDSF.
· Push and  Pull Mechanisms
The IEEE 802.21 MIH Protocol supports a simple request-response framework for UEs to pull information from the information server.  At the same time the information server can  push information to the UE using the indication mechanism built into the protocol. The request-response framework can be used to support ‘Pull’ mechanism  between UE and ANDSF.  The indication mechanism  can be used to ‘Push’ inter-system mobility policies or any other access network discovery information to the UEs. For ‘Push’ mechanism, the location of the UE may be known by the ANDSF through the explicit registration procedure as defined in IEEE 802.21 [1]. 
MIH protocol uses two identifiers: i) Media Independent Handover Function (MIHF) ID and ii) Transaction ID. The MIHF ID is an identifier that is required to uniquely identify an MIHF entity for delivering the information. MIHF ID is used in all MIH protocol messages. MIHF ID is assigned to the MIHF during its configuration process. MIHF_ID is an NAI. NAI shall be unique as per RFC 4282. If MIHF entity resides in the network node then MIHF_ID is the FQDN or IP address of the entity that hosts the MIH Services.  Transaction Identifier (Transaction ID) is an identifier that is used to match a request message with its corresponding response message. The UE can specify query specific parameters as part of the request message.  Multiple UEs can issue multiple queries at any time and these can be satisfied asynchronously by the ANDSF using the Transaction Identifier. 
The MIH Protocol is a very lightweight protocol with minimal requirements that works very well for Network Discovery and Selection requirements.
· Flexible Queries
The support for RDF/ XML based schema allows the UE to make flexible queries. In particular, RDF query (SPARCL) can query structures in any graph topologies while XML query can query only hierarchically structured data.  For example, when data type values contained in two IEs are semantically related, DTD and XML only cannot express such relationships while RDF schema can.  The flexible query mechanism also allows the ANDSF to limit the amount of information that may be sent to the UE. For example, the UE can inquire about a specific type of access network supported within its vicinity (say within a radius of 100 metres) by a specific operator.
Using RDF/XML based schema, the UE shall be able to make flexible queries to the ANDSF and can obtain necessary information for Network Discovery and Selection more efficiently. 
· Extensibility

The information supported by the ANDSF may need to be extended. This can be easily done by defining additional IEs using the Extended Schema without impacting the base specification. RDF schema is highly extensible and new data types or structures can be added as separate schema file(s) that extends originally defined schema file(s).  This is possible because each piece of information in RDF schema is identified by a global unique URI. The IEEE 802.21 standard places no restriction as to how the information is stored at the server (e.g., as part of ANDSF) or at the UE and thereby allows complete flexibility and extensibility of design. Information can be stored in the UE as part of a schema or in any other form depending on the choice of operating system or system specific implementation..   
The availability of basic and extended schema offers the flexibility to both operators and vendors to define the information elements that fit in very well with the inter-system mobility and access network discovery information. 

· Transport

The base MIH Protocol is independent of the underlying transport. The transport options for MIH Protocol are being defined in IETF as per the draft [4]. For information service, TCP is recommended. The IETF draft [4] also defines how these packets may be transferred across firewalls and NAT  traversal. On the other hand, the MIH payload can be easily carried by any of the higher layer transport protocols..
The above transport option satisfies the protocol assumption of  S14 interface 
· Security

Security is being defined by IETF [4]. Security options include using either transport layer or IP layer security.  In the case where reliable transport protocol such as TCP is used for transport connection between two MIHF peers, TLS [RFC4346] should be used for authentication, message confidentiality and data integrity. The peer's identity can be authenticated using asymmetric or public key cryptography.  In addition, it is recommended to   follow the [RFC4366] that provides generic extension mechanisms for the TLS protocol suitable for wireless environments.  The advantage of TLS is that it is application protocol independent. Alternatively, generic IP layer security, such as IPSec [RFC4301] may be used where transport layer security is not available. 
· Timelines
The IEEE 802.21 specification is expected to be completed in Q3, 2008 timeframe. The IETF draft for transport options is also expected to be completed in 2008 timeframe. The work for defining additional IEs for either policies or access network specific information can be completed within 3GPP CT1. If required, appropriate liaisons can be very easily setup between IEEE and 3GPP.
Since IEEE 802.21 information service and MIH protocol have the basic framework done and rest of the work can be completed within CT1, it would be easy to meet the Realease-8 time frame. Thus it evident that IEEE 802.21 MIH protocol can satisfy all the requirements mentioned above. 
3. Conclusion

This discussion paper presents the requirements that the protocol for communication between the UE and the ANDSF should fulfil. These requirements, among other things, indicate that information has to be extensible, both push and pull mechanisms need to be supported, and the transport options should allow information exchange in a secure way. Further it should be possible to limit information being made available to the UE through smart queries and the work needs to be completed within 3GPP in a timely manner to meet Release-8 timelines. It then describes how IEEE 802.21 Information Service and MIH protocol can satisfy all the requirements including the time line.  

Finally, it is proposed to select the MIH protocol, for inter-system mobility policy and access network discovery information between UE and ANDSF.
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5. Proposal
*********************************************** Start of Change *****************************************

6.8.2.2
UE procedures
If the IP address of the ANDSF is not provisioned in the UE, the UE shall perform DNS or DHCP procedure in order to retrieve the IP address of the ANDSF.

Editor's note:
Other solution for the UE to retrieve the IP address of the ANDSF is FFS.

When performing DNS resolution, the UE shall build a Fully Qualified Domain Name (FQDN) for the DNS request and select the IP address of the ANDSF included in the DNS response message.

When performing DHCP resolution, the UE shall perform DHCP query and select the IP address of the ANDSF offered by the DHCP Server, or perform another DNS query to get the IP address of the ANDSF when the DHCP Server only provides the domain name of the ANDSF.
The UE may register with the ANDSF after discovery using the registration procedures described in IEEE P802.21/D12.0 [xx] and transport options described in IETF Mipshop WG draft <draft-ietf-mipshop-mstp-solution-04> [yy].

The UE may initiate a query to ANDSF to obtain the necessary information for network discovery using the query-response protocol described in IEEE P802.21/D12.0 [xx] and transport options described in IETF Mipshop WG draft <draft-ietf-mipshop-mstp-solution-04> [yy].

6.8.2.3
ANDSF procedures
Upon receipt of a query request from UE, ANDSF shall send a response using the query-response protocol described in IEEE P802.21/D12.0 [xx] and the transport options described in IETF Mipshop WG draft <draft-ietf-mipshop-mstp-solution-04> [yy]

Upon receipt of a trigger, ANDSF shall send a response  using the indication mechanism described in IEEE P802.21/D12.0 [xx] and the transport options described in IETF Mishap WG draft <draft-ietf-mipshop-mstp-solution-04> [by]

************************************************ End of Change *****************************************

Annex
Example Query: 

An example query request and response when RDF_DATA is specified as InfoQueryType to obtain a list of IEEE 802.11 point of attachments (poa) (i.e., basic service set identifiers (BSSIDs)) around a specific location is shown below.

MIH_Get_Information.request (RDF_DATA, "PREFIX mihbasic: <URL_TO_BE_ASSIGNED>

SELECT ?poa_address

WHERE {?x1 mihbasic:neighboring-poa ?x2 .

?x2 mihbasic:link-type 19 .

?x2 mihbasic:poa_address ?x3 .

?x3 mihbasic:address ?poa_address .

?x1 mihbasic:poa_address ?x4 .

?x4 mihbasic:address "001122334455" }")

MIH_Information.response(RDF_DATA, "<?xml version="1.0"?>

<sparql xmlns="http://www.w3.org/2005/sparql-results#">

<head>

<variable name="poa_address"/>

</head>

<results>

<result>

<binding name="poa-address"><literal datatype="http://www.w3.org/2001/XMLSchema#hexBinary">aabbccddeeff</

literal></binding>

<binding name="poa-address"><literal datatype="http://www.w3.org/2001/XMLSchema#hexBinary">

0123456789ab</literal></binding>

</result>

</results>

</sparql>", Success)
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Figure 1 UML Representation of Basic Schema
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