
3GPP TSG CT WG1 Meeting #54
C1-082171
Zagreb, Croatia, 23rd – 27th June 2008

Source:
Ericsson
Title:
Pseudo-CR on initiation of Security mode control procedure
Spec:
3GPP TS 24.801
Agenda item:
9.2.1
Document for:
Decision
1. Introduction
In 24.301 it is currently specified that Security mode control procedure is a stand alone procedure, but it has been discussed in CT1 if Security mode control procedure could be combined with Attach and TAU procedure messages for optimization reasons and therefore an Editor’s not has been added to the Security mode control procedure. SA2 has also indicated in 23.401 with the definitions of Attach accept and TAU accept that these messages shall be combined with Security mode command. This p-CR discusses the problems with combining SMC with Attach procedure or TAU procedure
2. Reason for Change
Stand-alone SMC vs. combination with Attach/TAU
A combination of Security mode control procedure and Attach procedure or Tracking area update procedure would mean that the Security mode control procedure initiation message, SECURITY MODE COMMAND, is combined or concatinated with the response message in Attach or TAU procedures, ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT messages.
This combination of messages has two implications:

a) It is in the Security mode procedure a new security key set is taken into use, which performs integrity and replay protection as well as enciphering and deciphering of NAS signalling messages. As the ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT messages shall be integrity protected and possibly ciphered a security context must be in place before the network sends these messages to the UE. Thus the Security mode procedure must be finished before responding with ATTACH ACCEPT or TRACKING AREA UPDATE ACCEPT to the UE.

It could be possible in the case when integrity protection is used without ciphering to combine SECURTIY MODE COMMAND with ATTACH ACCEPT/TRACKING AREA UPDATE ACCEPT and to combine SECURITY MODE COMPLETE with ATTACH COMPLETE/TRACKING AREA UPDATE COMPLETE, but then it is not clear how the Message authentication code and Sequence Number IEs shall be handled. This combination will not be possible if ciphering shall be used. Furthermore, if ciphering is to be used or not is only known after completion of the Security mode control procedure.
b) If ME Identity check is to be done this is specified in stage 2 to be performed early in the attach procedure. The reason for this being to avoid setting up bearer in the case ME Identy check fails. To run ME Identity check the IMEI must be known in the MME. The IMEI is retrieved from the UE in the Security mode control procedure or in a Identification procedure. The messages in the Identification procedure shall be security protected in the case of IMEI retrieval and can only be run when a security context exists.
Thus, from the above it can be concluded that a stand-alone Security mode control procedure is needed and cannot be replaced with a combination of Security mode control procedure and Attach procedure/TAU procedure. At least a stand-alone procedure must be available and possibly both options could be supported.
Request for a combination of SMC with Attach/TAU
There are two reasons to introduce a combination of SMC with Attach/TAU.

a) As discussed above the stand-alone SMC must be available when no security context exists for the UE in the network and when ME identity check procedure shall be run. This is typically at initial attach and when the UE enters EUTRAN from GERAN/UTRAN. If however a security context exists when SMC needs to be initiated as a part of attach or TAU procedures it would be possible to combine SMC with Attach accept and TAU accept. The typical use case for this would be for the MME to request a new set of keys before the current key set is used up and by this save the additional radio round-trips needed by a stand-alone Security mode control procedure.
b) SA2 has updated the definitions of Attach accept and TAU accept to carry most of the IE’s of Security mode command. Only the Replayed UE security capabilities optional IE differs. The reason for SA2 to add SMC parameters in Attach accept and TAU accept is to our understanding the wish to support “on-the-fly” security algorithm change. That is, if the MME wants to change the security algorithm in a Attach or TAU procedure where Authentication and Security mode control procedures have not been run. From a CT1 point of view it would be possible to combine the procedures in the same way as has been done with Attach request where ESM support is added by introducing an IE carrying a complete PDN connectivity request message. 
The problem for CT1 with the SA2 definition is the requirement that the NAS security algorithm IE shall be sent unciphered. In practice this will mean that NAS needs to support partially security protected messages as Attach accept and TAU accept shall be security protected. This is something not taken into account in the previous CT1 NAS definition and a requirement that would have severe impact on the work done so far.
3. Conclusions

From the discussion above it can be seen that at least a stand-alone Security mode control procedure is needed. 
A combination of Security mode control procedure and Attach and TAU procedures could be possible to optimize the request of new key sets in attach and TAU procedures without a major effort.

If also the combination of Security mode control procedure and Attach and TAU procedures to support the SA2 wish for “on-the-fly” change of security algorithm this will however have more impact on the current CT1 definitions of NAS security.

To summarize there are three identified ways to initiate Security mode control procedure and CT1 needs to agree on the preferred option:

1) Only support a stand-alone Security mode control procedure;

2) Support a stand-alone Security mode control procedure and a Security mode control procedure combined with Attach and TAU procedures where the Attach accept and TAU accept messages are fully security protected;

3) Support a stand-alone Security mode control procedure and a Security mode control procedure combined with Attach and TAU procedures where the Attach accept and TAU accept messages are partially unprotected.

It is the proposal of this p-CR to choose option 1) and for the time being take note of the chosen option by adding a statement of this to the 3GPP TR 24.801. 
Option 2) will add complexity to procedures and messages and the gain from the optimization only limited by reducing the overall procedure with two radio round-trips in the cases when a new key set is requested.

Option 3) will add even more complexity and generally increase NAS message processing if the option of partly security protected messages should be supported. To address the issue with security algorithm change the recommendation would be to initiate a stand-alone Security mode control procedure before the Attach accept message or TAU accept message, preferably in the same place as SMC is normally executed. This solution will add two radio round-trips in a case that is believed to be rare, and thus an acceptable way to achieve security algorithm change.
4. Proposal

If option 1) above can be agreed it is proposed to agree the following changes to 3GPP TS 24.801 v1.0.0. 
It is also proposed to send an LS to SA2 to inform of the CT1 preferred option and also ask SA2 to take appropriate action given the CT1 decision. If it is agreed that a LS needs to be sent to SA2, Ericsson would be glad to provide a proposal.
* * * First Change * * * *

10.1.1
Security for E-UTRA

10.1.1.1
General

Security for the NAS signalling is terminated in the UE and in the MME. The security protection for the NAS signalling includes ciphering and integrity protection.

Security for the user plane, as well as for AS signalling, is terminated in the UE and in the E-UTRAN. 

The keys for NAS signalling security and user plane security are agreed between MME and UE by means of an authentication and key agreement procedure. 

According to the current working assumptions in SA3:

-
the UMTS AKA mechanism will be used for authentication and key agreement between MME and UE. This mechanism achieves mutual authentication by the user and the network. For a description of the UMTS AKA mechanism and its use for UTRA security see 3GPP TS 33.102 [5];

-
for E-UTRA security the UE shall have a UICC inserted and an activated USIM application. E‑UTRA security is based on the existing USIM application.

10.1.1.2
NAS security mode command set-up procedure for E-UTRA

In order to provide NAS signalling security there is a NAS security function in both the UE and the MME that performs integrity/replay protection as well as enciphering/deciphering of NAS signalling messages.

Editor's note: It is FFS whether the NAS security function is an integral part of the NAS protocol layer, a lower sublayer of the NAS protocol layer or a separate protocol layer below the NAS protocol layer.

There are separate security mode command (SMC) set-up procedures for the Access Stratum (AS) between UE and eNodeB and for the Non-Access Stratum (NAS) between UE and MME. The message signalling flow in figure 10.1.1.2.1 shows the NAS security mode command set-up procedure on a high level in case of e.g. power on/attach or tracking area updating.


Figure 10.1.1.2.1: NAS security mode command set-up procedure for E-UTRA

Editor's note: The exact outline of the NAS security mode command procedure is FFS. It should be studied whether the UMTS AKA and the SMC set-up procedures could be combined in order to save message round trips and to reduce the time for the UE to get access to the system. 
Before step 3 the MME selects the NAS ciphering algorithm to be used, based on information on supported NAS algorithms received from both the UE and the eNodeB (appended by S1AP). At that stage the MME also prepares for the receipt of ciphered NAS signalling messages and starts the NAS integrity protection function which applies to the NAS Security Mode Command message in step 3. The message in step 3 shall not be combined with an Attach procedure message or a Tracking area update message. When this message is received by the UE, the UE starts integrity and ciphering/deciphering. This means that the Security Mode Complete message in step 4 is both integrity protected and ciphered. When the MME receives this message, it starts the ciphering function.

Other functions related to E-UTRA security and the NAS security mode command procedure in particular that need to be considered are, e.g.:

-
NAS encryption/integrity algorithm change at MME relocation (this may need to be handled due to different MMEs being at varying "upgrade" levels);

-
Renewal of NAS ciphering key and NAS integrity key triggered by the network (SQN wraparound or keys been too long in UE);

-
Renewal of entire key hierarchy based on AKA re-run;

-
Activation of new keys (when to start using the new keys); and

-
Detection/repair of NAS ciphering key and NAS integrity key out of synch errors or SQN out of synch errors.

10.1.1.3
Input parameters for NAS encryption and integrity algorithms
The same input parameters as were used for UTRA, though slightly modified, will be used for E-UTRA. These parameters are:

-
NAS BEARER ID
A constant value of the same length as the AS BEARER ID parameter (only included for alignment with AS input parameters)

-
NAS COUNT

32 bits (the CT1 working assumption is that the NAS COUNT consists of an 8 bit Sequence number and a 16 bit Overflow counter that is padded with leading zeroes to provide a 32 bit input parameter to the security algorithm)
-
DIRECTION


1 bit
-
LENGTH



The maximum size of NAS messages will be less than 216 octets

The uniqueness property sought from the input parameters is that no two different NAS messages transmitted between the UE and MME shall have the same input parameters to the security algorithms using the same key.
Of the parameters described above, it is clear that the NAS COUNT is required to ensure that each message has a unique input for any given direction (the NAS protocol is a bi-directional channel). Since the same NAS COUNT may appear in both the uplink and the downlink, it is equally clear that the DIRECTION bit is required. The NAS COUNT parameter is built up from two parts, the Overflow Counter (OC) and the Sequence Number (SN). The SN is the part that is carried with each security protected unit and is increased for each new security protected unit. The OC is kept locally by each peer, and is increased when the SN wraps around.

Under the assumption that there can be only one NAS signalling channel per UE, the NAS COUNT and DIRECTION would be sufficient to uniquely identify any given NAS. Therefore, the use of a BEARER ID input parameter will not be necessary from NAS point of view, but for alignment with AS input parameters, a NAS BEARER ID is defined, but is always constant. The length of the NAS BEARER ID parameter shall be the same as it is for the AS.

Editor's note: Which constant value for the NAS BEARER ID to use is left to SA3 to decide upon.

It is required that the NAS COUNT shall be reset to zero if and only if an AKA has been run and a Security Mode Control procedure is performed. An implication of this is that a new AKA must be run when the NAS COUNT is approaching the wraparound point.

The COUNT parameters used in UTRAN and in E-UTRAN PDCP for the AS are 32 bits long. Since the user plane in E-UTRAN can be expected to generate vastly more data than the NAS layer, using a 24-bit value range for NAS COUNT is sufficient.

NOTE:
Only the SN part of NAS COUNT needs to be transmitted together with the NAS message, so there is no loss of bandwidth of having a large NAS COUNT. The size of the SN part of the NAS COUNT needs to be large enough to accommodate the expected message loss and message re-ordering. That is, if the SN is, e.g., 8 bits long, the NAS layer can tolerate a loss of 255 NAS messages in a row, or NAS messages re-ordered by 255 packets if an appropriate windowing mechanism is used.
Since EPS is going to be an "all IP network", an upper bound on the length of the NAS messages is the total length of an IP datagram. For IPv4 this length is 216 octets (including the header) if one wish to avoid fragmentation. This is clearly more than what is required for NAS messages, including transport overhead, and far less than what will be regarded as insecure (considering the state of modern encryption algorithms).
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