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1. Introduction
This document proposes to discuss and solver some of the editor’s notes in TS 24.303. 
2. Discussion
The following editor’s notes are present in TS 24.303 v0.3.1 (the text in blue is the text currently present in the spec):

1) section 4.2 :

4.2
Identities

Editor’s note: This subclause will contain the definition of the identities used by the UE when mobility is handled via DSMIPv6. These should include, but not limited to, NAI and FQDN for HA discovery.

The curent version of the TS specifies how NAI is used but the text still does not cover the identities used for HA discovery. Therefore the editor’s note should be kept.

Proposed resolution : keep the editor’s note

2) section 5.1:

5.1
Dual-Stack Mobile IPv6 initial attach

Editor’s note: This subclause will contain the UE and Home Agent procedures for DSMIPv6 initial attach. These procedures include HA address discovery, IPsec security association establishment via IKEv2, Home Address assignment, Home link detection and initial registration.
The curent version of the TS either specifies the procedures listed in this editor’s note or a placeholder exists for them (e.g. home link detection). The note is no more useful and should be removed.

Proposed resolution : remove the editor’s note

3) section 5.1.2.1.2:
5.1.2.1.2
Home agent address discovery based on DNS
A UE performing home agent discovery based on DNS shall support the implementation of standard DNS mechanisms. As specified in IETF RFC 5026 [10], the UE shall perform either a DNS lookup based on the home agent name or a DNS query for a SRV record.

In the former case the UE constructs a DNS request, by setting the QNAME to the configured FQDN. If a home agent has both an IPv4 and an IPv6 address, the corresponding DNS record should be configured with both 'AAAA' and 'A' records. Accordingly the DNS reply will contain 'AAAA' and 'A' records.

Editor's note: It is FFS how the FQDN is constructed from available information. The APN and well-known strings (e.g. "homeagent") may be used for this purpose.

Alternatively the UE performs a DNS query for a SRV record, as specified in RFC 2782 [5]. For this purpose it constructs a request with QTYPE set to SRV and QNAME based on a concatenation of the string specified in IETF RFC 5026 [10] and an FQDN including the Network Identifier and the Operator Identifier.

Editor's note: The exact method to construct the QNAME in case QTYPE is set to SRV is FFS.

SA2 and CT4 are still discussing how DNS should be used for node discovery. Therefore this section needs to be updates based on the ourcome of that discussion. 
Proposed resolution : keep the editor’s note

4) section 5.1.2.1.5:
5.1.2.1.5
Home agent address discovery based on DHCPv6
A UE performing home agent discovery based on DHCPv6 shall support the implementation of stateless DHCPv6 as specified in IETF RFC 3736 [13] and the DHCPv6 options as specified in draft-ietf-mip6-hiopt [12].

In order to discover the address of the home agent the UE shall send an Information-Request message including the Home Network Identifier Option.

If the UE wants to connect to a home agent in VPLMN for default connectivity, the UE shall set the id-type to 0.

If the UE wants to connect to a home agent for a specific target PDN it shall set the id-type to 1. In this case the UE shall then include the identifier of the requested PDN in the Home Network Identifier field. 

Editor's note: It is FFS how the target PDN is constructed from available information and encoded into the Home Network Identifier field. The APN and well-known strings (e.g. "homeagent") may be used for this purpose.

The home agent information is provided to the UE within a Home Network Information Option as described in draft-ietf-mip6-hiopt [12]. This option shall include either the home agent address or the home agent FQDN. In the latter case the UE shall perform a DNS query with the received home agent FQDN as described in subclause 5.1.2.1.2.

Editor's note: This procedure is applicable when the UE is in a 3GPP access since the HA acts as DHCPv6 server. It is FFS if it is applicable also when the UE is attached to a non-3GPP access.

The first editor’s note is related to the usage of DNS and identities for HA discovery. Therefore it cannot be solved. Concerning the second editor’s note, CT4 is specifying the STa reference point and it was agreed that draft-ietf-dime-mip6-integrated should be implemented if the operator’s wants to discover a HA in the HPLMN via DHCPv6. Therefore the note can be removed and a clarification added. 
Proposed resolution : keep the first editor’s note; remove the second editor’s note adding a clarification (second change in the list of changes)
5) section 5.1.2.2:
5.1.2.2
Security association establishment and home address assignment

The UE shall support the IKEv2 protocol (see IETF RFC 4306 [14]) for negotiating the IPsec security association to secure DSMIPv6 signalling and shall support EAP over IKEv2 as described in IETF RFC 4306 [14] to perform authentication with an AAA server.

The UE shall support IPsec ESP (see IETF RFC 4303 [11]) in order to provide authentication of Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [4].

The UE shall initiate the security association establishment procedure by sending the IKE_SA_INIT request message defined in IETF RFC 4306 [14] to the home agent. On receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message including the MN-NAI in the IDi payload and the indication of the target PDN the UE wants to connect to.

Editor's note: It is FFS how the target PDN is encoded (e.g. W-APN or another identifier) and in which IKEv2 payload this information is included (e.g. IDr).

While the way the PDN ID is included is a naming issue which is related to the DNS issue mentioned earlier, the IDr seems to be still the best solution to indicate the target PDN. This is the same way it is indicated in TS 24.234 and there seems no reason to change it. 
Proposed resolution : modify the editor’s note to focus it on the naming issue and clarify in the text that IDr is used to carry the target PDN ID
6) section 5.1.2.3:
5.1.2.3
Home Link Detection

Editor’s note: This subclause contains the home link detection function for DSMIPv6 initial attach. The details of this procedure are for FFS.

This editor’s note was added at the last meeting. The contribution C1-08xxx proposes some text for this subclause and removes the editor’s note.
Proposed resolution : keep the editor’s note as another contribution proposes to remove it
7) section 5.1.2.4:
5.1.2.4
Initial binding registration and IPv4 home address assignment

After establishing the security association and obtaining the IPv6 home address and optionally the IPv4 home address, the UE shall send a Binding Update message as specified in IETF RFC 3775 [6] and draft-ietf-mip6-nemo-v4traversal [2] in order to register its home address and care-of address at the HA.

If there is IPv6 connectivity in the foreign network, the UE shall send the Binding Update message to the IPv6 address of the home agent. In this Binding Update message the H (home registration) and A (acknowledge) bits shall be set.

Editor's note: It is FFS if the Alternate Care-of Address option can be used by the UE to indicate a care-of address different from the source address of the IPv6 packet.

This editor’s note was discussed at the last meeting. Another contribution tries to solve this issue and proposes to remove it. 

Proposed resolution : keep the editor’s note as another contribution proposes to remove it
8) section 5.1.3.1:
5.1.3.1
Security association establishment and IPv6 home address assignment

The home agent shall support the IKEv2 protocol (see IETF RFC 4306 [14]) for negotiating the IPsec security association to secure DSMIPv6 signalling and shall support EAP over IKEv2 as described in IETF RFC 4306 [14] to perform UE authentication with an AAA server.

The home agent shall support IPsec ESP (see IETF RFC 4303 [11]) in order to provide authentication of Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [4].

The home agent shall complete the IKE_SA_INIT exchange as specified in IETF RFC 4306 [14].

Editor's note: It is FFS which identity is used by the home agent in this exchange and how it relates with the target PDN indicated by the UE.

The HA shall copy the value used by the UE in the IDr field and use it in the IDr field of the response message. 
Proposed resolution : Remove the editor’s note clarifying the point above
9) section 5.2.2:
5.2.2
UE procedures

Following a change of access, the UE configures a new IP address on the target access system. The details of IP address configuration can be access specific. 

Editor's note: It is FFS how the UE detects a movement. It is FFS how the IP address can be configured while in the source access system (i.e. optimized handover).

If the access network supports IPv6, as soon as the UE has configured a new IPv6 address, it shall send a Binding Update to the HA including the newly configured IP address as the care-of address. The UE shall always include the IPv6 home address in the Binding Update as specified in IETF RFC 3775 [6]. 

Editor's note: It is FFS if the Alternate Care-of Address option can be used in the Binding Update.

We propose to solve the latter editor’s note in another contribution. About the first editor’s note, the optimized handover case is specified in other TSs and can be left out of the scope of this TS. As far as this TS is concerned, the UE needs to configure a new IP address, either via the source or the target access system. The movement detection from a DSMIPv6 point of view is done comparing different addresses and this must be clarified in the text.
Proposed resolution: Remove the first editor’s note clarifying the point above and keep the second editor’s note
10) section 5.3:
5.3
Dual-Stack Mobile IPv6 detach

Editor’s note: This subclause will contain the UE and Home Agent procedures for DSMIPv6 detach. These include the DSMIPv6 de-registration and the IKEv2 session teardown. 
This editor’s note can be removed as the subclause already covers what needs to be specified.

Proposed resolution : Remove the editor’s note 
11) section 5.3.3.1:
5.3.3.1
Network-initiated detach

As soon as it receives a trigger for network-initiated detach procedure (3GPP TS 29.273 [20]) the home agent shall send a Binding Revocation message according to draft-muhanna-mip6-binding-revocation-02 [19] to the UE. The message contains the home address, corresponding to the PDN connection which shall be removed. The A bit is set to 1. The HA expects now the UE-initiated detachment procedure. 

Editor's note: It is FFS if a timer is used by the HA to wait for the UE de-registration.

Editor's note: It is FFS under which conditions the HA can know that the UE is not able to receive a Binding Revocation message and thus detaches the UE implicitly.

Editor’s note: It is FFS if/how race conditions need to be handled.
To fix this text we need to wait for the new Internet Draft which should be submitted soon.

Proposed resolution : Keep the editor’s note 
12) section 5.4.3:
5.4.3 HA procedures

If during the DSMIPv6 security association establishment procedure defined in subclause 5.1 the HA receives from the 3GPP AAA Server a reallocation indication for the UE and the address of a target HA, the HA shall wait for the mobility binding to be established before sending the HA Switch message. The HA shall wait for the Binding Update from the UE and shall reply with a Binding Acknowledgment to the UE. Immediately afterward it shall send a Home Agent Switch message to the UE. The Message Data field in the Mobility Header shall follow the format as per IETF RFC 5142[16] and shall include the target HA address to which the UE is to be reallocated. The HA shall not include the Binding Refresh Advice mobility option in the Mobility options field. The HA shall then send a Binding Acknowledgement to the UE when it receives the de-registration Binding Update from the UE.

Editor’s note: The reallocation indication is in the scope of CT4. An exact reference must be added as soon as CT4 will start the specification phase on this.
CT4 has started the work on TS 29.273 which covers this functionality.

Proposed resolution : Remove the editor’s note including a reference 
3. Proposal

It is proposed to make the following changes to TS 24.303 v0.3.1: 
* * * First Change * * * *

5.1
Dual-Stack Mobile IPv6 initial attach


* * * Next Change * * * *

5.1.2.1.5
Home agent address discovery based on DHCPv6
A UE performing home agent discovery based on DHCPv6 shall support the implementation of stateless DHCPv6 as specified in IETF RFC 3736 [13] and the DHCPv6 options as specified in draft-ietf-mip6-hiopt [12].

In order to discover the address of the home agent the UE shall send an Information-Request message including the Home Network Identifier Option.

If the UE wants to connect to a home agent in VPLMN for default connectivity, the UE shall set the id-type to 0.

If the UE wants to connect to a home agent for a specific target PDN it shall set the id-type to 1. In this case the UE shall then include the identifier of the requested PDN in the Home Network Identifier field. The discovery of a home agent in the HPLMN via DHCPv6 is possible only if the associated extensions of STa and SWa reference points are supported as specified in 3GPP TS 29.273 [20] 
Editor's note: It is FFS how the target PDN is constructed from available information and encoded into the Home Network Identifier field. The APN and well-known strings (e.g. "homeagent") may be used for this purpose.

The home agent information is provided to the UE within a Home Network Information Option as described in draft-ietf-mip6-hiopt [12]. This option shall include either the home agent address or the home agent FQDN. In the latter case the UE shall perform a DNS query with the received home agent FQDN as described in subclause 5.1.2.1.2.


* * * Next Change * * * *

5.1.2.2
Security association establishment and home address assignment
The UE shall support the IKEv2 protocol (see IETF RFC 4306 [14]) for negotiating the IPsec security association to secure DSMIPv6 signalling and shall support EAP over IKEv2 as described in IETF RFC 4306 [14] to perform authentication with an AAA server.

The UE shall support IPsec ESP (see IETF RFC 4303 [11]) in order to provide authentication of Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [4].

The UE shall initiate the security association establishment procedure by sending the IKE_SA_INIT request message defined in IETF RFC 4306 [14] to the home agent. On receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message including the MN-NAI in the IDi payload and the indication of the target PDN the UE wants to connect to in the IDr payload.

Editor's note: It is FFS how the target PDN is encoded. .

EAP-AKA over IKEv2 shall be used to authenticate UE in the IKE_AUTH exchange, while public key signature based authentication with certificates shall be used to authenticate the home agent.

During the IKEv2 exchange, the UE shall request the allocation of an IPv6 home prefix and optionally an IPv4 home address through the Configuration Payload in the IKE_AUTH. Since in EPS a unique IPv6 prefix is assigned to the UE, the UE shall include a MIP6_HOME_PREFIX attribute in the CFG_REQUEST message as described in IETF RFC 5026 [10]. In addition the UE may include the INTERNAL_IP4_ADDRESS and INTERNAL_IP4_NETMASK attributes in the CFG_REQUEST message as permitted by IKEv2 IETF RFC 4306[14] for the purpose of IPv4 home address assignment. The UE shall then auto-configure a home address from the IPv6 prefix received from the home agent and shall run a CREATE_CHILD_SA exchange to create the security association for the new home address. In the CREATE_CHILD_SA exchange the UE shall include the home address and the appropriate selectors in the TSi (Traffic Selector-initiator) payload to negotiate the IPsec security association for protecting the Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [4].

* * * Next Change * * * *

5.1.3.1
Security association establishment and IPv6 home address assignment
The home agent shall support the IKEv2 protocol (see IETF RFC 4306 [14]) for negotiating the IPsec security association to secure DSMIPv6 signalling and shall support EAP over IKEv2 as described in IETF RFC 4306 [14] to perform UE authentication with an AAA server.

The home agent shall support IPsec ESP (see IETF RFC 4303 [11]) in order to provide authentication of Binding Update and Binding Acknowledgement messages as specified in IETF RFC 4877 [4].

The home agent shall complete the IKE_SA_INIT exchange as specified in IETF RFC 4306 [14]. The home agent shall include in the IDr the same value included by the UE in the IDr payload of the request. 

Upon successful authorization and authentication, the home agent shall accept the security association establishment request by sending the IKE_AUTH response message with the CFG_REPLY payload including the IPv6 prefix allocated to the UE in the MIP6_HOME_PREFIX attribute. This prefix information shall include the prefix length as specified in IETF RFC 5026 [10].

* * * Next Change * * * *

5.2.2
UE procedures

Following a change of access, the UE configures an IP address on the target access system. The details of IP address configuration can be access specific. 


If the access network supports IPv6, as soon as the UE has configured an IPv6 address which is different from the previous Care-of Address, it shall send a Binding Update to the HA including the newly configured IPv6 address as the care-of address. The UE shall always include the IPv6 home address in the Binding Update as specified in IETF RFC 3775 [6]. 

Editor's note: It is FFS if the Alternate Care-of Address option can be used in the Binding Update.

If the IPv6 prefix assigned to the UE in the target access network and the DSMIPv6 home network prefix are the same, the UE shall send a Binding Update with the Lifetime field set to 0 in order to remove the binding at the home agent, as specified in IETF RFC 3775 [6]. The UE may preserve the IKEv2 session in order to avoid re-establishing the session when the next handover occurs. If there is not a safe assumption that the UE will remain in the home link (e.g. switching off the non-3GPP radio interface in case of a dual radio terminal), the UE should preserve the IKEv2 session.

If the UE has been assigned also an IPv4 home address and wants to update also the binding for it, it shall include the IPv4 Home Address option including the assigned IPv4 home address. 

If the UE does not have an IPv4 home address but wants to configure one, it shall include the IPv4 Home Address option with the unspecified address. 

If the access network supports only IPv4, as soon as the UE has configured an IPv4 care-of address which is different from the previous Care-of Address, the UE shall send a Binding Update tunnelled in UDP as specified in draft-ietf-mip6-nemo-v4traversal [2]. 
Independent of an IPv6 or IPv4 access network if the UE wants the IKEv2 security association to survive mobility (i.e. a change of CoA) it shall set the Key Management Capability (K) bit in the Binding Update message. 

* * * Next Change * * * *

5.3
Dual-Stack Mobile IPv6 detach


* * * Next Change * * * *

5.4.4 HA procedures

If during the DSMIPv6 security association establishment procedure defined in subclause 5.1 the HA receives from the 3GPP AAA Server a reallocation indication for the UE and the address of a target HA as specified in 3GPP TS 29.273 [20], the HA shall wait for the mobility binding to be established before sending the HA Switch message. The HA shall wait for the Binding Update from the UE and shall reply with a Binding Acknowledgment to the UE. Immediately afterward it shall send a Home Agent Switch message to the UE. The Message Data field in the Mobility Header shall follow the format as per IETF RFC 5142[16] and shall include the target HA address to which the UE is to be reallocated. The HA shall not include the Binding Refresh Advice mobility option in the Mobility options field. The HA shall then send a Binding Acknowledgement to the UE when it receives the de-registration Binding Update from the UE.


