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Introduction
SA3 Vancouver Apr08 added the keys handling when the UE moves to EMM-DEREGISTERED state in Stage 2 TS 33.abc in the case of UE detach in section 7.2.5.1: “If the reason is switch off then all keys and related information shall be removed from the UE and MME.”. This contribution proposes to reflect this requirement in TS 24.301 as for the KSI key deletion on UE initiated detach procedure.

Proposal

We propose CT1 agrees the text proposal to TS 24.301 as appended to this contribution.
Change
5.5.2.2.1
UE initiated detach procedure initiation

The detach procedure is initiated by the UE by sending a DETACH REQUEST message. The Detach type IE included in the message indicates whether detach is due to a "switch off" or not.
If the detach is not due to switch off and the UE is in the state EMM-REGISTERED, timer T3421 shall be started in the UE after the DETACH REQUEST message has been sent. The UE shall then enter the state EMM-DEREGISTERED-INITIATED.

If the UE is to be switched off, the UE shall try for a period of 5 seconds to send the DETACH REQUEST message. During this period, the UE may be switched off as soon as the DETACH REQUEST message has been sent. After transmission of the message, the UE shall delete the KSI, if any.
5.5.2.2.2
UE initiated detach procedure completion

When the DETACH REQUEST message is received by the network, the network shall send a DETACH ACCEPT message to the UE, if the Detach type IE does not indicate "switch off". Otherwise, the procedure is completed when the network receives the DETACH REQUEST message. On reception of a DETACH REQUEST message indicating “switch off”, the MME shall delete the KSI, if any.
The network and the UE shall deactivate the EPS bearer context(s) for this UE locally without peer-to-peer signalling between the UE and the MME.
The UE, when receiving the DETACH ACCEPT message, shall stop timer T3421.

The UE is marked as inactive in the network for EPS services. State EMM-DEREGISTERED is entered in the UE and the network.
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