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4
General

4.1
3GPP WLAN Interworking System

Within this specification, no distinction is made between roaming and non-roaming scenarios. Therefore, within the scope of this specification, the Wa and Wd reference points defined in 3GPP TS 23.234 [2] are considered identical. 

The WLAN-UE is equipped with a Universal Integrated Circuit Card (UICC) in order to access the WLAN interworking service. For emergency cases, and dependent on local regulations, access shall be possible without a UICC card.
The 3GPP AAA server procedures covered in the present document are: 

-
Authentication of the 3GPP subscriber based on the SIM/USIM credentials; and

-
Access authorization of the 3GPP subscriber based on the WLAN access authorization information retrieved from HLR/HSS.

Other functionalities of the 3GPP AAA server are covered in 3GPP TS 29.234 [3].

WLAN technologies other than those compliant with IEEE 802.11 1999 [11], such as HiperLAN or Bluetooth, are not described specifically in this version of the present document. However, they are not excluded.

4.2
WLAN UE Identities

4.2.1
General

WLAN UEs use Network Access Identifier (NAI) as identification towards the 3GPP WLAN AAA server in the EAP Response/Identity message. The NAI is structured according to 3GPP TS 23.003 [1A].

4.2.2
Root NAI

This is the NAI format used by the WLAN UE when it attempts to authenticate directly to HPLMN (see  IETF RFC 4284 [12] and 3GPP TS 23.234 [2]). The Root NAI format is specified in 3GPP TS 23.003 [1A]. The usage of the Root NAI is specified in clause 5.

4.2.3
Decorated NAI

This is the NAI format used by the WLAN UE when it attempts to authenticate to HPLMN via VPLMN (see IETF RFC 4284 [12]). The Decorated NAI format is specified in 3GPP TS 23.003 [1A]. The usage of the Decorated NAI is specified in clause 5.

4.2.4
Alternative NAI

This is the NAI format used by the WLAN UE when it attempts to obtain a list of available PLMNs during a manual selection procedure. The Alternative NAI format is specified in 3GPP TS 23.003 [1A].  The usage of Alternative NAI is specified in clause 5.

4.2.5
Username

The generation of, and the rules for the use of the username part of an NAI in the WLAN UE are defined in clause 6.1. The format of the username part of an NAI is defined in 3GPP TS 23.003 [1A].

4.3
Scanning procedures

4.3.1
IEEE 802.11 WLANs

For IEEE 802.11 [11] WLANs, the WLAN network name is provided in the SSID information element.

The WLAN UE becomes aware of the supported WSIDs of the WLAN by performing scanning procedures as specified in IEEE 802.11-1999 [11].

There are two types of scanning procedures specified in IEEE 802.11-1999 [11]:

i)
Passive scanning.

ii)
Active scanning.

The WLAN UE shall support passive scanning according to IEEE 802.11-1999 [11]. If active scanning is supported then, the WLAN UE should use active scanning according to IEEE 802.11-1999 [11].

In order to assist PLMN selection procedure, the WLAN UE shall create a list of available WSIDs. The list of available WSIDs consists of all WSIDs found in passive scanning and all WSIDs received as a result of active scanning.

4.3.2
Other WLAN technologies

Other WLAN technologies, such as HiperLAN or Bluetooth, are not described in this TS but are not excluded.

4.4
Network discovery

4.4.1
General

The Network discovery procedure shall be executed between the WLAN UE and the local AAA for the purpose of sending to the WLAN UE the Supported PLMNs list for WLAN access for the manual selection procedure. The WLAN UE shall support the Network discovery procedure as specified in IETF RFC 4284 [12]. The WLAN UE shall send the alternative NAI to the local AAA to trigger the network discovery procedure.
If the I-WLAN is unable to route the WLAN UE's EAP authentication signalling to the 3GPP AAA server based on the NAI sent in the initial EAP-Response/Identity message and if the local AAA supports Identity selection hints for EAP procedure as described in IETF RFC 4284 [12], then the I-WLAN sends a subsequent EAP-Request/Identity message to the WLAN UE including the Supported PLMNs list for WLAN access. For PLMNs that support emergency optimizations, this is indicated via the inclusion of the emergency specific service realm as defined in 3GPP TS 23.003 [1A].
If the I-WLAN is unable to route the WLAN UE's EAP authentication signalling to the 3GPP AAA server based on the NAI sent in the initial EAP-Response/Identity message and if the local AAA does not support Identity selection hints for EAP procedure as described in IETF RFC 4284 [12], then the I-WLAN sends an EAP-Failure message to the WLAN UE.

4.4.2
WLAN UE procedures 

Upon reception of an EAP-Request/Identity message including the Supported PLMNs list for WLAN access the WLAN UE shall:
-
Perform PLMN selection according to clause 5.2.

-
Use the Decorated NAI as specified in clause 4.2 and using the PLMN ID of the Selected PLMN.
-
Attempt to authenticate as specified in clause 6.1.1 and using the NAI determined in the prior step.

-
Include emergency specific service realm as defined in 3GPP TS 23.003 [1A].
If the Selected PLMN is the HPLMN, then decoration shall not be performed as HPLMN ID is already contained in the Root NAI. As an implementation option, the WLAN UE may store the Supported PLMNs list for WLAN access.

5
Network Selection

5.1
General

In 3GPP WLAN interworking Network selection consists of two procedures: the WLAN UE I-WLAN selection procedure, and  the WLAN UE PLMN selection procedure. These procedures are applicable to initial network selection at WLAN UE switch on and following recovery from lack of WLAN radio coverage. In order to ensure that the result of Network selection is the association with an I-WLAN that has direct connection to HPLMN, both procedures are linked to each other as specified in this clause.

Two 3GPP WLAN interworking network selection modes are defined, automatic and manual. The support of additional network selection modes is implementation dependent.

For manual network selection procedures defined in clause 5.2.3 the WLAN UE produces a list of available PLMNs. This is done by associating and performing EAP based network discovery with the available WLANs using the Alternative NAI until every available WLAN has been associated with and EAP network discovery has been performed.

For automatic selection procedures defined in clause 5.2.4. At switch on, or following recovery from lack of coverage, the WLAN UE selects the I-WLAN last registered PLMN or HPLMN if available. 

 As an alternative option to this, if the WLAN UE is in automatic network selection mode and it finds a WSID known to support connectivity to the HPLMN, the WLAN UE selects the HPLMN and does not return to the I-WLAN last registered PLMN. The operator controls by the "HPLMN Priority File" data file in the USIM whether an WLAN UE that supports this option performs this alternative behaviour. If the HPLMN cannot be found, the WLAN UE returns to the I-WLAN last registered PLMN if available.
If there is no I-WLAN last registered PLMN, or if selection is not possible due to the PLMN being unavailable or selection failure, the WLAN UE shall use a WSID that has a direct connection to HPLMN. This is done by associating and performing EAP based network discovery with the Available WSIDs until a WSID that has a direct connection to the HPLMN has been found. If a WSID that has direct connection to HPLMN is not found, then the WLAN UE attempts to select a WSID that has connection to one of the PLMNs in the Preferred PLMNs lists. The order that the WLAN UE follows for association with the Available WSIDs is determined by the "User Controlled WLAN Specific Identifier list" and "Operator Controlled WLAN Specific Identifier list", if available.

Network selection procedure is completely independent of the result of the PLMN selection under other radio access technologies that are specified in 3GPP TS 23.122 [1]. The signal quality shall not be used as a parameter for network selection.

5.2
PLMN selection

5.2.1
WLAN UE I-WLAN Selection procedure

The WLAN UE shall use scanning procedures as specified in subclause 4.3 in order to find the available WSIDs.

The WLAN UE shall sequentially perform association with each access point for the purpose of discovering the supported PLMNs, using the list of available WSIDs in the following order:

a)
If the "User Controlled WLAN Specific Identifier list" data file is available in the USIM, each WSID in the "User Controlled WLAN Specific Identifier list" data file in the USIM (in priority order).
b)
If the "Operator Controlled WLAN Specific Identifier list" data file is available in the USIM, each WSID in the "Operator Controlled WLAN Specific Identifier list" data file in the USIM (in priority order).

NOTE:
Requirements for the presence of the "User Controlled WLAN Specific Identifier list" data file and the "Operator Controlled WLAN Specific Identifier list" data file are defined in 3GPP TS 31.102 [13].

c)
If neither "User Controlled WLAN Specific Identifier list" nor "Operator Controlled WLAN Specific Identifier list" data file is available in the USIM and the ME supports at least one of the optional "User Controlled WLAN Specific Identifier list" or "Operator Controlled WLAN Specific Identifier list" lists  in the ME memory:
i)
each WSID in the "User Controlled WLAN Specific Identifier list" data file in the ME (in priority order);

ii)
each WSID in the "Operator Controlled WLAN Specific Identifier list" data file in the ME (in priority order).

d)
Other WSIDs supporting 3GPP-WLAN interworking in implementation specific order.

In the case of Automatic PLMN selection the WLAN UE shall stop performing association with other WLANs once a direct connection to the HPLMN has been found.
If no association with any I-WLAN is found, the WLAN UE behaviour is implementation dependent.

The PLMN identities thus found are used in the PLMN selection procedure.

5.2.2
Void

5.2.3
Manual PLMN Selection Mode Procedure

In case of manual network selection mode, the WLAN UE shall request for a list of supported PLMNs by issuing an EAP-Response/Identity message to the WLAN including as identity the Alternative NAI. See subclause 4.2.5.

The WLAN UE shall indicate to the user the PLMNs which are available. If more than one I-WLAN is capable of being used to establish a direct connection with a PLMN the WLAN UE should indicate each of the candidate I-WLANs along with the PLMN to the user. If displayed, PLMNs from the Supported PLMNs list shall be presented in the following order:

a)
HPLMN.

b)
If the "User Controlled PLMN Selector for I-WLAN access" data file is available, PLMNs in the "User Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order).

c)
If the "Operator Controlled PLMN Selector for I-WLAN access" data file is available, PLMNs in the "Operator Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order).

d)
If neither "User Controlled PLMN Selector for I-WLAN access" nor "Operator Controlled PLMN Selector for WLAN access" data file is available in the USIM or in case when SIM is inserted:

i)
each PLMN in the "User Controlled PLMN Selector with Access Technology" data file, if available in the USIM/SIM (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector with Access Technology " data file, if available in the USIM/SIM (in priority order).

e)
If none of the PLMN selector lists in steps b, c and d is available and the ME supports at least one of the optional "User Controlled PLMN Selector for I-WLAN access" and "Operator Controlled PLMN Selector for I-WLAN access" lists in the ME:

i)
each PLMN in the "User Controlled PLMN Selector for I-WLAN access " data file in the ME (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector for I-WLAN access " data file in the ME (in priority order).

f)
Any other PLMN in random order.

If a PLMN was selected before the procedure and if the user does not select a PLMN, the selected PLMN shall be the one that was selected before the PLMN selection procedure started.

If successful authentication is achieved, the WLAN UE shall indicate the Selected PLMN. If the "I-WLAN last Registered PLMN" data file is available in the USIM (see 3GPP TS 31.102) the WLAN UE shall store the Selected PLMN on the USIM else the the Selected PLMN shall be stored on the ME.
If no PLMN is found, the WLAN UE behaviour is implementation dependent.

5.2.4
Automatic PLMN Selection Mode Procedure

In case of automatic selection the WLAN UE shall select and attempt to authenticate with an available and allowable PLMN, in the following precedence.

a)
If "HPLMN Priority File" is data file available in the USIM and is set then
i)
HPLMN
ii)
if the "I-WLAN last Registered PLMN" data file is available in the USIM, the PLMN in the "I-WLAN last Registered PLMN" in the USIM. 

else if  the "I-WLAN last Registered PLMN" data file is not available in the USIM and the ME supports the "I-WLAN last Registered PLMN" in the ME, the PLMN in the "I-WLAN last Registered PLMN" in the ME.
b)
If "HPLMN Priority File" data file is available in the USIM  and is not set or is not present on the USIM
i)
if the "I-WLAN last Registered PLMN" data file is available in the USIM,  the PLMN in the "I-WLAN last Registered PLMN" in the USIM.

else if  the "I-WLAN last Registered PLMN" data file is not available in the USIM and the ME supports the "I-WLAN last Registered PLMN" in the ME, the PLMN in the "I-WLAN last Registered PLMN" in the ME.
ii)
HPLMN

c)
If the "User Controlled PLMN Selector for I-WLAN access" data file is available in the USIM, each PLMN in the "User Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order).

d)
If the "Operator Controlled PLMN Selector for I-WLAN access" data file is available in the USIM, each PLMN in the "Operator Controlled PLMN Selector for I-WLAN access" data file in the USIM (in priority order).

NOTE:
Requirements for the presence of the "User Controlled PLMN Selector for I-WLAN access" data file and the "Operator Controlled PLMN Selector for I-WLAN access" data file are defined in 3GPP TS 31.102 [13].

e)
If neither "User Controlled PLMN Selector for I-WLAN access" nor "Operator Controlled PLMN Selector for I‑WLAN access" data file is available in the USIM or in case when SIM is inserted:

i)
each PLMN in the "User Controlled PLMN Selector with Access Technology" data file, if available in the USIM/SIM (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector with Access Technology" data file, if available in the USIM/SIM (in priority order).

f)
If none of the PLMN selector lists in steps b, c and d is available and the ME supports at least one of the optional "User Controlled PLMN Selector for I-WLAN access" or "Operator Controlled PLMN Selector for I-WLAN access" lists in the ME:

i)
each PLMN in the "User Controlled PLMN Selector for I-WLAN access" data file in the ME (in priority order);

ii)
each PLMN in the "Operator Controlled PLMN Selector for I-WLAN access" data file in the ME (in priority order).

h)
Any other PLMN randomly.

If successful authentication is achieved, the WLAN UE shall indicate to the user the Selected PLMN. If the "I-WLAN last Registered PLMN" data file is available in the USIM (see 3GPP TS 31.102) the WLAN UE shall store the Selected PLMN on the USIM else the the Selected PLMN shall be stored on the ME.
If no PLMN is selected, the WLAN UE behaviour is implementation dependent.

If the WLAN UE loses coverage with the associated AP, a new I-WLAN is discovered automatically using the I-WLAN association procedure in clause 5.2.1.

7
Parameters coding

7.1
General

This clause specifies the parameters used for WLAN interworking. By default, unless otherwise specified for a particular procedure, the WLAN UE shall use the parameters described below as follows: if the parameter is available in the USIM, then the WLAN UE shall use it. If the parameter is not available in the USIM and it is present in the ME, then the WLAN UE shall use the parameter stored in ME.

7.2
Pseudonym

The format of the pseudonym is specified in 3GPP TS 33.234 [5]. The "deleted" value to indicate no valid psedonym exists in the USIM/ME is specified in 3GPP TS 23.003 [1A].

7.3
Void

7.4
User Controlled PLMN Selector for WLAN access

The "User Controlled PLMN Selector for WLAN access" file contains a list of PLMN codes preferred by the user. It shall be possible to store at least ten entries on the list. The contents of this file are specified in 3GPP TS 31.102 [13].

7.5
Operator Controlled PLMN Selector for WLAN access

The "Operator Controlled PLMN Selector for WLAN access" file contains a list of PLMN codes preferred by the operator. It shall be possible to store at least ten entries on the list. The contents of this file are specified in 3GPP TS 31.102 [13].

7.6
User Controlled WLAN Specific Identifier list

The  "User Controlled WLAN Specific Identifier list" file contains a list of WSIDs related to I-WLAN preferred by the user. It shall be possible to store at least ten entries on the list. The contents of this file are specified in 3GPP TS 31.102 [13].

7.6a
Operator Controlled WLAN Specific Identifier list

The "Operator Controlled WLAN Specific Identifier list" file contains a list of WSIDs related to I-WLAN preferred by the operator. It shall be possible to store at least ten entries on the list. The contents of this file are specified in 3GPP TS 31.102 [13].
7.7
Supported PLMNs list for WLAN access

The "Supported PLMNs list for WLAN access" file contains a list of PLMN codes of roaming partners (i.e. to which the WLAN operator has a direct roaming relationship). This list is per WSID and the WLAN UE shall store it for further use. The list shall be deleted at WLAN UE switch off. The WLAN UE shall structure this list as per the "realm-list" specified in IETF RFC 4284 [12] and each "realm" in the "realm-list" shall be of the form of a home network domain name as defined in sub‑clause 14.2 of 3GPP TS 23.003 [1A].

7.8
Re-authentication identity

The format of the re-authentication identity is specified in 3GPP TS 33.234 [5]. The "deleted" value to indicate no valid re-authentication identity exists in the USIM/ME is specified in 3GPP TS 23.003 [1A].
7.x
I-WLAN last Registered PLMN
The "I-WLAN last Registered PLMN" file contains the PLMN that was last successfully registered on via I-WLAN.
7.9 7.y
HPLMN Priority File
The "HPLMN Priority File" identifies, if supported by the UE, that the HPLMN should be chosen, if available, when "I-WLAN last Registered PLMN" file is available in either the USIM or ME.



�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.   Use the format of document number specified by the � HYPERLINK "http://www.3gpp.org/About/WP.htm" ��3GPP Working Procedures�.


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least four digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR was written and (normally) to which it will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line, but if this is not possible, do not enter hard new-line characters.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


One or more organizations (3GPP Individual Members) which drafted the CR and are presenting it to the Working Group.


For CRs agreed at Working Group level, the identity of the WG.  Use the format "xn" where �	x = "C" for TSG CT, "R" for TSG RAN, "S" for TSG SA, "G" for TSG GERAN; �PAGE \# "'Page: '#'�'"  ���	n = digit identifying the Working Group; for CRs drafted during the TSG meeting itself, use "P". �Examples: "C4", "R5", "G3new", "SP".


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, A, B & C CRs for Release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See �� HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm" ��http://www.3gpp.org/ftp/Specs/html-info/WI-List.htm� .


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2006.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed. For more detailed help on interpreting these categories, see Technical Report �HYPERLINK "http://www.3gpp.org/ftp/Specs/html-info/21900.htm"��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR were to be rejected. It is mandatory to complete this section only if the CR is of category "F" (i.e. correction), though it may well be useful for other categories.


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.   Be as specific as possible (ie list each subclause, not just the umbrella clause).


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





3GPP


