
3GPP TSG CT WG1 Meeting #53
C1-081800
Cape Town, South Africa, 5th – 9th May 2008

Source:
Nokia Siemens Networks, Nokia
Title:
Pseudo-CR on “Identies in TS 24.302”
Spec:
3GPP TS 24.302v0.3.0
Agenda item:
9.2.3
Document for:
Decision
1. Introduction
Clause 4.4 in TS 24.302 could benefit from more detailing and substructuring, which is proposed in this contribution.
2. Reason for Change
For TS 24.302 on “Access to the EPC via non-3GPP access networks” it sems appropriate to define clearly the meaning and usage of all identities involved directly in the signaling over the interfaces under consideration. This is aligned also with TS 24.303 and TS 24.304.
In addition to the UE identity also APN, FQDN for ePDG selection needs to be handled. However, the ultimate format definitions are contained in TS 23.003, and need not be duplicated here.

Due to the newly inserted text on identification of PDN connections it was felt appropriate to include corresponding clarification in clauses on tunnel modification.

3. Proposal

It is proposed to agree the following changes to 3GPP TS 24.302.
* * * First Change * * * *

4.4
Identities

Editor's note:
This subclause is to detail the identities, based on TS 23.003 [2], needed by the UE to get services from and support of the EPC.

4.4.1
UE Identities
The user identification shall be either the root NAI, or the decorated NAI as defined in 3GPP TS 23.003 [2], when the UE accesses the EPC via non-3GPP access networks, and gets authentication, authorization and accounting services from the EPC. 

User identification in non-3GPP accesses may require additional identities that are out of the scope of 3GPP.

4.4.2
Identification of IP Services/PDN connections
For access to EPC the Access Point Name (APN) is used for identifying IP services/PDN connections. The detailed definition of APN as used for access to EPC is specified in TS 23.003 [2]. APN is used in the IKEv2 signaling during tunnel establishment and tunnel modification.
In case of multiple PDN connections these are multiplexed over one IPsec tunnel. A binding between the PDN connection and the SPI used within IPSec ESP headers shall be done.
4.4.3
FQDN for ePDG Selection
A Fully Qualified Domain Name (FQDN) is constructed by UE and used as input to the DNS mechanism for ePDG selection.

The detailed format of this FQDN is specified in TS 23.003 [2]. 
* * * Second Change * * * *

7.2.3
Tunnel modification

7.2.3.1
Tunnel modification due to UE mobility

This procedure is used if MOBIKE as defined in IETF RFC 4555 [21] is supported by the UE.

When there is a change of local IP address for the UE, the UE shall update the IKE security association with the new address, and shall update the IPsec security association associated with this IKE security association with the new address. The UE shall then send an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification to the ePDG.

If, further to this update, the UE receives an INFORMATIONAL request with a COOKIE2 notification present, the UE shall copy the notification to the COOKIE2 notification of an INFORMATIONAL response and send it to the ePDG.
7.2.3.1
Tunnel modification due to Multiple PDN Connectivity

The UE may initiate the connection to an additional PDN by issuing via IKEv2 signalling a request for child SA. The UE generates an SPI, which identifies this connection from UE to ePDG for uplink traffic. The UE receives from ePDG an SPI, which identifies this connection from UE to ePDG for downlink traffic. The UE stores both SPIs and their association with the APN used for this PDN connection.  
The UE may remove an additional PDN connection by tearing down corresponding child SAs via IKEv2 signaling and removing the stored associations between SPIs and APN for this PDN connection.
* * * Third Change * * * *

7.4.2
Tunnel modification

7.4.2.1
Tunnel modification due to UE mobility

When receiving an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification, the ePDG shall check the validity of the IP address and update the IP address in the IKE security association with the values from the IP header. The ePDG shall reply with an INFORMATIONAL response.

The ePDG may initiate a return routability check for the new address provided by the UE, by including a COOKIE2 notification in an INFORMATIONAL request and send it to the UE. When the ePDG receives the INFORMATIONAL response from the UE, it shall check that the COOKIE2 notification payload is the same as the one it sent to the UE. If it is different, the ePDG shall close the IKE security association by sending an INFORMATIONAL request message including a "DELETE" payload.

If no return routability check is initiated by the ePDG, or if a return routability check is initiated and is successfully completed, the ePDG shall update the IPsec security associations associated with the IKE security association with the new address.

7.4.2.2
Tunnel modification due to Multiple PDN Connectivity

If the request for creation of a child SA via IKEv2 signaling is received by the ePDG, it shall store the SPI, signaled by the UE with the SA payload (for uplink traffic), and associate it with the received APN. The ePDG shall generate a SPI (for downlink traffic) and send a response for child SA creation. The ePDG stores the generated SPIs and associates them with the APN.
If the ePDG receives the request for teardown of a child SA from UE, it shall remove the stored associations between SPIs and APN.
