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1. Introduction
The DSMIPv6 TS has a number of FFS regarding the use of the Alternate Care-of Address option in the Binding Update.

This CR updates the TS based on RFC3775 and draft-arkko-mext-rfc3775-altcoa-check-01, “Verifying Correctness of Alternate Care-of Address Option”

2. Reason for Change
The TS has a couple of FFS regarding the Alternate Care-of Address Option

· In Section 5.1.2.4 the FFS is ..”the Alternate Care-of Address option can be used by the UE to indicate a care-of address different from the source address of the IPv6 packet” 

· In section  5.2.2 the FFS is  ..”  if the Alternate Care-of Address option can be used in the Binding Update.”

Alternate Care-of Address option [RFC3775] is used to carry the current care-of address inside a Mobility Header message.  This is used in addition to the source address in the packet in order to ensure that the care-of address is protected by  IPsec ESP, the security mechanism that protects Mobility Header messages.
Unfortunately  RFC3775 did not require verification that the source address and care-of address are the same.

IETF draft-arkko-mext-rfc3775-altcoa-check-01, “Verifying Correctness of Alternate Care-of Address Option” adds that requirement. 
The rationale for this is to ensure that a mobile node does not spoof its care-of address and cause a flooding attack to a victim residing in the given care-of address.
3. Conclusions

Explicitly state that 
· Alternate Care-of Address Option  as well as the source IP of the IPv6 packet is used to carry the care-of address.
· HA should verify the correctness of the alternate care-of address option as per the IETF draft-arkko-mext-rfc3775-altcoa-check-01
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.303 v0.3.1 (2008-04).
* * * First Change * * * *
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* * * Next Change * * * *

5.1.2.4
Initial binding registration and IPv4 home address assignment

After establishing the security association and obtaining the IPv6 home address and optionally the IPv4 home address, the UE shall send a Binding Update message as specified in IETF RFC 3775 [6] and draft-ietf-mip6-nemo-v4traversal [2] in order to register its home address and care-of address at the HA.

If there is IPv6 connectivity in the foreign network, the UE shall send the Binding Update message to the IPv6 address of the home agent. In this Binding Update message the H (home registration) and A (acknowledge) bits shall be set.
The Alternate Care-of Address option may be used by the UE to carry the Care-of Address inside a Mobility Header which is protected by ESP. If this option is present, the address included in this option is the same address present in the source address of the IPv6 packet.

If there is only IPv4 connectivity in the foreign network, the UE shall send the Binding Update as follows (see draft-ietf-mip6-nemo-v4traversal [2]):

-
The IPv6 packet, with the IPv6 home address as the Source Address field of the IPv6 header, shall be encapsulated in UDP.

-
The UE shall include the IPv4 care-of address as the Source Address field of the IPv4 header and the home agent IPv4 address as the Destination Address field of the IPv4 header.

-
The UE shall include the IPv4 Care-of Address option containing the IPv4 care-of address.

-
The UE shall set the H (home registration) and A (acknowledge) bits.

-
If the UE has an IPv4 home address, the UE shall include an IPv4 Home Address option with this IPv4 home address, and if the UE requests an IPv4 home address, the UE shall include an IPv4 Home Address option with the unspecified address in the Binding Update message, as defined in draft-ietf-mip6-nemo-v4traversal [2].

When the UE receives the Binding Acknowledgement from the HA, it shall validate it based on the rules described in IETF RFC 3775 [2] and draft-ietf-mip6-nemo-v4traversal [2]. If the Binding Acknowledgement contains a successful status code, the UE shall create an entry for the registered home address in its Binding Update List and may start sending packets containing its IPv6 home address: the formats of the data packets depend on the connectivity type available in the access network and are specified in IETF RFC 3775 [6] and draft-ietf-mip6-nemo-v4traversal [2].

If the Binding Acknowledgment contains an IPv4 Address Acknowledgement option indicating success, the UE shall create two entries in its Binding Update List, one for the IPv6 home address and another for the IPv4 home address. The UE may then send data traffic either with the IPv6 home address or with the IPv4 home address. The details of the data packets formats based on the connectivity type available in the access network are specified in IETF RFC 3775 [6] and draft-ietf-mip6-nemo-v4traversal [2]. If the Binding Acknowledgement contains the NAT Detection option, the UE shall tunnel data packets in UDP and IPv4 as described in draft-ietf-mip6-nemo-v4traversal [2].

* * * Next Change * * * *

5.1.3.2
Initial binding registration and IPv4 home address assignment

When the HA receives a Binding Update message from the UE, it shall validate it as described in IETF RFC 3775 [6]. If the Alternate Care-of Address option is present, the HA shall perform the check specified in draft-arkko-mext-rfc3775-altcoa-check [x1]. If the HA accepts the Binding Update message, it shall create a new entry in its Binding Cache for UE, marking it as a home registration. The lifetime of this Binding Cache entry is set based on operator's policies. The HA shall not perform a Duplicate Address Detection on the IPv6 home address of the UE because of the uniqueness of the IPv6 prefix assigned by the HA to the UE. Then the HA shall send a Binding Acknowledgement as specified in IETF RFC 3775 [6].

If the Binding Update contains an IPv4 Home Address option with the unspecified IPv4 address, the HA shall assign an IPv4 home address to the UE, including an IPv4 Address Acknowledgement option in the Binding Acknowledgement message, as specified in draft-ietf-mip6-nemo-v4traversal [2]. 

If in the received Binding Update the IPv4 care-of address in the IPv4 Care-of Address option is not the same as the IPv4 address in the Source Address in the outer IPv4 header then a NAT was in the path. This information shall be included in the Binding Acknowledgement within a NAT Detection option with the F bit set.

The HA shall send the Binding Acknowledgement message over UDP over IPv4, if the Binding Update message is received over UDP over IPv4.

When the Binding Cache entry is created for the UE, the HA shall tunnel all packets destined to the IPv6 home address and all packets destined to the IPv4 home address (if present) to the UE's care-of address. The tunnelling method depends on the type of care-of address and is specified in draft-ietf-mip6-nemo-v4traversal [2] and IETF RFC 3775 [6].

* * * Next Change * * * *

5.2.2
UE procedures

Following a change of access, the UE configures a new IP address on the target access system. The details of IP address configuration can be access specific. 

Editor's note: It is FFS how the UE detects a movement. It is FFS how the IP address can be configured while in the source access system (i.e. optimized handover).

If the access network supports IPv6, as soon as the UE has configured a new IPv6 address, it shall send a Binding Update to the HA including the newly configured IPv6 address as the care-of address in the Source IP address of the packet and optionally in the Alternate Care-of Address Option [6]. The UE shall always include the IPv6 home address in the Binding Update as specified in IETF RFC 3775 [6]. 


If the IPv6 prefix assigned to the UE in the target access network and the DSMIPv6 home network prefix are the same, the UE shall send a Binding Update with the Lifetime field set to 0 in order to remove the binding at the home agent, as specified in IETF RFC 3775 [6]. The UE may preserve the IKEv2 session in order to avoid re-establishing the session when the next handover occurs. If there is not a safe assumption that the UE will remain in the home link (e.g. switching off the non-3GPP radio interface in case of a dual radio terminal), the UE should preserve the IKEv2 session.

If the UE has been assigned also an IPv4 home address and wants to update also the binding for it, it shall include the IPv4 Home Address option including the assigned IPv4 home address. 

If the UE does not have an IPv4 home address but wants to configure one, it shall include the IPv4 Home Address option with the unspecified address. 

If the access network supports only IPv4, as soon as the UE has configured a new IPv4 care-of address, the UE shall send a Binding Update tunnelled in UDP as specified in draft-ietf-mip6-nemo-v4traversal [2]. 
Independent of an IPv6 or IPv4 access network if the UE wants the IKEv2 security association to survive mobility (i.e. a change of CoA) it shall set the Key Management Capability (K) bit in the Binding Update message. 
* * * Next Change * * * *

5.2.3
HA procedures

When the HA receives a Binding Update from the UE, the HA shall validate it as described in IETF RFC 3775 [6]. If the validation is successful, it shall update the Binding Cache entry related to the home address included in the Binding Update.

If the Binding Update is an IPv6 packet, if the Alternate Care-of Address is present,  the HA shall verify  the correctness of Alternate Care-of Address Option as specified in draft-arrkko-mext-rfc3775-altcoa-check [x1]. If the option is valid, the HAshall update the Binding Cache entry with the care-of address is in the Source Address of the IPv6 header. 

If the Binding Update outer header is an IPv4 header, the HA shall update the Binding Cache entry with the care-of address in the IPv4 Care-of Address option. 

If in the received Binding Acknowledgment the IPv4 care-of address in the IPv4 Care-of Address option is not the same as the IPv4 address in the Source Address in the outer IPv4 header then a NAT was in the path. This information shall be included in the Binding Acknowledgement within a NAT Detection option with the F bit set.

The HA shall send the Binding Acknowledgement message over UDP over IPv4, if the Binding Update message is received over UDP over IPv4.

If the Binding Update contains an IPv4 Home Address option with an IPv4 home address previously assigned, the HA shall update also the Binding Cache entry related to the IPv4 home address to the UE. In any case, the Binding Acknowledge shall always contain the IPv6 home address of the UE in the routing header.

If the Binding Update contains an IPv4 Home Address option with the unspecified IPv4 address, the HA shall assign an IPv4 home address to the UE, including an IPv4 Address Acknowledgement option in the Binding Acknowledgement message. In any case, the Binding Acknowledge shall always contain the IPv6 home address of the UE in the routing header.

If the Key Management Mobility Capability (K) bit is set in the Binding Update and the home agent supports the feature, the home agent updates its IKEv2 security associations to include the UE’s care-of address as the peer address and the Binding Acknowledgement is returned with the K bit set.
If the Lifetime field in the Binding Update is set to 0, the HA shall process the message based on IETF RFC 3775 [6], removing the associated Binding Cache entry and sending the Binding Acknowledge message with the Status field set to 0 (Binding Update accepted).

* * * End Change * * * *

