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1. Introduction
NAS messages are required to be integrity protected and encrypted based on a security association between the UE and the network.  The security association is established by the security mode procedures.
2. Reason for Change
NAS messages are required to be integrity protected.  So far, the message authentication code information element has been left as FFS.  This psuedo-CR proposes the message authentication code information element(s).
3GPP SA3 has developed TS 33.401 to specify the establishment of authentication and security mode procedures.  The following paragraph is taken from 33.401 v1.0.0.

“NAS integrity shall be activated with the help of the NAS SMC procedure immediately after authentication. NAS integrity stays activated until the NAS security context is deleted. The NAS security context may only be deleted if UE is in EMM-DEREGISTERED. While the NAS security context exists, all NAS messages shall be integrity protected. In particular the NAS service request shall always be integrity protected and the NAS attach request message shall be integrity protected if the UE security context is not deleted while UE is in EMM-DEREGISTERED. The length of the NAS integrity tag is 32 bit. The full NAS integrity tag shall be appended to all integrity protected messages except for the NAS service request. Only the 16 least significant bits of the 32 bit NAS integrity tag shall be appended to the NAS service request message.
3. Conclusions

This psuedo-CR proposes a 16 bit message authentication code information element and a 32 bit message authentication code as for the purpose described in 33.401.
4. Proposal

It is proposed to accept the following changes to 3GPP TS 24.301 v0.2.0.
Note: One message from clause 8 is included in the changed marked text below.  The same reference to “9.5.2.y Message authentication code-32” should be made to each of the protected EMM and ESM messages given in the following list of 24.301 tables.
· Table 8.2.2.1: ATTACH COMPLETE message content
· Table 8.2.3.1: ATTACH REJECT message content 
· Table 8.2.4.1: ATTACH REQUEST message content
· 8.2.6.1: AUTHENTICATION REJECT message content
· Table 8.2.7.1: AUTHENTICATION REQUEST message content
· Table 8.2.9.1.1: DETACH ACCEPT message content
· Table 8.2.9.2.1: DETACH ACCEPT message content
· Table 8.2.10.1.1: DETACH REQUEST message content
· Table 8.2.10.2.1: DETACH REQUEST message content
· Table 8.2.11.1: EMM INFORMATION message content
· Table 8.2.12.1: EMM STATUS message content
· Table 8.2.13.1: GUTI REALLOCATION COMMAND message content
· Table 8.2.14.1: GUTI REALLOCATION COMPLETE message content
· Table 8.2.15.1: IDENTITY REQUEST message content
· Table 8.2.16.1: IDENTITY RESPONSE message content
· Table 8.2.17.1: SECURITY MODE COMMAND message content
· Table 8.2.18.1: SECURITY MODE COMPLETE message content
· Table 8.2.20.1: TRACKING AREA UPDATE ACCEPT message content
· Table 8.2.21.1: TRACKING AREA UPDATE COMPLETE message content
· Table 8.2.22.1: TRACKING AREA UPDATE REJECT message content
· Table 8.2.23.1: TRACKING AREA UPDATE REQUEST message content
· Table 8.3.1.1: ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message content
· Table 8.3.2.1: ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT message content
· Table 8.3.3.1: ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message content
· Table 8.3.4.1: ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message content
· Table 8.3.5.1: ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT message content
· Table 8.3.6.1: ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message content
· Table 8.3.7.1: BEARER RESOURCE ALLOCATION REJECT message content
· Table 8.3.8.1: BEARER RESOURCE ALLOCATION REQUEST message content
· Table 8.3.9.1: BEARER RESOURCE RELEASE REJECT message content
· Table 8.3.10.1: BEARER RESOURCE RELEASE REQUEST message content
· Table 8.3.11.1: DEACTIVATE EPS BEARER CONTEXT ACCEPT message content
· Table 8.3.12.1: DEACTIVATE EPS BEARER CONTEXT REQUEST message content
· Table 8.3.13.1: ESM STATUS message content
· Table 8.3.14.1: MODIFY EPS BEARER CONTEXT ACCEPT message content
· Table 8.3.15.1: MODIFY EPS BEARER CONTEXT REJECT message content
· Table 8.3.16.1: MODIFY EPS BEARER CONTEXT REQUEST message content
· Table 8.3.17.1: PDN CONNECTIVITY REJECT message content
· Table 8.3.18.1: PDN CONNECTIVITY REQUEST message content
· Table 8.3.19.1: PDN DISCONNECT REJECT message content
· Table 8.3.20.1: PDN DISCONNECT REQUEST message content
* * * First Change * * * *

9.5.2.x Message authentication code-16 

The message authentication code-16 information element is used by the UE and network to verify the integrity of the received service request NAS message. The message authentication code-16 information element is used to carry computed message authentication code data in a service request message (9.4.x) from the UE to the network. The integrity code is computed using the established security association between the UE and network (3GPP TS 33.401 [11]). 

 The Message authentication code-16 is a type 4 information element of length 3 octets.

The Message authentication code-16 information element is coded as shown in figure 9.5.2.x.1.
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	Message authentication code-16 IEI
	octet 1

	mac-16
	octet 2

	mac-16
	octet 3


Figure 9.5.2.x.1: Message authentication code-16
Table 9.5.3.x.2: Message authentication code-16
	mac-16 (octet 2 and 3) 
These 2 bytes contain the message authentication code computed over NAS message in which this information element appears. The message authentication code is computed as specified in 3GPP TS 33.401[11].



9.5.2.y Message authentication code-32
The message authentication code-32 information element is used to carry a computed message authentication code data in NAS messages between the UE and the network. The integrity code is computed using the established security association between the UE and network (3GPP TS 33.401[11]). 

 The Message authentication code-32 is a type 4 information element of length 5 bytes.

The Message authentication code-32 information element is coded as shown in figure 9.5.2.x.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	
	Message authentication code-32 IEI
	octet 1

	mac-32
	octet 2

	mac-32
	octet 3

	mac-32
	octet 4

	mac-32
	octet 5


Figure 9.5.2.x.2: Message authentication code-32
Table 9.5.3.x.2: Message authentication code-32
	mac-32 (octet 2 to 5) 
These 4 bytes contain the message authentication code computed over the NAS message in which this information element appears. The message authentication code is computed as specified in 3GPP TS 33.401[11].



* * * Next Change * * * *

Table 8.2.1.1: ATTACH ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

9.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

9.3
	M
	V
	1/2

	
	Attach accept message identity
	Message type

9.4
	M
	V
	1

	
	Periodic TA update timer
	FFS
	M
	V
	FFS

	
	TAI list
	FFS
	M
	LV
	FFS

	
	
	
	
	
	

	
	
	
	
	
	

	
	Message authentication code
	Message Authentication code-32 9.5.2.y
	M
	V
	5

	
	NAS message sequence number for downlink
	FFS
	M
	FFS
	FFS

	FFS
	GUTI
	FFS
	O
	FFS
	FFS

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	FFS
	ESM Message
	ESM Message
	FFS
	FFS
	FFS


* * * End Change * * * *

