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1. Introduction

The general stage-2 paradigm for optimized handover between HRPD and LTE is well understood. However, what has not received much attention is a detailed analysis of what stage-3 work is required to fully realize optimized handover. This paper attempts to provide such an analysis focusing on work that affects the EMM processing on the MME and the UE. For call flows, please refer to TS 23.402.

Note: For details being discussed in 3GPP2, please refer to 3GPP2 X.P0057, currently a work in progress. This document can be found at ftp://ftp.3gpp2.org/TSGX/Projects/X.P0057%20E-UTRAN-HRPD%20Interworking%20-%20Core%20Network%20Aspects/X.P0057-0%20v1.0/ . 

1.1.
S1-AP Support of E-UTRAN to cdma2000 HRPD Optimized Handover
In order to support optimized handover from E-UTRAN to cdma2000 HRPD access, the S1-AP (refer to 3GPP TS 36.413) provides a mechanism for HRPD signalling to be sent between the eNodeB to the MME. Along with this signalling, the eNodeB also sends additional parameters to enable the MME to determine the target HRPD RNC address.

1.2.
S101 Support of Optimized Handover between E-UTRAN and HRPD

In addition to changes to S1-AP, the S101 interface is also introduced (refer to TS 23.402). The S101 interface provides a connectionless transport for signalling between the UE and the HRPD RNC, and also for handover signalling between the HRPD RNC and the MME.

At this time, CT4 is currently working on the definition of the S101 protocol, so precise message names and encoding are not available. However, for the purposes of discussion, the following functions as described in TS 23.402 are assumed:

· Direct Transfer of HRPD signalling – Message used for tunnelling RAT specific signalling across S101. The MME transfers the signalling payload to the S1 interface 

· Direct Transfer of NAS signalling – When the UE is camped on HRPD access, this message is used for tunnelling NAS signalling between the MME and the UE. 
· Handoff Command – Sent from HRPD RNC to the MME when a E-UTRAN->HRPD handover is underway (HRPD connection request has been received from the UE). This message triggers the MME to set up a forwarding tunnel (S103) to the HRPD Serving Gateway (HSGW)

· Handoff Complete – Sent from HRPD RNC to the MME to indicate that the UE has left E-UTRAN coverage and is now being served in HRPD.

· Handoff Complete Ack – Sent from the MME to the HRPD RNC to acknowledge receipt of the HO Complete message.

2. Reason for Change

2.1 NAS Signalling Connection

A great deal of behavior is dependent upon the existence of a NAS Signalling Connection. The definition of NAS Signalling Connection is written in such a way that it requires a connection via the E-UTRAN. Hence, either the definition of NAS Signalling Connection needs to be changed to accommodate connection via S101, or a new term needs to be introduced
2.2.
NAS Considerations for attachment via S101

Optimized handover from cdma2000 HRPD to E-UTRAN involves attachment to the EPC via the HRPD radio access network through the S101 interface. Let us consider some key points:

· The NAS Attach Request can come from S1 or from S101. The MME has to maintain state information to be able to direct the Attach Response correctly. Additionally, some NAS procedures are not performed for a UE connected via S101, i.e. TAU, paging.

· SA2 has agreed on a Handover Attach Type for attachment via S101. This attach type indicates that the MME is to use the PDN-GW that is received from the HSS, and it shall NOT select a different PDN-GW as allowed for non-handover attachment. This MME also sets the Handover Indication in the Bearer Request to the SGW based on the Attach Type to indicate to the PDN-GW to not switch the forwarding path toward the E-UTRAN until the UE actually performs the handover.

· Security aspects of E-UTRAN to HRPD interworking are discussed in TS 33.402 (attached for information)
· Integrity protection of NAS – NAS integrity is performed by the endpoints in communication, i.e. the UE and the MME, and therefore, procedures are exactly the same for attachment via S101 as they are for attachment via S1. The UE and MME perform encryption/decryption just as they do for attachment via the E-UTRAN.

· Integrity keys for LTE OTA ciphering that are sent during Attach are held at UE for use when the UE moves to LTE. 
· Over-the-air ciphering when connected to HRPD is out of scope of 3GPP

2.3.
NAS Considerations for E-UTRAN to HRPD Handover

All signalling from the UE to the HRPD access network is tunnelled through the MME; however, the MME does not act on the contents of these messages at the NAS state machine level; hence, there are no protocol impacts for E-UTRAN to HRPD optimized handover.

On the other hand, in order to effect a handover back from HRPD to E-UTRAN, the UE initiates an Attach procedure; this fact implies that when the UE moves from E-UTRAN to HRPD, the UE must transition to EMM-DEREGISTERED state with no NAS signalling or timeouts.

Otherwise, no state machine impacts are foreseen at this time.
2.4.
UE Considerations

2.4.1.
UE State Machine

The states on the UE may be impacted depending on how we choose to capture the changes. The UE will clearly have to be aware that some NAS signalling is allowed while connected to HRPD, most NAS signalling is not allowed. 

Known state machine impacts are as follows:

· Upon handover from E-UTRAN to HRPD, the UE must transition to EMM-DEREGISTERED

· After performing the Attach procedure via tunnelled NAS, the EMM state on the UE should be EMM-IDLE (ECM-CONNECTED/EMM-REGISTERED).

In addition to the known changes, we may also need to consider whether additional substates of EMM-REGISTERED and EMM-DEREGISTERED are required, e.g. EMM-REGISTERED.HRPD, EMM-DEREGISTERED.HRPD. The rationale for this consideration is 24.301 specifies certain behaviour depending on the substate of the UE, and since there is specific behaviour required while a UE is connected via HRPD, specific substates for HRPD connectivity may be required.
2.4.2.
Triggers on the UE

Upon handover to HRPD, the UE transitions to EMM-DEREGISTERED. The event(s) that triggers completion of the handover to HRPD is complete is specified in the HRPD specifications, and is not in the scope of 3GPP; hence, the NAS document cannot provide a specific event for the state transition.
When handing over from HRPD to E-UTRAN, the UE may perform a TAU or a Service Request to complete the transition from HRPD to E-UTRAN at the NAS level. 
3. Conclusions

Impacts to TS 24.301 specifications are described as follows

i. This document proposes the introduction of a new term, NAS Tunnelled Signalling Connection. Some procedures that are dependent on the existence of a NAS Signalling Connection, which includes an S1AP connection, can also be performed over S101, while other procedures are not allowed over S101.
· NAS integrity protection should occur over S101 just as it does over S1

· The MME should be able to perform the Identification procedure (IDENTITY-REQUEST) over S101

· The UE cannot initiate dedicated bearer activation over S101
ii. New states on the UE:

· EMM-REGISTERED-INITIATED-NON-3GPP - allows for different behaviour following events than for EMM-REGISTERED-INITIATED.

· EMM-REGISTERED.NON-3GPP – this substate captures the fact that the UE has successfully attached via S101. In this state, the UE does not perform a periodic TAU, but instead performs an implicit detach if it has not performed a handover to E-UTRAN after some period of time.

iii. New states on the MME

· EMM-REGISTERED-NON-3GPP – If the UE has attached via S101, the MME has to maintain awareness that this is the case; hence, a this state is introduced. In this state, the MME should implicitly detach the UE if it has not performed a handover after some period of time.

iv. Attachment via S101 is for support of optimized handover; therefore, the MME should allow an Attach to proceed over S101 only if the Attach Type is Handover. 

v. If the UE is attached via S101, the Attach procedure should be aborted upon receipt of an ATTACH-REJECT message

vi. Handover from HRPD->E-UTRAN is introduced as another reason for performing a TAU (or Service Request). The assumption is that the TAI and TAI list that is sent to the UE during the Attach via S101 will correspond to the TAI and TAI list that would be sent over S1; hence, when the UE moves to E-UTRAN, the TAI may not have changed, and the periodic TAU timer will not have expired, but the UE may perform a TAU (or Service Request) as shown in TS 23.402.
vii. Although not explicitly state in TS 23.402, paging should not be sent over S101. Because no data should be sent to the SGW while the UE is attached via S101, there should be no trigger for a page, so adding text to cover this case may not be necessary.
viii. The MME should transition from EMM-REGISTERED-NON-3GPP state to EMM-REGISTERED state after acceptance of a TAU or Service Request.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.301.
* * * First Change * * * *

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Aggregate Maximum Bit Rate: The maximum bit rate that limits the aggregate bit rate of a set of non-GBR bearers of a UE. Definition derived from 3GPP TS 23.401 [4].

The label (E-UTRAN only) indicates this subclause or paragraph applies only if E-UTRAN is used as current radio access network.

EMM context: An EMM context is established in the UE and the MME when an attach procedure is successfully completed.

EMM-CONNECTED mode: A UE is in EMM-CONNECTED mode when a NAS signalling connection between UE and network is established. The term EMM-CONNECTED mode used in the present document corresponds to the term ECM-CONNECTED state used in 3GPP TS 23.401 [4].

EMM-IDLE mode: A UE is in EMM-IDLE mode when no NAS signalling connection between UE and network exists. The term EMM-IDLE mode used in the present document corresponds to the term ECM-IDLE state used in 3GPP TS 23.401 [4].

Evolved packet core network: the successor to the 3GPP Release 7 packet-switched core network, developped by 3GPP within the framework of the 3GPP System Architecture Evolution (SAE).
Evolved packet system: The evolved packet system (EPS) or evolved 3GPP packet-switched domain consists of the evolved packet core network and the evolved universal terrestrial radio access network. Definition derived from 3GPP TS 23.401 [4].

Dedicated bearer: An EPS bearer that is associated with uplink packet filters in the UE and downlink packet filters in the PDN GW where the filters only match certain packets. Definition derived from 3GPP TS 23.401 [4].

Default bearer: An EPS bearer that is used associated with "match all" uplink and downlink packet filters in the UE and the PDN GW, respectively. Definition derived from 3GPP TS 23.401 [4].

GBR bearer: An EPS bearer that uses dedicated network resources related to a Guaranteed Bit Rate (GBR) value, which are permanently allocated at EPS bearer establishment/modification. Definition derived from 3GPP TS 23.401 [4].

Initial NAS message: A NAS message is considered as an initial NAS message, if this NAS message can trigger the establishment of a NAS signalling connection. For instance, the ATTACH REQUEST message is an initial NAS message.
Last Visited Registered TAI: A TAI which is contained in the TAI list that the UE registered to the network and which identifies the tracking area last visited by the UE.
Linked Bearer Identity: This identity indicates to which default bearer the additional bearer resource is linked.

MME area: An area containing tracking areas served by an MME.

NAS signalling connection: is a peer to peer S1 mode connection between UE and MME. A NAS signalling connection consists of the concatenation of an RRC connection via the "LTE-Uu" interface and an S1AP connection via the S1 interface. The UE considers the NAS signalling connection established when the RRC connection has been established successfully. The UE considers the NAS signalling connection released when the RRC connection has been released.

Non-access stratum protocols: The protocols between UE and MSC or SGSN that are not terminated in the UTRAN, and the protocols between UE and MME that are not terminated in the E-UTRAN. Definition derived from 3GPP TS 21.905 [1].

Non-GBR bearer: An EPS bearer that uses network resources that are not related to a Guaranteed Bit Rate (GBR) value. Definition derived from 3GPP TS 23.401 [4].

PDN address: an IP address assigned to the UE by the Packet Data Network Gateway (PDN GW).

Procedure Transaction Identity: An identity which is dynamically allocated by the UE for the UE requested bearer resource activation, modification and deactivation procedures. The procedure transaction identity is released when the procedure is completed.

The label (S1 mode only) indicates this subclause or paragraph applies only to a system which operates in S1 mode, i.e. with a functional division that is in accordance with the use of an S1 interface between the radio access network and the core network. In a multi-access system this case is determined by the current serving radio access network.

TAI list: A list of TAIs that identify the tracking areas that the UE can enter without performing a tracking area update procedure.
NAS Tunnelled Signalling Connection: is a peer to peer connection through which NAS messages can be exchanged between the UE and the MME via a concatenation of the S101 interface and a signalling tunnel over a trusted non-3GPP access network. 
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.401 [4] apply:

MME pool area
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
AMBR
Aggregate Maximum Bit Rate

ARP
Allocation Retention Priority

E-UTRA
Evolved Universal Terrestrial Radio Access

E-UTRAN
Evolved Universal Terrestrial Radio Access Network

ECM
EPS Connection Management
EMM
EPS Mobility Management

EPC
Evolved Packet Core Network

EPS
Evolved Packet System

ESM
EPS Session Management

GBR
Guaranteed Bit Rate

GUMMEI
Globally Unique MME Identifier

GUTI
Globally Unique Temporary Identifier

HRPD
High Rate Packet Data

M-TMSI
M-Temporary Mobile Subscriber Identity

MBR
Maximum Bit Rate

MME
Mobility Management Entity

MMEC
MME Code

PDN GW
Packet Data Network Gateway

PTI
Procedure Transaction Identity

S-TMSI
S-Temporary Mobile Subscriber Identity

S1AP
S1 Application Protocol

SAE
System Architecture Evolution

SDF
Service Data Flow

TAC
Tracking Area Code

TAI
Tracking Area Identity
TFT
Traffic Flow Template

4
General

4.1
Overview
4.2
Linkage between the protocols for EPS mobility management and EPS session management
4.3
UE mode of operation
4.4
Integrity checking of NAS signalling messages in the UE
Integrity protected signalling is mandatory for the NAS messages once the NAS security mode control procedure has been successfully completed in the network and the UE. Integrity protection of all NAS signalling messages is the responsibility of the NAS layer. It is the network which activates integrity protection.

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity or forwarded to the ESM entity, unless the NAS security mode control procedure has been successfully completed:
-
EMM messages:

-
IDENTITY REQUEST (if requested identification parameter is IMSI).
Editor's note: whether the TRACKING AREA UPDATE ACCEPT message can be processed without integrity protection is FFS.

Editor's note: This list of messages will need to be completed based on SA3 requirements.

Once integrity protection is activated, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS layer. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS layer in the UE shall discard that message. If any NAS signalling message is received, as not integrity protected even though the integrity protection has been activated in the UE by the network, then the NAS layer shall discard this message.

Editor's note: The integrity protection handling for emergency calls is FFS.

5
Elementary procedures for EPS mobility management 
5.1
Overview
5.1.1
General

This clause describes the procedures used for mobility management for EPS services (EMM) at the radio interface (reference point "LTE-Uu").

The main function of the mobility management sublayer is to support the mobility of a user equipment, such as informing the network of its present location and providing user identity confidentiality.

A further function of the mobility management sublayer is to provide connection management services to the session management (SM) sublayer.

Editor's note: The existence of other protocol entities to which the EMM sublayer provides connection management services is FFS.

All the EMM procedures described in this clause can only be performed if a NAS signalling connection has been established between the UE and the network. Else, the EMM sublayer has to initiate the establishment of a NAS signalling connection (see 3GPP TS 36.331 [14]).
Only a subset of the EMM procedures can be performed over NAS Tunnelled Signalling Connection; this subset includes EMM Common procedures and the Attach Procedure. EMM Connection management procedures cannot be performed over a NAS Tunnelled Signalling Connection.
Editor's note: The relationship between the EMM entity described in this TR and the GMM entity in 3GPP TS 24.008 [6] is FFS.

5.1.2
Types of EMM procedures
Depending on how they can be initiated, three types of EMM procedures can be distinguished:

1)
EMM common procedures:


An EMM common procedure can always be initiated whilst a NAS signalling connection exists. The procedures belonging to this type are:


Initiated by the network:

-
GUTI reallocation;
 -
authentication and security mode;

Editor's note: The inclusion of the security mode procedure for NAS signalling in the authentication procedure is FFS.

-
identification;

-
EMM information.

2)
EMM specific procedures:


At any time only one UE initiated EMM specific procedure can be running. The procedures belonging to this type are:


Initiated by the UE and used to attach the IMSI in the network for EPS services and to establish an EMM context and a default bearer:

· attach.

Initiated by the UE or the network and used to detach the IMSI in the network for EPS services and to release an EMM context and all bearers:

-
detach.


Initiated by the UE when an EMM context has been established:

-
normal tracking area updating;

-
periodic tracking area updating.


The tracking area updating procedure can be used to request also the resource reservation for sending data.

3)
EMM connection management procedures:


Initiated by the UE and used to establish a secure connection to the network or to request the resource reservation for sending data, or both:

-
service request.


The service request procedure can only be initiated if no UE initiated EMM specific procedure is ongoing.


Initiated by the network and used to request the establishment of a NAS signalling connection or to prompt the UE to re-attach if necessary as a result of a network failure:
-
paging procedure.

5.1.3
EMM sublayer states

5.1.3.1
General

In the following subclauses, the EMM protocol of the UE and the network is described by means of two different state machines. In subclause 5.1.3.2, the states of the EMM entity in the UE are introduced. The behaviour of the UE depends on an EPS update status that is described in subclause 5.1.3.3. The states for the MME side are described in subclause 5.1.3.4.

NOTE:
The names for the EMM sublayer states in the present document can be different from the names used in stage 2 specifications (e.g. 3GPP TS 36.300 [12]). E.g. the state LTE_DETACHED in 3GPP TS 36.300 corresponds to EMM-DEREGISTERED in the present document, and the states LTE_IDLE and LTE_ACTIVE correspond to the combinations EMM-REGISTERED / EMM-IDLE mode and EMM-REGISTERED / EMM-CONNECTED mode, respectively.

Editor's note: For UEs supporting both E-UTRAN and UTRAN/GERAN the relationship between the EMM state machine and the GMM state machine is FFS. 

5.1.3.2
EMM sublayer states in the UE

5.1.3.2.1
General

In the following subclauses, the possible EMM states of an EMM entity in the UE are described. Subclause 5.1.3.2.2 summarizes the main states of an EMM entity. The substates that have been defined are described in subclause 5.1.3.2.3 and subclause 5.1.3.2.4.

It should be noted, however, that this subclause does not include a description of the detailed behaviour of the UE in the single states and does not cover abnormal cases. A detailed description of the behaviour of the UE is given in subclause 5.2. For the behaviour of the UE in abnormal cases refer to the description of the elementary EMM procedures in subclauses 5.4, 5.5, 5.6 and 5.7.

5.1.3.2.2
Main states

5.1.3.2.2.1
EMM-NULL

The EPS capability is disabled in the UE. No EPS mobility management function shall be performed in this state. 

5.1.3.2.2.2
EMM-DEREGISTERED

In the state EMM-DEREGISTERED, no EMM context has been established and the UE location is unknown to an MME and hence it is unreachable by an MME. In order to establish an EMM context, the UE shall start the attach procedure (see subclause 5.5.1).

5.1.3.2.2.3
EMM-REGISTERED-INITIATED

A UE enters the state EMM-REGISTERED-INITIATED after it has started the attach procedure and is waiting for a response from the MME (see subclause 5.5.1).

5.1.3.2.2.4
EMM-REGISTERED
In the state EMM-REGISTERED an EMM context has been established in the UE. When the UE is in EMM-IDLE mode, with the exception of the EMM-REGISTERED.NON-3GPP substate, the UE location is known to the MME with an accuracy of a list of tracking areas containing a certain number of tracking areas. When the UE is in EMM-CONNECTED mode, the UE location is known to the MME with an accuracy of a cell. The UE may initiate sending and receiving user data and signalling information and reply to paging. Additionally, tracking area updating procedure is performed (see subclause 5.5.3).

5.1.3.2.2.5
EMM-DEREGISTERED-INITIATED

A UE enters the state EMM-DEREGISTERED-INITIATED after it has requested release of the EMM context by starting the detach procedure and is waiting for a response from the MME (see subclause 5.5.2).

5.1.3.2.2.6
EMM-TRACKING-AREA-UPDATING-INITIATED

A UE enters the state EMM-TRACKING-AREA-UPDATING -INITIATED after it has started the tracking area updating procedure and is waiting for a response from the MME (see subclause 5.5.3).

5.1.3.2.2.7
EMM-SERVICE-REQUEST-INITIATED

A UE enters the state EMM-SERVICE-REQUEST-INITIATED after it has started the service request procedure and is waiting for a response from the MME (see subclause 5.6.1).
5.1.3.2.2.8
EMM-REGISTERED-INITIATED-NON-3GPP

A UE enters the state EMM-REGISTERED-INITIATED after it has started the attach procedure over a non-3gpp access as part of handover preparation and is waiting for a response from the MME (see subclause 5.5.1).
5.1.3.2.3
Substates of state EMM-DEREGISTERED 
The state EMM-DEREGISTERED is subdivided into a number of substates as described in this subclause. Valid subscriber data are available for the UE before it enters the substates, except for the EMM-DEREGISTERED.NO-IMSI substate.

5.1.3.2.3.1
EMM-DEREGISTERED.NORMAL-SERVICE

The substate EMM-DEREGISTERED.NORMAL-SERVICE is chosen in the UE, if the EPS update status is EU1 or EU2, in the meantime a cell has been selected and the PLMN or tracking area is not in the forbidden list.

5.1.3.2.3.2
EMM-DEREGISTERED.LIMITED-SERVICE

The substate EMM-DEREGISTERED.LIMITED-SERVICE is chosen in the UE, if the EPS update status is EU3, and a selected cell is in the forbidden PLMN or in a forbidden tracking area.

5.1.3.2.3.3
EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH

The substate EMM-DEREGISTERED.ATTEMPTING-TO-ATTACH is chosen in the UE, if the EPS update status is EU2, and a previous attach was rejected. 
5.1.3.2.3.4
EMM-DEREGISTERED.PLMN-SEARCH

The substate EMM-DEREGISTERED.PLMN-SEARCH is chosen in the UE, if the UE with a valid USIM is switched on.

5.1.3.2.3.5
EMM-DEREGISTERED.NO-IMSI

The substate EMM-DEREGISTERED.NO-IMSI is chosen in the UE, if the UE is switched on without a valid USIM inserted.

5.1.3.2.3.6
EMM-DEREGISTERED.ATTACH-NEEDED

Valid subscriber data are available for the UE and for some reason an attach must be performed as soon as possible. This state can be entered if the access class is blocked due to access class control.

Editor's note: it is FFS whether other access control mechanism than the one described in 3GPP TS 36.304 will apply in EPS and will have impact on this state.

5.1.3.2.3.7
EMM-DEREGISTERED.NO-CELL-AVAILABLE

No E-UTRAN cell can be selected. This substate is entered after a first intensive search failed when in substate EMM-DEREGISTERED.PLMN-SEARCH. Cells are searched for at a low rhythm. No EPS services are offered. 
5.1.3.2.4
Substates of state EMM-REGISTERED

The state EMM-REGISTERED is subdivided into a number of substates as described in this subclause.

5.1.3.2.4.1
EMM-REGISTERED.NORMAL-SERVICE

The substate EMM-REGISTERED.NORMAL-SERVICE is chosen by the UE as the primary substate when the UE entering the state EMM-REGISTERED.

5.1.3.2.4.2
EMM-REGISTERED.ATTEMPTING-TO-UPDATE

The EMM-REGISTERED.ATTEMPTING-TO-UPDATE substate is chosen by the UE if the tracking area updating procedure failed due to a missing response from the network. No EMM procedure except the TAU shall be initiated by the UE in this substate. No data shall be sent or received.

5.1.3.2.4.3
EMM-REGISTERED.LIMITED-SERVICE

The substate EMM-REGISTERED.LIMITED-SERVICE is chosen in the UE, if the cell the UE selected is known not to be able to provide normal service.

5.1.3.2.4.4
EMM-REGISTERED.PLMN-SEARCH

The substate EMM-REGISTERED.PLMN-SEARCH is chosen in the UE, while the UE is searching for PLMNs.

5.1.3.2.4.5
EMM-REGISTERED.UPDATE-NEEDED

The UE has to perform a tracking area updating procedure, but its access class is not allowed in the cell due to access class control. The procedure will be initiated as soon as access is granted, for example due to a cell-reselection or due to change of the access classes allowed in the current cell. No EMM procedure except tracking area updating shall be initiated by the UE in this substate.

Editor's note: it is FFS whether other access control mechanism than the one described in 3GPP TS 36.304 will apply in EPS and will have impact on this state.

5.1.3.2.4.6
EMM-REGISTERED.NO-CELL-AVAILABLE

E-UTRAN coverage has been lost. In this substate, the UE shall not initiate any EMM procedures except for cell and PLMN reselection.
5.1.3.2.4.7

EMM-REGISTERED.NON-3GPP
The substate EMM-REGISTERED.NON-3GPP is chosen by the UE as the substate when the UE enters the state EMM-REGISTERED after performing the Attach Procedure via a NAS Tunnelled Signalling Connection.
5.1.3.3
EPS update status

In order to describe the detailed UE behaviour, the EPS update (EU) status pertaining to a specific subscriber is defined as:

EU1: UPDATED


The last attach or tracking area updating attempt was successful.

EU2: NOT UPDATED


The last attach or tracking area updating attempt failed procedurally, i.e. no response was received from the MME.

EU3: ROAMING NOT ALLOWED


The last attach or tracking area updating attempt was correctly performed, but the answer from the MME was negative (because of roaming or subscription restrictions).

5.1.3.4
EMM sublayer states in the MME

5.1.3.4.1
EMM-DEREGISTERED

In the state EMM-DEREGISTERED, the MME has no EMM context or the EMM Context is marked as detached. The UE is detached. The MME may answer to an attach procedure initiated by the UE (see subclause 5.5.1).

5.1.3.4.2
EMM-COMMON-PROCEDURE-INITIATED

The MME enters the state EMM-COMMON-PROCEDURE-INITIATED, after it has started a common EMM procedure (see subclause 5.4) and is waiting for a response from the UE.

5.1.3.4.3
EMM-REGISTERED

In the state EMM-REGISTERED, an EMM context has been established in the MME.

5.1.3.4.4
EMM-DEREGISTERED-INITIATED

The MME enters the state EMM-DEREGISTERED-INITIATED after it has started a detach procedure and is waiting for a response from the UE (see subclause 5.5.2).
5.1.3.4.5 EMM-REGISTERED-NON-3GPP
In the state EMM-REGISTERED-NON-3GPP, an EMM context has been established in the MME; however, communication between the UE and the MME is via a NAS Tunnelled Signalling Connection.
5.1.4
Coordination between EMM and GMM
5.2
Behaviour of the UE in EMM-DEREGISTERED state and EMM-REGISTERED state
5.2.1
General

5.2.2
UE behaviour in state EMM-DEREGISTERED

5.2.2.1
General

The state EMM-DEREGISTERED in entered in the UE, when:

-
the detach is performed either by the UE or by the MME (see subclause 5.5.2);

-
the attach request is rejected by the MME (see subclause 5.5.1);

-
the UE is switched on; or

-
when all EPS bearer contexts belonging to the UE are released.
-
after completion of an inter-system change from E-UTRAN to cdma2000 HRPD
Editor's note: the details of the last scenario (detach after release of all EPS bearer contexts) are FFS.

Editor's note: Other conditions are FFS.

5.2.2.2
Primary substate selection

5.2.2.3
Detailed description of UE behaviour in state EMM-DEREGISTERED

5.2.2.3.1
NORMAL-SERVICE

The UE shall perform an attach procedure.

5.2.2.3.2
LIMITED-SERVICE

The UE shall perform an attach procedure when entering a cell which provides normal service.

5.2.2.3.3
ATTEMPTING-TO-ATTACH

5.2.2.3.4
PLMN-SEARCH

No specific action is required.

5.2.2.3.5
NO-IMSI

The UE shall only perform cell selection according to 3GPP TS 36.304 [13].

5.2.2.3.6
ATTACH-NEEDED

The UE shall start the attach procedure, if still needed, as soon as the access is allowed in the selected cell for one of the access classes of the UE.

5.2.2.3.7
NO-CELL-AVAILABLE

The UE shall perform cell selection according to 3GPP TS 36.304 [13] and choose an appropriate substate when a cell is found.
5.2.2.4
Substate when back to state EMM-DEREGISTERED from another EMM state

When returning to state EMM-DEREGISTERED, the UE shall select a cell as specified in 3GPP TS 36.304 [13].
The substate depends on the result of the cell selection procedure, the outcome of the previously performed EMM specific procedures, on the EPS update status of the UE, on the tracking area data stored in the UE and on the presence of the USIM:

-
If no cell has been found, the substate is NO-CELL-AVAILABLE, until a cell is found.

-
If no USIM is present or if the inserted USIM is considered invalid by the UE, the substate shall be NO-IMSI.

-
If the selected cell is in a tracking area where the UE is allowed to roam, the substate shall be NORMAL-SERVICE.

-
If an attach shall be performed (e.g. network requested re-attach), the substate shall be ATTEMPTING-TO-ATTACH.
-
If a PLMN reselection (according to 3GPP TS 23.122 [3]) is needed, the substate shall be PLMN-SEARCH.

-
If the selected cell is in a tracking area where the UE is not allowed to roam, the substate shall be LIMITED-SERVICE.
5.2.3
UE behaviour in state EMM-REGISTERED 

5.2.3.1
General

The state EMM-REGISTERED is entered at the UE, when:

-
the attach procedure is performed by the UE (see subclause 5.5.1).

5.2.3.2
Detailed description of UE behaviour in state EMM-REGISTERED

5.2.3.2.1
NORMAL-SERVICE

The UE shall perform normal and periodic tracking area updating (see subclause 5.5.3).

5.2.3.2.2
ATTEMPTING-TO-UPDATE

5.2.3.2.3
LIMITED-SERVICE

5.2.3.2.4
PLMN-SEARCH

5.2.3.2.5
UPDATE-NEEDED

The UE shall:

-
not send any user data nor signalling information;

-
perform cell selection/reselection according to 3GPP TS 36.304 [13]; and

-
enter the appropriate new substate depending on the EPS update status as soon as the access is allowed in the selected cell for one of the access classes of the UE.

5.2.3.2.6
NO-CELL-AVAILABLE

The UE shall perform cell selection/reselection according to 3GPP TS 36.304 [13].
5.2.3.2.7
NON-3GPP
Editor’s Note: In this state, after a certain amount of time expires, the UE should abort the handover procedure. It is FFS if we can just use T3412; when it expires, perform an implicit detach. The timer on the MME is also FFS.
5.3
General on elementary EMM procedures

5.4
EMM common procedures

5.4.1
GUTI reallocation procedure

5.4.1.1
General

The purpose of the GUTI reallocation procedure is to allocate a GUTI and optionally to provide a new TAI list to a particular UE.

The reallocation of a GUTI is performed by the unique procedure defined in this subclause. This procedure can be initiated by the MME only in state EMM-REGISTERED.

The GUTI can also be implicitly reallocated at attach or tracking area updating procedures. The implicit reallocation of a GUTI is described in the subclauses which specify these procedures (see subclause 5.5.1 and 5.5.3).

NOTE 1:
The GUTI reallocation procedure is usually performed in ciphered mode.

NOTE 2:
Normally, the GUTI reallocation will take place in conjunction with another mobility management procedure, e.g. as part of tracking area updating.

5.4.1.2
GUTI reallocation initiation by the network

The MME shall initiate the GUTI reallocation procedure by sending a GUTI REALLOCATION COMMAND message to the UE and starting the timer T3450.

The GUTI REALLOCATION COMMAND message shall include a GUTI and may include a TAI list.

5.4.1.3
GUTI reallocation completion by the UE

Upon receipt of the GUTI REALLOCATION COMMAND message, the UE shall store the GUTI and the TAI list, and send a GUTI REALLOCATION COMPLETE message to the MME. The UE considers the new GUTI as valid and the old GUTI as invalid. If the UE receives a new TAI list in the GUTI REALLOCATION COMMAND message, the UE shall consider the new TAI list as valid and the old TAI list as invalid; otherwise, the UE shall consider the old TAI list as valid
5.4.1.4
GUTI reallocation completion by the network

Upon receipt of the GUTI REALLOCATION COMPLETE message, the MME shall stop the timer T3450 and consider the new GUTI as valid and the old GUTI as invalid.

Editor's note: The abnormal cases in the UE and on the network side need to be defined.


[image: image1]
Figure 5.4.1.4.1: GUTI reallocation procedure
5.4.2
Authentication and security mode procedure 

5.4.2.1
Authentication and key agreement

5.4.2.1.1
General

The purpose of the EPS authentication and key agreement (AKA) procedure is to provide mutual authentication between the user and the network (see 3GPP TS 33.abc [11]). The cases where the EPS AKA procedure should be used are defined in 3GPP TS 33.abc [11].

The EPS AKA procedure is always initiated and controlled by the network. However, there is the possibility for the UE to reject the EPS authentication challenge sent by the network.

The UE shall only support the EPS authentication challenge if a USIM is present.

An EPS security context is established in the UE and the network when an EPS authentication challenge is performed. After a successful EPS authentication, the resulting CK and IK are transformed into a key, KASME, which is the basis for the EPS key hierarchy, which is stored both in the network and the UE.

5.4.2.1.2
Authentication initiation by the network

The network initiates the authentication procedure by sending an AUTHENTICATION REQUEST message to the UE and starts the timer T3460. The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the response parameters (see 3GPP TS 33.abc [11]). In an EPS AKA run, the AUTHENTICATION REQUEST message also contains the key set identifier allocated to the KASME, which may be computed from the given parameters.

5.4.2.1.3
Authentication response by the UE

The UE shall be ready to respond to an AUTHENTICATION REQUEST message at any time whilst a NAS signalling connection or a NAS Tunnelled Signalling connection exists. With exception of the cases described in subclause 5.4.2.1.6, it shall process the challenge information and send back an AUTHENTICATION RESPONSE message to the network.

In an EPS authentication challenge, the new KASME calculated from the challenge information shall overwrite the previous KASME.

The USIM will provide the mobile station with the authentication response, based upon the authentication challenge given from the ME. An EPS authentication challenge will result in the USIM passing a RES to the ME.

Editor's note: It is FFS how to avoid synchronisation failure during the authentication procedure.

5.4.2.1.4
Authentication completion by the network

5.4.2.1.4.1
Authentication response received by the network

Upon receipt of the AUTHENTICATION RESPONSE message, the network stops the timer T3460 and checks the validity of the response (see 3GPP TS 33.abc [11]).

Upon receipt of the AUTHENTICATION FAILURE message, the network stops the timer T3460. In the Synch failure case, the core network may renegotiate with the HSS/AuC and provide the UE with new authentication parameters.

5.4.2.1.4.2
EPS key identification

The security parameters for authentication and ciphering are tied together in sets. In an EPS authentication challenge, from a challenge parameter RAND, the authentication response parameter RES and the KASME can be computed given the secret key associated to the IMSI. In addition, a UMTS ciphering key, a UMTS integrity key and a GSM ciphering key can be computed from the KASME by means of a conversion function.

In order to allow start of ciphering and integrity protection on a NAS signalling connection or over a NAS Tunnelled Signalling Connection without authentication, the Key Set Identifiers (KSIs) are introduced. The KSI is managed by the network in the way that the AUTHENTICATION REQUEST message contains the KSI allocated to the KASME.

If an authentication procedure has been completed successfully and a KSI is stored in the network, the network shall include a different KSI in the AUTHENTICATION REQUEST message when it initiates a new authentication procedure.

The mobile station stores the KSI with the KASME, EPS NAS ciphering key and the EPS NAS integrity key and indicates to the network in the initial NAS message which KSI the stored KASME has.

When the deletion of the KSI is described this also means that the associated KASME, EPS NAS ciphering key and the EPS NAS integrity key shall be considered as invalid (i.e. the established EPS NAS security context is no longer valid).

In S1 mode, or with a NAS Tunnelled Signalling Connection,, the network may choose to start ciphering and integrity with the stored EPS NAS ciphering key and EPS NAS integrity key (under the restrictions given in 3GPP TS 33.abc [11]) if the stored KSI and the one given from the mobile station are equal.

NOTE:
In some specifications the term ciphering key sequence number might be used instead of the term Key Set Identifier (KSI).

5.4.2.1.5
Authentication not accepted by the network

If authentication fails, because the response is not valid, the network may distinguish between the two different ways of identification used by the mobile station:

-
the GUTI was used;

-
the IMSI was used.

If the GUTI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the mobile station then differs from the one the network had associated with the GUTI, the authentication should be restarted with the correct parameters. If the IMSI provided by the UE is the expected one (i.e. authentication has really failed), the network should proceed as described below.

If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION REJECT message should be transferred to the mobile station.

Upon receipt of an AUTHENTICATION REJECT message, the mobile station shall set the update status in the USIM to EU3 ROAMING NOT ALLOWED, delete from the USIM the stored GUTI, TAI list, last visited registered TAI and KSI. The USIM shall be considered as invalid until switching off the mobile station or the UICC containing the USIM is removed.

If the AUTHENTICATION REJECT message is received, the mobile station shall abort any EMM signalling procedure, stop any of the timers T3410, 3417 or T3430 (if running) and enter state EMM-DEREGISTERED.
5.4.2.1.6
Authentication not accepted by the UE

In an EPS authentication challenge, the authentication procedure is extended to allow the UE to check the authenticity of the core network. Thus allowing, for instance the UE the possibility for detection of a false base station.

Following a EPS authentication challenge, the UE may reject the core network, on the grounds of an incorrect AUTN parameter (see 3GPP TS 33.102 [10]). This parameter contains two possible causes for authentication failure:

a)
MAC code failure:


If the UE considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send an AUTHENTICATION FAILURE message to the network, with the reject cause 'MAC failure'. The UE shall then follow the procedure described in subclause tbd.

Editor's note: It is FFS in which subclause this procedure referred to in the above paragraph will be described.

b)
SQN failure:


If the UE considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a AUTHENTICATION FAILURE message to the network, with the reject cause 'Synch failure' and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [10]). The UE shall then follow the procedure described in subclause tbd.

Editor's note: It is FFS in which subclause this procedure referred to in the above paragraph will be described.

A UE with a USIM shall reject the authentication challenge if no Authentication Parameter AUTN IE was present in the AUTHENTICATION REQUEST message (i.e. a GSM authentication challenge has been received when the UE expects an EPS authentication challenge). In such a case, the UE shall send the AUTHENTICATION FAILURE message to the network, with the reject cause "GSM authentication unacceptable". The UE shall then follow the procedure described in subclause tbd.

Editor's note: It is FFS in which subclause this procedure referred to in the above paragraph will be described.

If the UE returns an AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3418, if running.

5.4.2.2
Security mode setup command and algorithm negotiation

5.4.2.2.1
General

The purpose of the NAS security mode command procedure is to provide NAS signalling security between the UE and the MME, which performs integrity and replay protection as well as enciphering and deciphering of NAS signalling messages.

5.4.2.2.2
NAS security mode setup command initiation by the network

5.4.2.2.3
NAS security mode setup command accepted by the UE

5.4.2.2.4
NAS security mode setup command completion by the network

5.4.2.2.5
NAS security mode setup command not accepted by the UE

5.4.3
Identification procedure

5.4.3.1
General

The identification procedure is used by the network to request a particular UE to provide specific identification parameters, e.g. the International Mobile Subscriber Identity (IMSI) or the International Mobile Equipment Identity (IMEI) (see 3GPP TS 23.003 [2]).

5.4.3.2
Identification initiation by the network

The network shall initiate the identification procedure by sending an IDENTITY REQUEST message to the UE and start the timer T3470. The IDENTITY REQUEST message shall include the requested identification parameters in the Identity type information element.

Editor's note: Whether the timer T3470 is the same as the one specified for 2G/3G (i.e. T3370) is FFS.

Editor's note: The Identity type IE needs to be defined.

5.4.3.3
Identification response by the UE

A UE shall be ready to respond to an IDENTITY REQUEST message at any time whilst in EMM-CONNECTED mode or during an Attach procedure over a NAS Tunnelled Signalling Connection. 
Upon receipt of the IDENTITY REQUEST message the UE shall send an IDENTITY RESPONSE message to the network. The IDENTITY RESPONSE message shall contain the identification parameters as requested by the network.

5.4.3.4
Identification completion by the network

Upon receipt of the IDENTITY RESPONSE the network shall stop the timer T3470.

Editor's note: The abnormal cases in the UE and on the network side need to be defined.

Figure 5.4.3.4.1: Identification procedure
5.4.4
EMM information procedure 

5.5
EMM specific procedures
5.5.1
Attach procedure

5.5.1.1
General

The attach procedure is used to attach for packet services in EPS. With a successful attach procedure, a context is established for the UE in the MME, and a default bearer is established between the UE and the PDN GW, thus enabling always-on IP connectivity to the UE. The network may also initiate the activation of dedicated bearers as part of the attach procedure.

In a shared network, the UE shall choose one of the PLMN identities broadcast in the cell for the attach procedure. The selected network shall be indicated by the UE to the eNodeB.

During the attach procedure the UE may also obtain the home agent IPv4 and IPv6 addresses.

5.5.1.2
Attach procedure initiation

In state EMM-DEREGISTERED, the UE initiates the attach procedure by sending an ATTACH REQUEST message to the MME, starting timer T3410 and entering state EMM-REGISTERED-INITIATED, or, if sending the ATTACH REQUEST through a NAS Tunnelled Signalling Connection, the UE enters state EMM-REGISTERED-INITIATED-NON-3GPP. The UE shall include in the ATTACH REQUEST message a valid GUTI together with the last visited registered TAI, if available. If there is no valid GUTI available, the UE shall include the IMSI in the ATTACH REQUEST message. The UE shall also indicate the UE network capability, attach type, and NAS key set identifier.

If available, the UE shall also include information about the IP address allocation in the PDN address allocation IE as specified in subclause 6.2. The UE may also indicate the DRX parameter and the protocol configuration options.
If the UE wants to keep the connection(s) to the PDN GW to which it has connected via non-3GPP access, the UE shall indicate "handover attach" in the Attach type IE. Otherwise, the UE shall indicate "initial attach" in the Attach type IE. 
Editor's note: It is FFS whether the UE provides the APN information in the ATTACH REQUEST message.

If a valid NAS security context exists, the UE shall include a message authentication code and a NAS message sequence number for uplink in the ATTACH REQUEST message.

If the UE is configured to use DSMIPv6, the UE may include a request for obtaining the IPv6 address of the home agent in the Protocol configuration options IE in the ATTACH REQUEST message. The UE may also include a request for obtaining the IPv4 address of the home agent.

5.5.1.3
EMM common procedure initiation

The network may initiate EMM common procedures, e.g. the identification, authentication and security mode procedures, depending on the received information such as IMSI, GUTI and KSI.

5.5.1.4
Attach accepted by the network

If the attach request is accepted by the network, the MME shall send an ATTACH ACCEPT message to the UE. If the Attach request is received over a NAS Signalling Connection rather than through a NAS Tunnelled Signalling Connection, the network may also initiate the activation of dedicated bearers towards the UE by invoking the dedicated EPS bearer context activation procedure (see subclause 6.4.2).

The MME shall assign and include the TAI list the UE is registered to in the ATTACH ACCEPT message. The UE, receiving an ATTACH ACCEPT message, shall delete its old TAI list and store the received TAI list.

Upon receiving the ATTACH ACCEPT message, the UE shall stop timer T3410, reset the attach attempt counter and tracking area update attempt counter, enter state EMM-REGISTERED and set the EPS update status to EU1 UPDATED.

The GUTI reallocation may be part of the attach procedure. When the ATTACH REQUEST message includes the IMSI or when the MME considers the GUTI provided by the UE is invalid, the MME shall allocate a new GUTI to the UE. The MME shall include in the ATTACH ACCEPT message the new assigned GUTI together with the assigned TAI list. In this case the MME shall start timer T3450 and enter state EMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.4.1.

If the ATTACH ACCEPT message contains a GUTI, the UE shall use this GUTI as the new temporary identity. The UE shall delete its old GUTI and store the new assigned GUTI. If no GUTI has been included by the MME in the ATTACH ACCEPT message, the old GUTI, if any available, shall be kept. 

The MME shall allocate an EPS bearer identity for the default EPS bearer context activated for the UE and shall include the EPS bearer identity IE in the ATTACH ACCEPT message.
The MME shall include in the ATTACH ACCEPT message the PDN address assigned to the UE by the PDN GW, if available, in the PDN address information IE. This address shall be used for the default bearer and any dedicated bearer established towards the same PDN.

The MME may include an IPv6 address of the PDN GW in the ATTACH ACCEPT message, for further use with host based mobility. In addition to the IPv6 address, the MME may also include an IPv4 address of the PDN GW.

Editor's note: The conditions under which a PDN GW address is delivered by the MME are FFS. Whether this IP address is delivered only if host based mobility is used or in any case is FFS. Whether this depends on UE IP version capabilities is FFS.

If the PDN address information is included in the ATTACH ACCEPT message, the MME shall also include the APN IE in order to provide to the UE the APN for which the activated default bearer is associated. 

The UE, when receiving the ATTACH ACCEPT message, shall send an ATTACH COMPLETE message to the network, containing the EPS bearer identity.

Upon receiving an ATTACH COMPLETE message, the MME shall stop timer T3450 and consider the GUTI sent in the ATTACH ACCEPT message as valid.

5.5.1.5
Attach not accepted by the network

If the attach cannot be accepted by the network, the MME shall send an ATTACH REJECT message to the UE including an appropriate reject cause value.
The MME shall reject an Attach Request via a NAS Tunnelled Signalling Connection if the Attach Type is not set to Handover.
Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410, enter state EMM-DEREGISTERED and take corresponding actions based on the reject cause value received.
Editor's note: The reject cause values as well as the actions the UE takes and the substates of the state EMM-DEREGISTERED (see subclause 5.1.3.2.3) the UE enters as a result of receiving different reject causes are FFS.
Editor’s Note: When we add behaviour for specific cause values, the following should be added for receipt of an ATTACH REJECT message in state EMM-REGISTERED-INITIATED-NON-3GPP, the UE shall return to EMM-DEREGISTERED state and abort the attach procedure. 
5.5.2
Detach procedure

5.5.2.1
General

The detach procedure is used:

-
by the UE to inform the network that it does not want to access the EPS any longer; and

-
by the network to inform the UE that it does not have access to the EPS any longer.
The detach procedure shall be invoked by the UE if the UE is switched off, the USIM card is removed from the UE or the EPS capability of the UE is disabled.
If the detach procedure is performed, the EPS bearer context(s) for this particular UE are deactivated locally without peer-to-peer signalling between the UE and the MME.

5.5.2.2
UE initiated detach procedure
5.5.2.2.1
UE initiated detach procedure initiation

The detach procedure is initiated by the UE by sending a DETACH REQUEST message. The Detach type IE included in the message indicates whether detach is due to a "switch off" or not.
If the detach is not due to switch off and the UE is in the state EMM-REGISTERED, timer T3421 shall be started in the UE after the DETACH REQUEST message has been sent. The UE shall then enter the state EMM-DEREGISTERED-INITIATED.

If the UE is to be switched off, the UE shall try for a period of 5 seconds to send the DETACH REQUEST message. During this period, the UE may be switched off as soon as the DETACH REQUEST message has been sent.
5.5.2.2.2
UE initiated detach procedure completion

When the DETACH REQUEST message is received by the network, the network shall send a DETACH ACCEPT message to the UE, if the Detach type IE does not indicate "switch off". Otherwise, the procedure is completed when the network receives the DETACH REQUEST message.
The network and the UE shall deactivate the EPS bearer context(s) for this UE locally without peer-to-peer signalling between the UE and the MME.
The UE, when receiving the DETACH ACCEPT message, shall stop timer T3421.

The UE is marked as inactive in the network for EPS services. State EMM-DEREGISTERED is entered in the UE and the network.
5.5.2.2.3
Abnormal cases in the UE

5.5.2.3
Network initiated detach procedure
5.5.2.3.1
Network initiated detach procedure initiation
The network initiates the detach procedure by sending a DETACH REQUEST message to the UE. The network may include an EMM cause IE to specify the reason for the detach request. The network shall start timer T3422, deactivate the EPS bearer context(s) for the UE locally and enter state EMM-DEREGISTERED-INITIATED.
5.5.2.3.2
Network initiated detach procedure completion by the UE
When receiving the DETACH REQUEST message and the Detach type IE indicates "re-attach required", the UE shall deactivate the EPS bearer context(s) including the EPS default bearer context locally without peer-to-peer signalling between the UE and the MME. The UE shall then send a DETACH ACCEPT message to the network and enter state EMM-DEREGISTERED. The UE shall, after the completion of the detach procedure, initiate an attach procedure.
When receiving the DETACH REQUEST message and the Detach type IE indicates "re-attach not required", the UE shall deactivate the EPS bearer context(s) including the EPS default bearer context locally without peer-to-peer signalling between the UE and the MME. The UE shall then send a DETACH ACCEPT message to the network and enter state EMM-DEREGISTERED.

5.5.2.3.3
Network initiated detach procedure completion by the network
The network shall, upon receipt of the DETACH ACCEPT message, stop timer T3422 and enter state EMM-DEREGISTERED.

5.5.2.3.4
Abnormal cases on the network side

5.5.3
Tracking area updating procedure

5.5.3.1
General

The tracking area updating procedure is always initiated by the UE and is used in the following scenarios:

-
normal tracking area updating to update the registration of the actual tracking area of a UE in the network;

-
periodic tracking area updating to periodically notify the availability of the UE to the network;

-
Iu mode to S1 mode intersystem change and A/Gb mode to S1 mode intersystem change.
-
in cdma2000 HRPD to E-UTRAN intersystem change if an Attach with Attach Type = Handover has already been performed, the UE is in state EMM-REGISTERED.NON-3GPP, and the UE has no active sessions.
Editor's note: Other purposes of using the tracking area updating procedure will be added if identified.

Editor's note: The impact of idle mode signalling reduction on this procedure is FFS.

During the tracking area updating procedure, the MME may initiate an authentication procedure and setup security mode.

In a shared network, the UE shall select one of the PLMN identities received on the broadcast channel for the tracking area updating procedure. The selected network shall be indicated by the UE to the E-UTRAN.

A UE initiating the tracking area updating procedure in EMM-IDLE mode may request the network to re-establish the radio and S1 bearers for all active EPS bearer contexts during the procedure. 
The periodic tracking area updating procedure is controlled in the UE by timer T3412. When timer T3412 expires, the periodic tracking area updating procedure is started. Start and reset of timer T3412 is described in subclause 5.5.3.2.

5.5.3.2
Handling of the periodic tracking area update timer

Periodic tracking area updating is used to periodically notify the availability of the UE to the network. The procedure is controlled in the UE by the periodic tracking area update timer T3412. The value of timer T3412 is sent by the network to the UE in the ATTACH ACCEPT message and the TRACKING AREA UPDATE ACCEPT message. The UE shall apply this value in all tracking areas of the list of tracking areas assigned to the UE, until a new value is received.

The timer T3412 is reset and started with its initial value, when the UE goes from EMM-CONNECTED to EMM-IDLE mode. The timer T3412 is stopped when the UE enters EMM-CONNECTED mode.

When timer T3412 expires, the periodic tracking area updating procedure shall be started and the timer shall be set to its initial value for the next start.

If the UE is in another state than EMM-REGISTERED.NORMAL-SERVICE when the timer expires the periodic tracking area updating procedure is delayed until the UE returns to EMM-REGISTERED.NORMAL-SERVICE.

Editor's note: Whether T3412 can be sent in the TRACKING AREA UPDATE ACCEPT message without integrity protection is FFS.

Editor's note: The impacts of idle mode signalling reduction on T3412 handling are FFS.

5.5.3.3
Tracking area updating procedure initiation

The UE in state EMM-REGISTERED shall initiate the tracking area updating procedure by sending a TRACKING AREA UPDATE REQUEST message to the MME,

i)
when the UE detects entering a tracking area that is not in the list of tracking areas that the UE previously registered in the MME;

ii)
when the periodic tracking area updating timer T3412 expires.

After sending the TRACKING AREA UPDATE REQUEST message to the MME, the UE shall start timer T3430 and enter state EMM-TRACKING-AREA-UPDATING-INITIATED.

In the TRACKING AREA UPDATE REQUEST message the UE shall include a GUTI and the last visited registered TAI, the update type indicating the type of the tracking area updating. If a UE in EMM-IDLE mode has uplink user data pending when it initiates the tracking area updating procedure, it may also set an "active" flag in the TRACKING AREA UPDATE REQUEST message to indicate the wish to establish the user plane to the network.

The UE may set a follow-on request pending indicator in the TRACKING AREA UPDATE REQUEST message, to indicate its wish to keep the NAS signalling connection after the completion of the tracking area updating procedure. Only one of the two indicators, "active" flag and follow-on request pending indicator, shall be set in the message.

When the tracking area updating procedure is initiated in EMM-IDLE mode, the UE may also include an EPS bearer context status IE in the TRACKING AREA UPDATE REQUEST message, indicating which EPS bearer contexts are active in the UE.
Editor's note: It is FFS whether the EPS bearer context status IE is an optional or a mandatory parameter.

5.5.3.4
Tracking area updating procedure accepted by the network

If the tracking area update request has been accepted by the network, the MME shall send a TRACKING AREA UPDATE ACCEPT message to the UE. If the MME state is EMM-REGISTERED-NON-3GPP, the MME enter state EMM-REGISTERED. If the MME assigns a new GUTI for the UE, a GUTI shall be included in the TRACKING AREA UPDATE ACCEPT message. In this case, the MME shall start timer T3450 and enter state EMM-COMMON-PROCEDURE-INITIATED as described in subclause 5.4.1. The MME may include a new TAI list for the UE in the TRACKING AREA UPDATE ACCEPT message.

Editor's note: It is FFS whether other information such as the "equivalent PLMNs" and a "list of emergency numbers" are included in the TRACKING AREA UPDATE ACCEPT message.

If an EPS bearer context status IE is included in TRACKING AREA UPDATE REQUEST message, the MME shall deactivate all those EPS bearer contexts locally (without peer-to-peer signalling between the MME and the UE) which are active on the network side, but are indicated by the UE as being inactive. Additionally, the MME shall include an EPS bearer context status IE in the TRACKING AREA UPDATE ACCEPT message, indicating which EPS bearer contexts are active in the MME.
In a shared network the MME shall indicate the PLMN identity of the operator that has accepted the tracking area update request in the TRACKING AREA UPDATE ACCEPT message.

Editor's note: How this PLMN identity is encoded in the TRACKING AREA UPDATE ACCEPT message is FFS.

If the "active" flag is included in the TRACKING AREA UPDATE REQUEST message, the MME shall re-establish the radio and S1 bearers for all active EPS bearer contexts.

Upon receiving a TRACKING AREA UPDATE ACCEPT message, the UE shall stop timer T3430, reset the routing area updating attempt counter, enter state EMM-REGISTERED and set the EPS update status to EU1 UPDATED. If the message contains a GUTI, the UE shall use this GUTI as new temporary identity for EPS services and shall store the new GUTI. If no GUTI was included by the MME in the TRACKING AREA UPDATE ACCEPT message, the old GUTI shall be used. If the UE receives a new TAI list in the TRACKING AREA UPDATE ACCEPT message, the UE shall consider the new TAI list as valid and the old TAI list as invalid; otherwise, the UE shall consider the old TAI list as valid.
If an EPS bearer context status IE is included in the TRACKING AREA UPDATE ACCEPT message, the UE shall deactivate all those EPS bearers contexts locally (without peer-to-peer signalling between the UE and the MME) which are active in the UE, but are indicated by the MME as being inactive.

If the network wishes to maintain the NAS signalling connection (for example, if the UE has indicated "follow-on request pending" in the TRACKING AREA UPDATE REQUEST message) the network shall indicate "follow-on proceed" in the TRACKING AREA UPDATE ACCEPT message. If the network wishes to release the NAS signalling connection, the network shall indicate "no follow-on proceed" in the TRACKING AREA UPDATE ACCEPT message. The UE shall act according to the follow-on proceed flag provided by the network.
If the TRACKING AREA UPDATE ACCEPT message contained a GUTI, the UE shall return a TRACKING AREA UPDATE COMPLETE message to the MME to acknowledge the received GUTI.

Upon receiving a TRACKING AREA UPDATE COMPLETE message, the MME shall stop timer T3450, and shall consider the GUTI sent in the TRACKING AREA UPDATE ACCEPT message as valid.

5.5.3.5
Tracking area updating procedure not accepted by the network

If the tracking area updating cannot be accepted by the network, the MME sends a TRACKING AREA UPDATE REJECT message to the UE including an appropriate reject cause value.

Upon receiving the TRACKING AREA UPDATE REJECT message, the UE shall stop timer T3430 and take corresponding actions depending on the reject cause value received.

Editor's note: The reject cause values as well as the actions the UE takes and the substates of the state EMM-DEREGISTERED (see subclause 5.1.3.2.3) the UE enters as a result of receiving different reject causes are FFS.

5.6
EMM connection management procedures

5.6.1
Service request procedure

5.6.1.1
General

The purpose of the service request procedure is to transfer the EMM mode from EMM-IDLE to EMM-CONNECTED mode and establish the radio and S1 bearers when uplink user data is to be sent.

This procedure is used when:

-
the network has downlink signalling pending; or

-
the UE or the network has user data pending and the UE is in EMM-IDLE mode; or

-
the UE in EMM-CONNECTED mode has uplink user data to be sent and the corresponding user plane radio bearers are not established.

The service request procedure is initiated by the UE, however, for the downlink transfer of signalling or user data in EMM-IDLE mode, the trigger is given by the network by means of the paging procedure (see subclause 5.6.2). 

The service type can take either of the following values: "data" or "paging response". Each of the values shall be selected according to the criteria to initiate the service request procedure.

The UE shall invoke the service request procedure when:

a)
the UE receives a paging request from the network in EMM-IDLE mode. In this case, the service type shall be set to "paging response".

b)
the UE, in EMM-IDLE or EMM-CONNECTED mode, has pending user data to be sent and no radio bearer is established. In this case, the service type shall be set to "data".
c)
the UE is completing the handover phase of an intersystem change from cdma2000 HRPD to E-UTRAN in the process of an optimized handover in active mode as described in TS 23.402 [xx]
Editor's note: Additional criteria for initiating the Service request procedure as well as other values of the service type are FFS.

Editor's note: The interaction of this procedure with other MM procedures is FFS.

5.6.1.2
Service request procedure initiation

The UE initiates the service request procedure by sending a SERVICE REQUEST message to the MME, starts the timer T3417, and enters the state EMM-SERVICE-REQUEST-INITIATED and EMM-CONNECTED mode. The message SERVICE REQUEST shall contain the S-TMSI and the service type.

Upon receipt of the SERVICE REQUEST message, the MME may initiate the authentication procedure.

5.6.1.3
Service request procedure accepted by the network

Upon acceptance of a SERVICE REQUEST message while the MME state for the UE is EMM-REGISTERED-NON-3GPP state, the MME shall enter state EMM-REGISTERED.

Editor’s Note: Behaviour of the MME if the UE in EMM-REGISTERED-NON-3GPP state sends a service type that is not “data” is FFS.
If the SERVICE REQUEST message was sent by the UE in EMM-IDLE mode with service type "data", the indication from the lower layers that the access stratum security is set up shall be treated as a successful completion of the procedure. 
If the SERVICE REQUEST message was sent by the UE in EMM-CONNECTED mode with service type "data", the indication from the lower layers that the user plane radio bearer is set up shall be treated as a successful completion of the procedure.
If the SERVICE REQUEST message was sent by the UE with service type "paging response", the indication from the lower layers that the access stratum security is set up shall be treated as a successful completion of the procedure.

If the SERVICE REQUEST message was sent by the UE with service type "paging response", the network will establish the radio and S1 bearers for all activated EPS bearer contexts if it wants to transfer data.

Upon successful completion of the procedure, the UE shall stop the timer T3417 and enter the EMM-REGISTERED state. 

5.6.1.4
Service request procedure not accepted by the network

If the service request cannot be accepted, the network shall return a SERVICE REJECT message to the UE.

On receipt of the SERVICE REJECT message, the UE shall stop the timer T3417. In addition, the UE shall then take different actions depending on the received reject cause value.
5.6.2
Paging procedure

5.6.2.1
General

The paging procedure is used by the network to request the establishment of a NAS signalling connection to the UE.

Editor's note: the use of the paging procedure for other purposes is FFS.

5.6.2.2
Paging for EPS services through E-UTRAN using S-TMSI
The network shall initiate the paging procedure for EPS services using S-TMSI when NAS signalling messages or user data is pending to be sent to the UE when no NAS signalling connection exists and there is no NAS Tunnelled Signalling Connection between the UE and the MME.

To initiate the procedure the EMM entity in the network requests the lower layer to start paging (see 3GPP TS 36.300 [12], 3GPP TS 36.413 [15]) and starts a timer for this paging procedure. Upon reception of a paging indication, the UE shall respond to the paging with a SERVICE REQUEST message with service type "paging response" (see 3GPP TS 23.401 [4] and 3GPP TS 36.413 [15]).
The network shall stop the timer for the paging procedure when a response is received from the UE.
5.7
Reception of an EMM STATUS message by an EMM entity

The purpose of the sending of the EMM STATUS message is to report at any time certain error conditions detected upon receipt of EMM protocol data. The EMM STATUS message can be sent by both the MME and the UE.

On receipt of an EMM STATUS message no state transition and no specific action shall be taken as seen from the radio interface, i.e. local actions are possible. The local actions to be taken by the MME or the UE on receipt of an EMM STATUS message are implementation dependent.
6
Elementary procedures for EPS session management

6.1
Overview
6.1.1
General

6.1.2
Types of ESM procedures
6.1.3
ESM sublayer states

6.1.3.1
General

In this subclause the possible states of EPS bearer contexts in the UE and on the network side are described. Each EPS bearer context is associated with an individual state. 

Editor's note: For a UE supporting both E-UTRAN and UTRAN/GERAN the relationship between the ESM state machine described in the following subclauses and the SM state machine described in 3GPP TS 24.008 [6] is FFS. 

6.1.3.2
ESM sublayer states in the UE

6.1.3.2.1
BEARER CONTEXT INACTIVE

No EPS bearer context exists.

6.1.3.2.2
BEARER CONTEXT ACTIVE

The EPS bearer context is active in the UE.

Editor's note: The need for an additional state for the activation of a default EPS bearer context is FFS.

Editor's note: It is FFS how the activation of default EPS bearer context(s) between the UE and multiple PDN GWs can be described by this state machine.

Editor's note: It is FFS how to describe the UE initiated EPS bearer resource allocation by this state machine.
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Figure 6.1.3.2.2.1: The bearer context states in the UE (overview)

6.1.3.3
ESM sublayer states in the MME

6.1.3.3.1
BEARER CONTEXT INACTIVE

No EPS bearer context exists.

6.1.3.3.2
BEARER CONTEXT ACTIVE PENDING
The network has initiated an EPS bearer context activation towards the UE.

6.1.3.3.3
BEARER CONTEXT ACTIVE
The EPS bearer context is active in the network.

6.1.3.3.4
BEARER CONTEXT INACTIVE PENDING
The network has initiated an EPS bearer context deactivation towards the UE.

6.1.3.3.5
BEARER CONTEXT MODIFY PENDING
The network has initiated an EPS bearer context modification towards the UE.
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Figure 6.1.3.3.5.1: The bearer context states in the network (overview)

6.1.4
Coordination between ESM and SM
6.2
IP address allocation
6.2.1
General

The UE can configure an IP address during the attach procedure and/or through an IETF-based IP address allocation mechanism once the default bearer is established.

The following IETF-based IP address/prefix allocation methods are specified in this specification:

a)
/64 IPv6 prefix allocation via IPv6 stateless address autoconfiguration;

b)
IPv4 address allocation and IPv4 parameter configuration via DHCPv4;

c)
IPv6 parameter configuration via stateless DHCPv6;

d)
shorter than /64 IPv6 prefix delegation via DHCPv6.

6.2.2
IP address allocation via NAS signalling

If available, the UE shall include the capability of the IP stack associated with the UE (i.e. support of IPv4, IPv6 or IPv4/IPv6) in a PDN address allocation IE. If the UE wants to be allocated an IPv4 address for the default bearer during the attach procedure, the UE shall include a PDN address allocation IE requesting an IPv4 address in the ATTACH REQUEST message or PDN CONNECTIVITY REQUEST message.

If the UE knows that an IPv6 address for the default bearer needs to be configured, the UE shall include, in the ATTACH REQUEST message or PDN CONNECTIVITY REQUEST message, the PDN address allocation IE requesting an IPv6 prefix. 
The UE may also include in the same PDN address allocation IE both the request of an IPv4 address and the indication that it will configure an IPv6 prefix.
If the UE does not request any IP address during the default bearer activation procedure and does not have any information about the capability supported by the IP stack, the PDN address allocation IE will not contain any information. 

Editor's note: It is FFS if in this case the UE shall send an (empty) PDN address allocation IE anyway.

On receipt of the ATTACH REQUEST or PDN CONNECTIVITY REQUEST message sent by the UE, the network when allocating an IP address shall take into account the request received from the UE, UE's IP version capability, UE's subscription data and the policies of the home and visited network. When an IPv4 address is allocated during the default bearer activation procedure, the MME shall include in the ATTACH ACCEPT message or PDN CONNECTIVITY ACCEPT message a PDN address IE with the allocated IPv4 address.
If the PDN address allocation IE includes a request for IPv6 prefix that the UE will perform the IPv6 stateless address autoconfiguration, the MME shall include a PDN address IE with the allocated IPv6 prefix and interface identifier in the ATTACH ACCEPT message or PDN CONNECTIVITY ACCEPT message. The IPv6 prefix shall be ignored by the UE. The interface identifier shall be used to configure the link-local address. The UE shall use the IPv6 prefix received in the Router Advertisement for the stateless IPv6 address configuration. The IPv6 prefix in the PDN address IE and the one in the Router Advertisement shall be the same.
NOTE:
The MME can assign both an IPv4 address and an IPv6 prefix to the same default bearer.
Editor's note: How the static IP address allocation is handled in the UE and in the network is FFS.

6.2.3
IPv6 stateless address allocation

The IPv6 stateless address configuration procedure is defined in IETF RFC 4862 [21]. This subclause provides some specific handling which shall apply in the context of this specification.

After a default bearer has been established, the UE may send a Router Solicitation message to trigger the network to send a Router Advertisement (see IETF RFC 4861 [20]). The PDN GW (or the Serving GW if S5-PMIP reference point is used) shall periodically send Router Advertisement messages as soon as the default bearer has been established.

Editor's note: The timers used by the UE to send the Router Solicitation messages and by the network to send the Router Advertisement messages are FFS.

To indicate to the MS that stateless address autoconfiguration shall be performed, the Router Advertisement shall have the M flag ("Managed Address Configuration" flag) cleared. The O flag ("Other Configuration" flag) may be set if additional parameters can be provided via DHCPv6 (see subclause 6.2.5).

One prefix is included in the Router Advertisement. The Prefix Information Option which contains the prefixes shall have the A flag ("Autonomous Address-Configuration" flag) set and the L flag ("On-Link" flag) cleared.

Editor's note: It is FFS if more than one prefix can be included in the Router Advertisement.

Editor's note: The lifetime of the prefix included in the Router Advertisement is FFS.

When creating a global IPv6 address, the UE may use any interface identifier. There is no restriction on the value of the interface identifier, since the prefixes are uniquely allocated to the UE. As the PDN GW guarantees that the prefixes in the Router Advertisements are unique, the UE shall not perform the Duplicate Address Detection procedure.

6.2.4
IPv4 address allocation via DHCPv4

If the UE wants to configure the IPv4 address and additional IPv4 parameters that were not provided during the attach procedure (e.g. the DNS server address), the UE shall send a DHCPDISCOVER message and use DHCPv4 as specified in IETF RFC 2131 [16]. 

Editor's note: The type of identifier used by the UE in the DHCP protocol (e.g. client identifier) is FFS. 

If the IPv4 address was provided during the attach procedure and the UE needs additional parameters which were not provided, the UE shall use DHCPv4 for configuring the remaining additional IPv4 parameters.

The PDN GW shall reply with the options requested by the UE. 

Editor's note: It is FFS if the PDN GW acts as DHCPv4 Relay or DHCPv4 server.

The UE may use the Rapid Commit option as specified in IETF RFC 4039 [19]. If the DHCPv4 server supports the option and is configured to use it, a two message exchange is executed. If the UE sends a DHCPDISCOVER with the Rapid Commit option but this is not accepted by the DHCPv4 server, the rules specified in IETF RFC 2131 [16] shall be followed.

6.2.5
IPv6 parameter configuration via stateless DHCPv6

If the O flag ("Other Configuration" flag) is set in the Router Advertisement (see IETF RFC 4861 [20]) and the UE needs to configure additional IP parameters (e.g. the DNS server address) that were not provided during the attach procedure or the IPv6 address allocation procedure, the UE shall send a DHCPv6 Information-Request message including the options it wishes to receive, as specified in IETF RFC 3736 [18].

The PDN GW shall reply with the options requested by the UE. Any interaction between the PDN GW and any external DHCPv6 server are specified in 3GPP TR 29.804 [9].

Editor's note: The details of this procedure when S5-PMIP is used are FFS.
6.2.6
IPv6 prefix delegation via DHCPv6

At any time, after the establishment of the default bearer and the IP address allocation procedure described in subclauses 6.2.2, 6.2.3 and 6.2.4 , based on operator's policy, the UE may request and be provided with additional /64 or shorter prefixes. Prefix delegation shall be performed using DHCPv6 as defined in IETF RFC 3633 [17].

The UE shall act as requesting router as defined in IETF RFC 3633 [17]. If S5-GTP is used, the PDN GW shall act as delegating router as specified in IETF RFC 3633 [17]; if S5-PMIP is used, the Serving GW shall act as delegating router.

Editor's note: it is FFS if an additional PDN connection is established for the delegated prefix.

6.3
General on elementary ESM procedures
Unless explicitly stated otherwise, the procedures described in the following subclauses can be executed only whilst a NAS signalling connection exists between the UE and the MME.
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