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1. Introduction
The TS is missing discussion of the possibility of using the Key Management Mobility Capability (K) bit in the Binding Update and Acknowledgement. Use of the K bit can be used to optimize and minimize IKE SA updates at handover. 
2. Reason for Change
MIPv6 [RFC 3775] [RFC4877] and the DSMIPv6 draft provides a mechanism that avoids having to rerun  IKE (ie. IKE phase 1 connection) by means of the “K” bit.  It provides the means to update the IKE SA peer using the MIPv6 signalling which occurs at each handover
Cut from RFC 4877
The mobile node establishes the IKE SA with the home agent using its primary care-of address.  The IKE SA endpoints are updated on the home agent when it receives the Binding Update from the mobile node's new care-of address and on the mobile node when it sends the Binding Update to the home agent or when it receives the Binding acknowledgement sent by the home agent.  This capability to change  IKE endpoints is indicated through setting the Key Management Capability (K) flag [2] in the Binding Update and Binding Acknowledgement messages.

Cut from RFC 3775
   Key Management Mobility Capability (K)

If this bit is cleared, the protocol used for establishing the IPsec security associations between the mobile node and the home  agent does not survive movements.  It may then have to be rerun. (Note that the IPsec security associations themselves are expected  to survive movements.)  If manual IPsec configuration is used, the  bit MUST be cleared.

A mobile node includes the bit to indicate to the HA that it has the capability to update the IKE SA to the new endpoint (ie. the new CoA). A HA supporting this responds by updating the  IKE phase 1 SA to include the mobile node’s care-of address as the peer address and sets the “K” bit in the Binding Acknowledgement.
Without the “K” bit  it would be required to run IKE each time a mobile node  handovers to update the phase 1 connection SA.
3. Conclusions

Introduce discussion in the TS 24.303 that is inline with MIPv6 and DSMIPv6 such that it is possible to avoid re-running IKE SA in mobility cases (i.e.   change of CoA)
4. Proposal

It is proposed to agree to the following changes to 3GPP TS 24.303 v0.2.1.
* * * First Change * * * *

    5.2.2
UE procedures

Following a change of access, the UE configures a new IP address on the target access system. The details of IP address configuration can be access specific. 

Editor's note: It is FFS how the UE detects a movement. It is FFS how the IP address can be configured while in the source access system (i.e. optimized handover).

If the access network supports IPv6, as soon as the UE has configured a new IPv6 address, it shall send a Binding Update to the HA including the newly configured IP address as the care-of address. The UE shall always include the IPv6 home address in the Binding Update as specified in IETF RFC 3775 [6]. 

Editor's note: It is FFS if the Alternate Care-of Address option can be used in the Binding Update.

If the IPv6 prefix assigned to the UE in the target access network and the DSMIPv6 home network prefix are the same, the UE shall send a Binding Update with the Lifetime field set to 0 in order to remove the binding at the home agent, as specified in IETF RFC 3775 [6]. The UE may preserve the IKEv2 session in order to avoid re-establishing the session when the next handover occurs. If there is not a safe assumption that the UE will remain in the home link (e.g. switching off the non-3GPP radio interface in case of a dual radio terminal), the UE should preserve the IKEv2 session.

If the UE has been assigned also an IPv4 home address and wants to update also the binding for it, it shall include the IPv4 Home Address option including the assigned IPv4 home address. 

If the UE does not have an IPv4 home address but wants to configure one, it shall include the IPv4 Home Address option with the unspecified address. 

If the access network supports only IPv4, as soon as the UE has configured a new IPv4 care-of address, the UE shall send a Binding Update tunnelled in UDP as specified in draft-ietf-mip6-nemo-v4traversal [2].
Independent of an IPv6 or IPv4 access network if the UE wants the IKE security assocation to survive mobility (i.e. a change of CoA) it shall set the Key Management Capability (K) bit in the Binding Update message. 
* * * Next Change * * * *

5.2.3
HA procedures

When the HA receives a Binding Update from the UE, it shall update the Binding Cache entry related to the home address included in the Binding Update.

If the Binding Update is an IPv6 packet, the HA shall update the Binding Cache entry with the care-of address is in the Source Address of the IPv6 header. 

If the Binding Update outer header is an IPv4 header, the HA shall update the Binding Cache entry with the care-of address in the IPv4 Care-of Address option. 

If in the received Binding Acknowledgment the IPv4 care-of address in the IPv4 Care-of Address option is not the same as the IPv4 address in the Source Address in the outer IPv4 header then a NAT was in the path. This information shall be included in the Binding Acknowledgement within a NAT Detection option with the F bit set.

The HA shall send the Binding Acknowledgement message over UDP over IPv4, if the Binding Update message is received over UDP over IPv4.

If the Binding Update contains an IPv4 Home Address option with an IPv4 home address previously assigned, the HA shall update also the Binding Cache entry related to the IPv4 home address to the UE. In any case, the Binding Acknowledge shall always contain the IPv6 home address of the UE in the routing header.

If the Binding Update contains an IPv4 Home Address option with the unspecified IPv4 address, the HA shall assign an IPv4 home address to the UE, including an IPv4 Address Acknowledgement option in the Binding Acknowledgement message. In any case, the Binding Acknowledge shall always contain the IPv6 home address of the UE in the routing header.
If the Key Management Mobility Capability (K) bit is set in the Binding Update and the home agent supports the feature, the home agent updates its IKE security associations to include the UE’s care-of address as the peer address and the Binding Acknowledgement is returned with the K bit set.
If the Lifetime field in the Binding Update is set to 0, the HA shall process the message based on IETF RFC 3775 [6], removing the associated Binding Cache entry and sending the Binding Acknowledge message with the Status field set to 0 (Binding Update accepted).
* * * End of Change * * * *
