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Abstract of the contribution: This contribution proposes adding a clarification for user identification being used when UE access EPC via S2c reference point for inclusion in the TS 24.303 and identifies the associated impacts to the EPS. 

1
Introduction
As specified in TS 23.402, in order to support network-based and client-based mobility related services from the evolved packet core, the NAI RFC 4282 based user identification as defined in TS 23.003 shall be used by the network and mobility clients. The username part of NAI shall be based on IMSI. This applies to S2a, S2b and S2c reference points.
2 Reason for Change
2.1 UE Identity in IKEv2
According to RFC4877, the UE always includes its identity in the IDi payload in the IKE_AUTH exchange. The UE could use the following different types of identities to identify itself to the HA, including Home address, FQDN and RFC 822 identifier. 
2.2 Bootstrapping Procedure
The following is the bootstrapping procedure as defined in TS 33.xyz:

As soon as the UE has discovered the PDN GW address, it establishes an IPsec Security Association with the HA itself through IKEv2 as per RFC4877. The IKEv2 MN to HA authentication is performed using Extensible Authentication Protocol (EAP).

First, the UE starts an IKEv2 exchange with the PDN GW by exchanging an IKE_SA_INIT. In this phase the PDN GW and UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie-Hellman exchange

Then the UE sends the user identity (in the IDi payload) and the PDN identifier (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE identity shall be NAI as per RFC4282. The username part of the NAI contains the IMSI, which can be used for the HA to identify the UE previous binding cache if there is one. 

Upon receiving the IKE_AUTH, the PDN GW sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the user identity. The message is routed towards the proper 3GPP hAAA Server based on the realm part of the NAI. The PDN GW shall include a parameter indicating that the authentication is being performed for DS-MIPv6 security. 

Based on the identity received, the 3GPP AAA server selects an Authentication Vector (RAND, AUTN, CK, IK, XRES) for the UE. The 3GPP AAA Server then initiates the authentication challenge by sending the EAP-Request/AKA-Challenge containing RAND and AUTN as described by RFC 4187. The user identity is not requested again, as in a normal authentication process, because there is the certainty that the user identity received in the EAP Identity Response message has not been modified or replaced by any intermediate node. The reason is that the user identity was received via an IKEv2 secure channel which can only be decrypted and authenticated by the end points (the PDN GW and the UE).

3 Conclusions

The UE must use the IMSI based NAI at DSMIP bootstrapping procedure at IKE phase.
4 Proposal 

Based on the analysis in the previous section, the following changes are proposed against TR 24.303.
******** Start Changes ***********
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******** Next Changes ***********

4.2
Identities

The user identification used at DSMIP bootstrapping procedure, shall be either the root NAI, or the decorated NAI as defined in 3GPP TS 23.003 [x].

******** End of the changes ********















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































3GPP

SA WG2 TD


