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Abstract: the NW initiated detach procedure is described and proposed for inclusion in TS 24.303.
1. Discussion

1.1 Stage 2 Status
NW initiated detach procedure is currently not included in TS 24.303. In TS 23.402 such a procedure is described based on a trigger at HSS/AAA server and realized by AAA signalling to the PDN GW; from there an explicit detach message may be sent to the UE. Alternatively an implicit detach handling can be done. 
1.2 Explicit and Implicit Detach

Regarding explicit versus implicit detachment, we think that for the benefit of clear state synchronization between UE and NW the explicit detach should always be performed, when possible. With implicit detach the UE would only detect indirectly that the communication is no longer possible, which is a disadvantage. It is not clear under which conditions an implicit detach could eventually happen. Stage 2 mentions a situation where the network presumes that it is not able to communicate with the UE, e.g. due to radio conditions. According to the message flow fig. 6.5.3-1 this decision would have to occur at the PDN GW. Yet, it is unclear from where the PDN GW could receive or how it could derive such knowledge. 
The case of loss of the explicit detach message to the UE is somewhere between implicit and explicit detachment; the behaviour should also be appropriate, and access to the PDN via PDN GW should be blocked. The exact timing is currently open, as the specification [1] is not finalized in this respect.  

1.3 Signaling between PDN GW and UE

The alternatives for signalling between PDN GW and UE are currently: 

1) binding revocation according to draft-muhanna-mip6-binding-revocation-02.txt

2) Home Agent switch indication according to RFC 5142

We believe that option 1) is preferable, because its function is exactly designed for the case, and it is also already used for the PMIPv6 case. Note: some more detailing is still necessary for this IETF draft (e.g. the exact relation between message exchange and blocking of traffic by the HA).
With option 2) the HA switch message should always provide the alternative HA address. If the alternative HA is omitted, the MN assumes that it should establish a binding with the HA that sent the HA switch message. This is not really suitable here.
The A bit in a binding revocation message indicates if an acknowledgement is requested from the UE. But the current specification text already indicates that the UE initiated detachment must happen; this can be seen as a form of acknowledgement, and there is no need for a separate one.
1.4 Potential Optimization for Multiple PDN Connectivity via the same PDN GW 

The stage 2 detachment procedure is described to be repeated for every PDN connection of a UE. Currently, there is no optimization foreseen for the case that a UE has multiple PDN connectivity via the same PDN GW. On the other hand, there is no complete understanding of the case; e.g. FFSs exist in section 6.8 and 7.6 of TS 23.402. Till now the question persists if there would exist separate logical HAs (per PDN), or only one HA in such a PDN GW.  

However, the arrangement of security associations/IKEv2 sessions depends on their mode of creation; the separate handling is anyway to be supported as well. Therefore we leave this issue FFS in this contribution.  
Note: using implementation option 1) it is no problem to include multiple bindings in one binding revocation message. 
2. Proposal

The following content is proposed for TS 24.303:
**** Start 1st change ****

5.3.1
General

The DSMIPv6 detach is performed by the UE to close the DSMIPv6 session and the respective IKEv2 session or by the network to inform the UE that it does not have access to a specific PDN through DSMIPv6 any longer. After the DSMIPv6 detach procedure, the UE still has IP connectivity provided by the access network.

There are two explicit detach procedures:

-
UE-initiated detach procedure: in this case the UE performs a DSMIPv6 de-registration with the HA and closes the IKEv2 session.

-
NW-initiated detach procedure: in this case the HA informs the UE that the DSMIPv6 binding is no more valid. The UE-initiated detach procedure shall then take place.

5.3.2
UE procedures

5.3.2.1
Network-initiated detach


The UE receives a Binding Revocation message according to [xx] from the HA. It triggers immediately the UE-initiated detach procedure.
5.3.2.2
UE-initiated detach

To detach from a specific PDN to which it is connected through a DSMIPv6 session, the UE shall send a Binding Update with the Lifetime field set to 0 as specified in IETF RFC 3775 [6].

The UE shall use the procedures defined in the IKEv2 protocol in IETF RFC 4306 [14] to remove the IPsec security associations associated with the DSMIPv6 registration. The UE shall close the security associations associated with the DSMIPv6 registration and instruct the home agent to do the same by sending the INFORMATIONAL request message including a DELETE payload. The Protocol ID in the DELETE payload shall be set to "1" (IKE) to indicate that all IPsec ESP security associations that were negotiated within the IKEv2 exchange shall be deleted.

5.3.3
HA procedures

5.3.3.1
Network-initiated detach


As soon as it receives a trigger for network-initiated detach procedure [yy] the home agent shall send a Binding Revocation message according to [xx] to the UE. The message contains the home address, corresponding to the PDN connection which shall be removed. The A bit is set to 0. The HA expects now the UE-initiated detachment procedure. 
Editor's note: It is FFS if a timer is used by the HA to wait for the UE de-registration.
Editor's note: It is FFS under which conditions the HA can know that the UE is not able to receive a Binding Revocation message and thus detaches the UE implicitly.
5.3.3.2
UE-initiated detach

When the HA receives a Binding Update with the Lifetime field set to 0, it shall delete any existing entry for the home address included in the Binding Update. Then the HA shall send a Binding Acknowledgement as specified in IETF RFC 3775 [6].

On receipt of the INFORMATIONAL request message including a DELETE payload indicating that the UE is deleting the IPsec security associations associated with the DSMIPv6 registration, the HA shall close the IKE security association, and all IPsec ESP security associations that were negotiated within it towards the UE.

**** End 1st change ****
**** Start 2nd change ****
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