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1. Introduction

This contribution adds Authentication Request, Authentication Response, Authentication reject and Authentication failure message definitions to Sub-Clause 8.2 “EPS mobility management messages” of 24.301 v0.1.0.
2. Reason for Change

New message definitions
3. Conclusions

-

4. Proposal

Accept for next version of 24.301.
* * * Begin Change * * * *

8.2.9
Authentication reject

This message is sent by the network to the UE to indicate that the authentication procedure has failed and that the UE shall abort all activities. 

Message type:
AUTHENTICATION REJECT

Significance:

dual

Direction:


network to UE
Table 8.2.9/3GPP TS 24.301: AUTHENTICATION REJECT message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
	M
	V
	1/2

	
	
	9.2
	
	
	

	
	Skip indicator
	Skip indicator
	M
	V
	1/2

	
	
	9.3
	
	
	

	
	Message type
	message type 
	M
	V
	1

	
	
	9.4
	
	
	

	
	NAS message sequence number for downlink
	FFS
	M
	FFS
	FFS

	
	Authentication reject cause code
	FFS
	M
	V
	1

	
	
	
	
	
	


8.2.10 Authentication request
8.2.10.1 Message Definition
This message is sent by the network to the UE to initiate authentication of the UE identity. 

Message type:
AUTHENTICATION REQUEST

Significance:

dual

Direction:


network to UE
Table 8.2.10.1: AUTHENTICATION REQUEST message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
	M
	V
	1/2

	
	
	9.2
	
	
	

	
	Skip indicator
	Skip indicator
	M
	V
	1/2

	
	
	9.3
	
	
	

	
	message type
	message type  
	M
	V
	1

	
	
	9.4
	
	
	

	
	security algorithms
	Security algorithms 
9.5.3.3.1
	M
	TLV
	

	
	Key set ID ASME
	KSIASME
	M
	
	

	
	
	
	
	
	

	
	RAND (EPS, UMTS, GSM challenge)
	RAND
9.5.3.3.4
	M
	V
	16

	20
	Network to UE Authentication
	Authentication Parameter AUTN
	O
	TLV
	18

	
	 Expected result AUTN
	9.5.3.3.2
	
	
	

	
	UE to Network Authentication Expected result RES
	Authentication Response parameter  9.5.3.3.3
	
	
	

	
	NAS message sequence
	FFS
	M
	FFS
	FFS

	
	Number for downlink
	
	
	
	

	
	NAS Message Authentication Code
	NAS_MAC
	M
	FFS
	FFS

	
	
	
	
	
	


8.2.10.2
AUTN

This IE shall be present if and only if the authentication challenge is a UMTS or EPS authentication challenge. The presence or absence of this IE defines, in the case of its absence, a GSM authentication challenge or, in the case of its presence, a UMTS or EPS authentication challenge.

The UE shall ignore the IE if a SIM is inserted in the UE.

In an EPS, the UE shall reject the AUTHENTICATION REQUEST message as specified in subclause 8.2.10 if this IE is not present and a USIM is inserted in the UE.
8.2.11
Authentication response
8.2.11.1 Message Definition
This message is sent by the UE to the network to deliver a calculated authentication response to the network. See table 9.2.4/3GPP TS 24.008.

Message type:
AUTHENTICATION RESPONSE

Significance:

dual

Direction:


UE to network

Table 8.2.11/3GPP TS 24.301: AUTHENTICATION RESPONSE message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Mobility management
	Protocol discriminator
	M
	V
	1/2

	
	protocol discriminator
	9.2
	
	
	

	
	Skip Indicator
	Skip Indicator
	M
	V
	1/2

	
	
	9.3
	
	
	

	
	Authentication Response
	Message type
	M
	V
	1

	
	message type
	9.4
	
	
	

	
	Authentication Response
	Auth. Response parameter 
	M
	V
	4

	
	parameter 
	8.2.11.1
	
	
	

	21
	Authentication Response
	Auth. Response parameter
	O
	TLV
	3-14

	
	Parameter (extension)
	8.2.11.2
	
	
	


8.2.11.2
Authentication Response Parameter

This IE contains the SRES, if it was a GSM authentication challenge, or the RES (all or just the 4 most significant octets of) if it was a UMTS or EPS authentication challenge (see also subclause 9.2.3.2).

8.2.11.3
Authentication Response Parameter (extension)

This IE shall be included if and only if the authentication challenge was a UMTS or EPS authentication challenge and the RES parameter is greater than 4 octets in length. It shall contain the least significant remaining bits of the RES (the four most significant octets shall be sent in the Authentication Response Parameter IE (see subclause 8.2.11.1))

This IE shall not be included if a SIM is inserted in the UE.

8.2.12
Authentication Failure 

8.2.12.1 Message Definition

This message is sent by the UE to the network to indicate that authentication of the network has failed. See table 9.2.4a/3GPP TS 24.008.

Message type:
AUTHENTICATION FAILURE

Significance:

dual

Direction:


UE to network

Table 8.2.12/3GPP TS 24.301: AUTHENTICATION FAILURE message content

	IEI
	Information element
	Type/Reference
	Presence
	Format
	Length

	
	Mobility management
	Protocol discriminator
	M
	V
	1/2

	
	Protocol discriminator
	9.2
	
	
	

	
	Skip Indicator
	Skip Indicator
	M
	V
	1/2

	
	
	9.3
	
	
	

	
	Authentication Failure
	Message type
	M
	V
	1

	
	Message type
	9.4
	
	
	

	
	Reject Cause


	Reject Cause

x.x.x.x
	M
	V
	1

	22
	Authentication Failure parameter
	Authentication Failure parameter
	O
	TLV
	16

	
	
	8.2.12.1
	
	
	


8.2.12.2
Authentication Failure parameter

This IE shall be sent if and only if the reject cause was "Synch failure". It shall include the response to the authentication challenge from the USIM, which is made up of the AUTS parameter (see 3GPP TS 33.102 [5a]).

* * * End Change * * * *
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