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1. Introduction

Text changes to TS 24.301 sub-clause 5.4.2 “Authentication and security mode procedures”.
2. Reason for Change

Changes are proposed to correct grammar, and add detail for completeness and clarity.
3. Conclusions

4. Proposal

Accept for next version of 24.301

* * * Begin Change * * * *

5.4.2
Authentication and security mode procedure 

5.4.2.1
Authentication and key agreement

5.4.2.1.1
General

The purpose of the EPS authentication and key agreement (AKA) procedure is to provide mutual authentication between the user and the network (see 3GPP TS 33.abc [11]). The cases when the EPS AKA procedure should be used are defined in 3GPP TS 33.abc [11].

The EPS AKA procedure is always initiated and controlled by the network. However,  the UE can reject the EPS authentication challenge sent by the network.

The UE shall only support the EPS authentication challenge if a USIM is present.

An EPS security context is established in the UE and the network using an authentication procedure, when an EPS authentication challenge is successfully performed. After a successful EPS authentication, the the CK and IK keys are computed.  CK and IK are then used as key material to compute a new key, KASME. KASME is the root for the EPS integrity and ciphering key hierarchy which is stored in both the network and the UE.

5.4.2.1.2
Authentication initiation by the network

The network initiates an authentication procedure by sending an AUTHENTICATION REQUEST message to the UE and starting the timer T3460. The AUTHENTICATION REQUEST message contains the information elements necessary to calculate the authentication response.(see 3GPP TS 33.abc [11]). The AUTHENTICATION REQUEST message also contains a key set identifier used  to identify the KASME. 
5.4.2.1.3
Authentication response by the UE

The UE shall be able to respond to an AUTHENTICATION REQUEST message at any time a NAS signalling connection exists. With the exception of the cases described in subclause 5.4.2.1.6, the UE shall process the authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.

Upon a successful  EPS authentication challenge, the new KASME calculated from the authentication challenge data, and the resulting keys derived from KASME, shall overwrite the previous key hierarchy.

The USIM will compute  the authentication response (RES) using the authentication challenge data passed through  the ME. The USIM will calculate an authentication response (RES), and pass RES to the ME.
Editor's note: It is FFS how to avoid synchronisation failure during the authentication procedure.

5.4.2.1.4
Authentication completion by the network

5.4.2.1.4.1
Authentication response received by the network

Upon receipt of an AUTHENTICATION RESPONSE message, the network stops the timer T3460 and checks the correctness of RES (see 3GPP TS 33.abc [11]).

Upon receipt of an AUTHENTICATION FAILURE message, the network stops the timer T3460. In the Synch failure case, the core network may renegotiate with the HSS/AuC and provide the UE with new authentication parameters.

5.4.2.1.4.2
EPS key identification

The security parameters for authentication, integrity and ciphering are tied together in a hierarchy. In an EPS authentication challenge, from a challenge parameter RAND supplied by the HSS, the authentication response parameter RES and the root key of the hierarchy KASME can be computed by the UE.  KASME is computed using from CK and IK during the AKA procedure.   CK and IK  are computed using the secret key (K) and other authentication parameters,  associated with the UE’s IMSI in the HSS. Secret key (K) is known only to the HSS and USIM.  KASME is also computed by the HSS and delivered to the trusted MME. In addition, a UMTS ciphering key, a UMTS integrity key and a GSM ciphering key can be computed from the KASME using a conversion function.

In order to enable the start of ciphering and integrity protection of NAS signalling content withoutexecuting a new authentication procedure, the Key Set Identifier  (KSI) parameter is introduced. A KSI identifying the effective key set hierarchy is assigned by the network and passed in an IE along with the KASME via an AUTHENTICATION REQUEST message to the UE. 
If an authentication procedure has been completed successfully and an existing KSI is stored in the network, the network shall include a different KSI in the AUTHENTICATION REQUEST message when it initiates a new authentication procedure.

The UE stores the KSIASME along with the KASME, the EPS NAS ciphering key and the EPS NAS integrity key. In the initial NAS message the UE echoes the effective KSI value back to the network 
When  a KSI is invalidated, the associated KASME, EPS NAS ciphering key and the EPS NAS integrity key shall also be invalid (i.e. the EPS NAS security context associated with the KSI is no longer valid).

In S1 mode, NAS signaling message ciphering at the MME starts after receiving the NAS authentication response message (assuming successful authentication). 

NAS message ciphering at the UE starts after the UE sends the NAS Authentication response message (TS 33.102[4]).

NOTE:
In some specifications the term ciphering key sequence number might be used instead of the term Key Set Identifier (KSI).

5.4.2.1.5
Authentication not accepted by the network

If the the Authentication response returned by the UE is not valid, the network may respond depending upon  theidentification type used by the UE:

-
the GUTI was used;

-
the IMSI was used.

If the GUTI was used during authentication, the network may initiate an identification procedure. If during the identification procedure the IMSI given by the UE differs from the IMSI the network had associated with the GUTI, the authentication should be restarted with the correct parameters. If during the authentication the UE identified itself using an IMSI and the IMSI provided by the UE is the same as the IMSI stored in the network(i.e. authentication has really failed), the network should proceed as described below.

If the IMSI was used for identification during the authentication procedure, or the network decides not to initiate the identification procedure after an unsuccessful authentication procedure, an AUTHENTICATION REJECT message should be sent from the network to the UE.

Upon receipt of an AUTHENTICATION REJECT message, the UE shall set the update status in the USIM to EU3 ROAMING NOT ALLOWED, delete from the USIM the stored GUTI, TAI list, last visited registered TAI and KSIASME. The USIM shall be considered invalid until power cycling the UE or the UICC containing the USIM is replaced.

If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any EMM signalling procedure, stop any of the timers T3410, 3417 or T3430 (if running) and enter state EMM-DEREGISTERED.

5.4.2.1.6
Authentication not accepted by the UE

In an EPS authentication challenge, theUE should check the authenticity of the core network via the AUTN parameter received in the Authentication request message. This enables the UE to detect a false network.

During an EPS authentication challenge, the UE may reject the core network based on an incorrect AUTN parameter (see 3GPP TS 33.102 [10]). This parameter contains two possible causes for authentication failure:

a)
MAC code failure:


If the UE finds the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send an AUTHENTICATION FAILURE message to the network with the reject cause 'MAC failure'. The UE shall then follow the procedure described in subclause tbd.

Editor's note: It is FFS in which subclause this procedure referred to in the above paragraph will be described.

b)
SQN failure:


If the UE finds the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send an AUTHENTICATION FAILURE message to the network with the reject cause 'Synch failure' and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [10]). The UE shall then follow the procedure described in subclause tbd.

Editor's note: It is FFS in which subclause this procedure referred to in the above paragraph will be described.

A UE with a USIM shall reject the authentication challenge if no Authentication Parameter AUTN IE was present in the AUTHENTICATION REQUEST message (i.e. a GSM authentication challenge has been received when the UE expects an EPS authentication challenge). In this case, the UE shall send the AUTHENTICATION FAILURE message to the network with the reject cause "GSM authentication unacceptable". The UE shall then follow the procedure described in subclause tbd.

Editor's note: It is FFS in which subclause this procedure referred to in the above paragraph will be described.

If the UE returns an AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3418, if running.








* * * END Change * * * *











































�This has to say that Kasme is derived from the CK/IK pair. CK/IK are in turn derived from the K and other authentication parameters.
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