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Introduction

CT1#51bis Athens raised an issue on the number of MAC and SN when several NAS messages are transported in one step using piggybacking ESM messages in the EMM messages eg on attach procedure or concatenation:

· Alternative 1: separate MAC and SN for the EMM message and for each ESM message

· Alternative 2: just 1 MAC and 1 SN for the whole NAS message

First, this contribution presents both alternatives and compares them in terms of complexity and in the case when the NAS messages have to be retransmitted.

Finally, this contribution proposes to agree on alternative 2 and provides a text proposal for inclusion in 3GPP TS 24.301 explaining the general behaviour for the simultaneous transport of several NAS messages (considering piggybacking and concatenation) about MAC and SN inclusion and clarifies some EMM and ESM messages contents.

Discussion
The discussion below tries to compare both alternatives as earlier introduced.

Alternative 1: separate MAC and SN for the EMM message and for each ESM message

Figure below propose an overview of the NAS layer in the case when separate MAC and SN for the EMM message and for each ESM message (so called alternative 1) is used:


[image: image1]
Figure 1: Functional view of the NAS layer in the UE and MME – alternative 1

Using alternative 1 implies:

· EMM and ESM layer shall handle their respective Sequence Numbers independently each other

· EMM and ESM layer shall handle integrity protection (checking) of their respective messages independently each other

· (Piggybacking case) In the uplink, eg on attach procedure, the integrity protected  ESM message is piggybacked in the EMM message. The global EMM message is then integrity protected . So, the ESM part of the EMM message is integrity protected twice
· (Concatenation case) In the uplink, each EMM message or ESM message shall be integrity protected, implying multiple invocations to the integrity protection function for the same NAS message
· (Piggybacking case) In the downlink, the integrity check is performed first on the global EMM message. Then, the ESM part of the message is passed onto the ESM layer which does another integrity checking. So, the ESM part of the EMM message requires integrity checking twice
· (Concatenation case) In the downlink, adhoc error handling should be supported for eg the case when integrity checking succeeds for an EMM/ESM message and integrity checking failed for another EMM/ESM message

· In case the NAS message needs to be retransmitted for any reason, as both EMM Sequence Number and ESM Sequence Number need to be changed, the EMM layer shall have to wait for the ESM layer to process with a new ESM Sequence Numbering hence implying a synchronization between both layers before retransmitting the NAS message

Alternative 2: just 1 MAC and 1 SN for the EMM message

Figure below propose an overview of the NAS layer when just 1 MAC and 1 SN for the EMM message (so called alternative 2) is used:
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Figure 2: Functional view of the NAS layer in the UE and MME – alternative 2

Using alternative 2:

· An independent layer within NAS shall handle the Sequence Numbers for any NAS message

· An independent layer within NAS shall handle the integrity protection (checking) for any NAS message

· (Piggybacking case) In the uplink, eg on attach procedure, the ESM message is piggybacked in the EMM message before being integrity protected. So, the EMM message and its ESM part are integrity protected once in one step
· (Concatenation case) In the uplink, the integrity protection is performed once on the global NAS message
· (Piggybacking & concatenation cases) In the downlink, the integrity check is performed once on the global EMM message. Then, the integrity checked ESM part of the EMM message is passed onto the ESM
· In case the NAS message needs to be retransmitted for any reason, the global NAS Sequence Number needs to be changed. This process is handled below ESM and EMM layers and in a transparent manner for these layers.
Conclusion

The table below summarizes the differences between both alternatives:

	
	Alternative 1
	Alternative 2

	SN handling, IP handling
	x) ESM layer
x) EMM layer
	x) independent layer within NAS

	Piggybacking in UL
	xx) ESM part IPed twice
x) EMM message IPed
	x) global NAS message IPed

	Concatenation in UL
	x) ESM message IPed

x) EMM message IPed
	x) global NAS message IPed

	Piggybacking in DL
	xx) ESM part ICed twice
xx) EMM message ICed
	x) global NAS message ICed

	Concatenation in DL
	x) adhoc error handling for the case when ICing fails for one NAS message but ICing succeeds for another message 
	-) no such adhoc error handling as in alternative 1

	Retransmission (UL)
	x) synchronization between EMM and ESM layers due to SN change and MAC change if IPing to be applied to SN
	-) no such synchronization mechanism due to SN change as in alternative 1


IPed means Integrity Protected; ICed (resp. ICing) means Integrity Checked (resp. Integrity Checking). It is highlighted the additional processings required by alternative 1.
The complexity of alternative 1 is increased due to independent Sequence Number handling and independent integrity protecting in each layer (ESM and EMM layers) compared to alternative 2 where one dedicated layer within NAS layer handles Sequence Numbering and integrity protection.
Currently, only one use case of ESM messages piggybacked in EMM message exists ie attach procedure. So, the complexity introduced by separate MAC and SN information for each EMM or ESM message is not worth. Moreover, as there is only one NAS security association at one time between the UE and MME to be used for any EMM message or ESM message, in the case when concatenation is used, there is no use performing integrity protection/checking multiple times on several parts of the whole NAS message. 
So, we propose to adopt alternative 2.

Proposal: Just one MAC and one SN for the whole NAS  message.

Proposal

We suggest that CT1 discusses and agrees on the proposal above. A text proposal to 3GPP TS 24.301 is appended to this paper, introducing a general behaviour as for simultaneous transport of several NAS messages and amending the ESM and EMM messages accordingly, based on discussion above.

First change

4.x
Simultaneous transport of several NAS messages
When several EMM messages and/or ESM messages need to be transported in one step typically in the case of linked ESM and EMM procedures eg the ESM default EPS bearer context activation procedure and the EMM attach procedure, there shall be one single Sequence Number IE and one single Message Authentication Code IE for the NAS message. 
An EMM message can piggyback an ESM message ie an ESM container IE exists in the EMM message.
A NAS message can be either:

· an EMM message or an ESM message; or
· a concatenation of one or multiple EMM message(s) and/or one or multiple ESM message(s).
The figure as follows provides a functional view of the NAS layer in particular it shows the NAS message handler entity within the NAS layer and located below the EMM layer. 


[image: image3]
Figure 4.x.1: Functional view of the NAS layer in the UE and MME

On reception of a NAS message for uplink transmission, the NAS message handler entity adds a Sequence Number IE to the NAS message and then applies integrity protection to the NAS message if integrity protection has to be applied.
   Editor’s note: It is FFS whether the MAC should provide integrity protection for the SN too.
On reception of a NAS message from lower layer, the NAS message handler entity performs the integrity checking of the NAS message if the message was integrity protected and removes the Message Authentication Code IE. It then removes the Sequence Number IE from the resulted NAS message.

Second change

8.3.1
Activate default EPS bearer context request

This message is sent by the network to the UE to request activation of a default EPS bearer context. See table 8.3.1.1.

Message type:
ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
Significance:

dual
Direction:


network to UE
Table 8.3.1.1: ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity
	EPS bearer identity

	M
	FFS
	FFS

	
	Activate default EPS bearer context request message identity
	Message type


	M
	V
	1

	
	Procedure transaction identifier
	Procedure transaction identifier

	M (FFS)
	FFS
	FFS

	FFS
	PDN address
	PDN address information


	O
	FFS
	FFS

	FFS
	Access point name
	Access point name

TS 24.008 / 10.5.6.1
	O
	TLV
	3-102

	FFS
	Uplink TFT
	Traffic Flow Template

TS 24.008 / 10.5.6.1
	O
	TLV
	3-257

	FFS
	Negotiated QoS
	Quality of service

TS 24.008 / 10.5.6.5
	O
	TLV
	14-18

	FFS
	Negotiated LLC SAPI
	LLC service access point identifier
TS 24.008 / 10.5.6.9
	O
	TV
	2

	FFS
	Radio priority
	Radio priority

TS 24.008 / 10.5.7.2
	O
	TV
	1

	FFS
	Packet Flow Identifier
	Packet Flow Identifier

TS 24.008 / 10.5.6.11
	O
	TLV
	3

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	


Editor's note: The use of this message during the attach procedure and therefore the presence condition for the procedure transaction identifier is FFS:


Editor's note: The inclusion of the Negotiated LLC SAPI is FFS.

8.3.2
Activate default EPS bearer context accept

This message is sent by the UE to the network to acknowledge activation of a default EPS bearer context. See table 8.3.2.1.

Message type:
ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT
Significance:

dual
Direction:


UE to network
Table 8.3.2.1: ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Activate default EPS bearer context accept message identity
	Message type


	M
	V
	1

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	



Editor's note: The need for separate accept messages for default EPS bearer context activation and dedicated EPS bearer context activation is FFS.

8.3.3
Activate default EPS bearer context reject

This message is sent by UE to the network to reject activation of a default EPS bearer context. See table 8.3.3.1.

Message type:
ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT
Significance:

dual
Direction:


UE to network
Table 8.3.3.1: ACTIVATE DEFAULT EPS BEARER CONTEXT REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Activate default EPS bearer context reject message identity
	Message type


	M
	V
	1

	
	ESM cause
	ESM cause
TS 24.008 / 10.5.6.6
	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	
	
	
	
	
	

	
	
	

	
	
	



Editor's note: The need for separate reject messages for default EPS bearer context activation and dedicated EPS bearer context activation is FFS.

8.3.4
Activate dedicated EPS bearer context request

This message is sent by the network to the UE to request activation of a dedicated EPS bearer context associated with the same PDN address(es) and APN as an already active default EPS bearer context. See table 8.3.4.1.

Message type:
ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST

Significance:

dual
Direction:


network to UE
Table 8.3.4.1: ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Activate dedicated EPS bearer context request message identity
	Message type


	M
	V
	1

	
	Procedure transaction identifier


	Procedure transaction identifier


	O
	FFS
	FFS

	
	Linked EPS bearer identity
	EPS bearer identity


	M
	FFS
	FFS

	
	Uplink TFT
	Traffic Flow Template

TS 24.008 / 10.5.6.1
	O
	TLV
	3-257

	
	Negotiated QoS
	Quality of service

TS 24.008 / 10.5.6.5
	O
	TLV
	14-18

	
	Negotiated LLC SAPI
	LLC service access point identifier
TS 24.008 / 10.5.6.9
	O
	TV
	2

	
	Radio priority
	Radio priority

TS 24.008 / 10.5.7.2
	O
	TV
	1

	
	Packet Flow Identifier
	Packet Flow Identifier

TS 24.008 / 10.5.6.11
	O
	TLV
	3

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	FFS
	NAS message sequence number for downlink
	NAS message sequence number
	C(Note 1)
	FFS
	FFS

	FFS
	Message authentication code
	Message authentication code


	C(Note 1)
	FFS
	FFS


Note 1: the NAS message sequence number for downlink and the message authentication code IEs are included if the ESM message is not piggybacked in an EMM message.
Editor's note: The inclusion of the Negotiated LLC SAPI is FFS.


8.3.5
Activate dedicated EPS bearer context accept

This message is sent by the UE to the network to acknowledge activation of a dedicated EPS bearer context associated with the same PDN address(es) and APN as an already active EPS bearer context. See table 8.3.5.1.

Message type:
ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT
Significance:

dual
Direction:


UE to network
Table 8.3.5.1: ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Activate dedicated EPS bearer context accept message identity
	Message type


	M
	V
	1

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	FFS
	NAS message sequence number for uplink
	NAS message sequence number
	C (Note 1)
	FFS
	FFS

	FFS
	Message authentication code
	Message authentication code


	C (Note 1)
	FFS
	FFS


Note 1: the NAS message sequence number for uplink and the message authentication code IEs are included if the ESM message is not piggybacked in an EMM message.


Editor's note: The need for separate accept messages for default EPS bearer context activation and dedicated EPS bearer context activation is FFS.

8.3.6
Activate dedicated EPS bearer context reject

This message is sent by UE to the network to reject activation of a dedicated EPS bearer context. See table 8.3.6.1.

Message type:
ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT
Significance:

dual
Direction:


UE to network
Table 8.3.6.1: ACTIVATE DEDICATED EPS BEARER CONTEXT REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	EPS bearer identity

	EPS bearer identity

	M
	FFS
	FFS

	
	Activate dedicated EPS bearer context reject message identity
	Message type


	M
	V
	1

	
	ESM cause
	ESM cause

	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	FFS
	NAS message sequence number for uplink
	NAS message sequence number
	C (Note 1)
	FFS
	FFS

	FFS
	Message authentication code
	Message authentication code


	C (Note 1)
	FFS
	FFS


Note 1: the NAS message sequence number for uplink and the message authentication code IEs are included if the ESM message is not piggybacked in an EMM message.

Editor's note: The need for separate accept messages for default EPS bearer context activation and dedicated EPS bearer context activation is FFS.

[…]
8.3.12
PDN connectivity request

This message is sent by the UE to the network to initiate establishment of a PDN connection. See table 8.3.12.1.

Message type:
PDN CONNECTIVITY REQUEST
Significance:

dual
Direction:


UE to network
Table 8.3.12.1: PDN CONNECTIVITY REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M (FFS)
	FFS
	FFS

	
	PDN connectivity request message identity
	Message type


	M
	V
	1

	FFS
	Access point name
	Access point name

TS 24.008 / 10.5.6.1
	O
	TLV
	3-102

	FFS
	PDN address allocation
	PDN address allocation


	O
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	FFS
	NAS message sequence number for uplink
	NAS message sequence number
	C (Note 1)
	FFS
	FFS

	FFS
	Message authentication code
	Message authentication code


	C (Note 1)
	FFS
	FFS


Note 1: the NAS message sequence number for uplink and the message authentication code IEs are included if the ESM message is not piggybacked in an EMM message
Editor's note: The use of this message during the attach procedure and therefore the presence condition for the procedure transaction identifier is FFS:


8.3.13
PDN connectivity reject

This message is sent by the network to the UE to reject establishment of a PDN connection. See table 8.3.13.1.

Message type:
PDN CONNECTIVITY REJECT
Significance:

dual
Direction:


network to UE
Table 8.3.13.1: PDN CONNECTIVITY REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator


	M
	V
	1/2

	
	Procedure transaction identifier
	Procedure transaction identifier


	M (FFS)
	FFS
	FFS

	
	PDN connectivity reject
Message identity
	Message type


	M
	V
	1

	
	ESM cause
	ESM cause

	M
	FFS
	FFS

	FFS
	Protocol configuration options
	Protocol configuration options

TS 24.008 / 10.5.6.3
	O
	TLV
	3-253

	FFS
	NAS message sequence number for downlink
	NAS message sequence number
	C (Note 1)
	FFS
	FFS

	FFS
	Message authentication code
	Message authentication code


	C (Note 1)
	FFS
	FFS


Note 1: the NAS message sequence number for downlink and the message authentication code IEs are included if the ESM message is not piggybacked in an EMM message.

Editor's note: The use of this message during the attach procedure and therefore the presence condition for the procedure transaction identifier is FFS:
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