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1. Overall Description:

SA3 would like to thank CT1 for the LS.

SA3 had sent following requirements to CT1: 

· The IMEI shall be securely stored in the terminal.

· The UE shall provide its equipment identifier IMEI(SV) to the network, if the network asks for it.

· The IMEI(SV) shall be sent in the NAS protocol.

· The UE shall not send the IMEI(SV) to the network on a network request before the NAS security has been activated.

ACTION-1: CT1 kindly asks SA3 to confirm CT1's assumption that the "activation of NAS security" in requirement 4 refers to the activation of both ciphering and integrity protection.

Answer-1: SA3 confirms that the "activation of security" includes the activation of integrity protection for NAS signalling. If the serving network settings mandate ciphering then this also includes NAS ciphering activation, otherwise not. To be more specific, on a detached-to-active mode transition, the "NAS security activation" is ended at the point when the SMC complete message is received by the MME and thus NAS ciphering is activated when set by the serving network. This is illustrated by the alternative 1 of the TR 33.821 section 7.4.13.4 for the detached-to-active mode transition.

Consequently this should also allow the features "IMEI check" and "automatic device detection" in a network in which NAS ciphering is not activated.
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Figure 17 of TR 33.821 v050 : Alternative 1, detached to active mode state transition, where MME selects all algorithms and MME protects the acknowledgement for NAS algorithms, eNB protects the acknowledgement for UP and RRC algorithms.
ACTION-2: CT1 kindly asks SA3 to explain the benefits expected from preventing an IMEI(SV) request via a not security-protected connection when the identity request for IMSI via the same connection still remains possible.

Answer-2: SA3 acknowledges that from the viewpoint of an active attacker, the facilities needed to perform a tracking by IMSI or by IMEI(SV) are the same. From the viewpoint of a passive attacker the fourth requirement helps improving the IMEI privacy by delaying any IMEI query until after the NAS security set-up completion. The proposed IMEI-requirements are thus mainly intended to obtain a better protection against passive IMEI attacks due to bad network configuration which would request the IMEI(SV) before NAS security set-up completion. SA3 notes that the use of S-TMSI helps in protecting the IMSI-privacy against passive attacks before NAS security set-up completion, but a similar concept (with temporary identity) does not exist for the IMEI. SA3 apologise if the earlier LS has been misleading.
2. Actions:

None
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