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Introduction

At their recent meetings, SA3 has made progress related to the work on NAS security procedures between UE and EPC network elements that are relevant for CT1. In their new TS 33.abc [1] procedure descriptions for authentication and key agreement, as well as for security mode command setup has been included.

This contribution proposes to introduce to TR 24.801 [2] descriptions of the related NAS security procedures.
Discussion

SA3 has now made sufficient progress on NAS security procedures between UE and EPC network elements, which means that CT1 can continue to specify related CT1 procedures aimed first at being included into the TR 24.801 and in a second step being transferred to the TS 24.xyz on NAS protocol for EPS; stage 3.
In this contribution it is therefore proposed to include procedures for authentication and key agreement, as well as for security mode command setup into subclause 6.2.4.2 of TR 24.801 [2].

Proposal

It is proposed to modify TR 24.801 v0.5.0 with the following changes shown below.
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6.2.4.2
Authentication and security mode procedure
6.2.4.2.1
Authentication and key agreement

6.2.4.2.1.1
General

The purpose of the EPS authentication and key agreement (AKA) procedure is to provide mutual authentication between the user and the network (see 3GPP TS 33.abc [xx]). The cases where the EPS AKA procedure should be used are defined in 3GPP TS 33.abc [xx].

The EPS AKA procedure is always initiated and controlled by the network. However, there is the possibility for the UE to reject the EPS authentication challenge sent by the network.

The UE shall only support the EPS authentication challenge if a USIM is inserted into the ME.

An EPS security context is established in the UE and the network when an EPS authentication challenge is performed. After a successful EPS authentication, the resulting CK and IK are transformed into a key, KASME, which is the basis for the EPS key hierarchy, which is stored both in the network and the UE.

6.2.4.2.1.2
Authentication initiation by the network
The network initiates the authentication procedure by sending an AUTHENTICATION REQUEST message to the UE and starts the timer T3460. The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the response parameters (see 3GPP TS 33.abc [xx]). In an EPS AKA run, the AUTHENTICATION REQUEST message also contains the key set identifier allocated to the KASME, which may be computed from the given parameters.

6.2.4.2.1.3
Authentication response by the UE

The UE shall be ready to respond upon an AUTHENTICATION REQUEST message at any time whilst a NAS signalling connection exists. With exception of the cases described in subclause 6.2.4.2.1.6, it shall process the challenge information and send back an AUTHENTICATION RESPONSE message to the network. 

In an EPS authentication challenge, the new KASME calculated from the challenge information shall overwrite the previous KASME. 
The USIM will provide the mobile station with the authentication response, based upon the authentication challenge given from the ME. An EPS authentication challenge will result in the USIM passing a RES to the ME. 

Editor’s note: It is FFS how to avoid synchronisation failure during the authentication procedure.

6.2.4.2.1.4
Authentication completion by the network

Upon receipt of the AUTHENTICATION RESPONSE message, the network stops the timer T3460 and checks the validity of the response (see 3GPP TS 33.abc [xx]).

Upon receipt of the AUTHENTICATION FAILURE message, the network stops the timer T3460. In the Synch failure case, the core network may renegotiate with the HLR/AuC and provide the UE with new authentication parameters.
6.2.4.2.1.4.1
EPS key identification

The security parameters for authentication and ciphering are tied together in sets. In an EPS authentication challenge, from a challenge parameter RAND, the authentication response parameter RES and the KASME can be computed given the secret key associated to the IMSI. In addition, a UMTS ciphering key, a UMTS integrity key and a GSM ciphering key can be computed from the KASME by means of a conversion function.

In order to allow start of ciphering and integrity protection on a NAS signalling connection without authentication, the Key Set Identifiers (KSIs) are introduced. The KSI is managed by the network in the way that the AUTHENTICATION REQUEST message contains the KSI allocated to the KASME.
If an authentication procedure has been completed successfully and a KSI is stored in the network, the network shall include a different KSI in the AUTHENTICATION REQUEST message when it initiates a new authentication procedure.

The mobile station stores the KSI with the KASME, EPS NAS ciphering key and the EPS NAS integrity key and indicates to the network in the first message which KSI the stored KASME has. 

When the deletion of the KSI is described this also means that the associated KASME, EPS NAS ciphering key and the EPS NAS integrity key shall be considered as invalid (i.e. the established EPS NAS security context is no longer valid).

In S1 mode, the network may choose to start ciphering and integrity with the stored EPS NAS ciphering key and EPS NAS integrity key (under the restrictions given in 3GPP TS 33.abc [xx]) if the stored KSI and the one given from the mobile station are equal.
NOTE:
In some specifications the term ciphering key sequence number might be used instead of the term Key Set Identifier (KSI).
6.2.4.2.1.5
Authentication not accepted by the network

If authentication fails, because the response is not valid, the network may distinguish between the two different ways of identification used by the mobile station:

-
the GUTI was used;

-
the IMSI was used.

If the GUTI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the mobile station then differs from the one the network had associated with the GUTI, the authentication should be restarted with the correct parameters. If the IMSI provided by the UE is the expected one (i.e. authentication has really failed), the network should proceed as described below.

If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION REJECT message should be transferred to the mobile station.

Upon receipt of an AUTHENTICATION REJECT message, the mobile station shall set the update status in the USIM to EU3 ROAMING NOT ALLOWED, delete from the USIM the stored GUTI, TAI list, last visited TAI  and KSI. The USIM shall be considered as invalid until switching off the mobile station or the UICC containing the USIM is removed.

If the AUTHENTICATION REJECT message is received, the mobile station shall abort any EMM signalling procedure, stop any of the timers T3410, 3417 or T3430 (if running) and enter state EMM_DEREGISTERED.
6.2.4.2.1.6
Authentication not accepted by the UE

In an EPS authentication challenge, the authentication procedure is extended to allow the UE to check the authenticity of the core network. Thus allowing, for instance the UE the possibility for detection of a false base station.

Following a EPS authentication challenge, the UE may reject the core network, on the grounds of an incorrect AUTN parameter (see 3GPP TS 33.102 [5]). This parameter contains two possible causes for authentication failure:

a)
MAC code failure:


If the UE considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send an AUTHENTICATION FAILURE message to the network, with the reject cause 'MAC failure'. The UE shall then follow the procedure described in subclause tbd.
Editor’s note: It is FFS in which subclause this procedure referred to in the above paragraph will be described.
b)
SQN failure:


If the UE considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a AUTHENTICATION FAILURE message to the network, with the reject cause 'Synch failure' and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [5]). The UE shall then follow the procedure described in subclause tbd.
Editor’s note: It is FFS in which subclause this procedure referred to in the above paragraph will be described.
A UE with a USIM shall reject the authentication challenge if no Authentication Parameter AUTN IE was present in the AUTHENTICATION REQUEST message (i.e. a GSM authentication challenge has been received when the UE expects an EPS authentication challenge). In such a case, the UE shall send the AUTHENTICATION FAILURE message to the network, with the reject cause "GSM authentication unacceptable". The UE shall then follow the procedure described in subclause tbd.
Editor’s note: It is FFS in which subclause this procedure referred to in the above paragraph will be described.
If the UE returns an AUTHENTICATION_FAILURE message to the network, the UE shall delete any previously stored RAND and RES and shall stop timer T3418, if running.

6.2.4.2.2
Security mode setup command and algorithm negotiation
6.2.4.2.2.1
General

The purpose of the NAS security mode command procedure is to provide NAS signalling security between the UE and the MME, which performs integrity and replay protection as well as enciphering and deciphering of NAS signalling messages.

6.2.4.2.2.2
NAS security mode setup command initiation by the network

6.2.4.2.2.3
NAS security mode setup command accepted by the UE

6.2.4.2.2.4
NAS security mode setup command completion by the network

6.2.4.2.2.5
NAS security mode setup command not accepted by the UE
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