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1- Introduction

Current specification for EMM procedures in 3GPP TR 24.801 does not include yet description for the case EMM procedure is not accepted by the network. Possible reject cause values which can be used by the network and the associated UE behaviour are FFS. This contribution tries to address the issue of which reject cause values are required in EPS, starting with the analysis of GMM reject causes as defined in 3GPP TS 24.008.
2- Description

Table below gives the list of reject cause values that are used for each GMM procedures, as defined in 3GPP TS 24.008, in subclause 4.7.3.1.4 for attach procedure, in subclause 4.7.4.2.2 for detach procedure, in subclause 4.7.5.1.4 for routing area update procedure and in subclause 4.7.13.4 for service request procedure.  
For the attach and routing area update procedure, only the reject cause values used for normal procedures are listed, since it is assumed that the reject cause values only used for combined procedures will not be required in EPS. Therefore, cause #8 - GPRS services and non-GPRS services not allowed is not considered for RAU procedure and reject causes used for combined attach or combined RAU procedures successful for GPRS services only (#2 – IMSI unknown in HLR, #16 - MSC temporarily not reachable, #17 - Network failure or #22
- Congestion) are not part of the table. 
Causes highlighted in blue are related to MS identification. Causes highlighted in yellow are related to subscription options. Other causes were introduced for GMM. More information on these cause values can be found in Annex in this document, which contains material from 3GPP TS 24.008 Annex G.
	
	Attach
	Routing Area Update
	Detach
	Service Request

	# 2 - IMSI unknown in HLR
	
	
	X
	

	# 3
- Illegal MS
	X
	X
	X
	X

	# 6 - Illegal ME
	X
	X
	X
	X

	# 7 - GPRS services not allowed
	X
	X
	X
	X

	# 8 - GPRS services and non-GPRS services not allowed
	X
	
	X
	

	# 9 - MS identity cannot be derived by the network
	
	X
	
	X

	# 10 - Implicitly detached
	
	X
	
	X

	# 11 - PLMN not allowed
	X
	X
	X
	X

	# 12 - Location area not allowed
	X
	X
	X
	X

	# 13 - Roaming not allowed in this location area
	X
	X
	X
	X

	# 14 - GPRS services not allowed in this PLMN
	X
	X
	X
	

	# 15 - No Suitable Cells In Location Area
	X
	X
	X
	X

	# 40 - No PDP context activated
	
	
	
	X


Table 1: reject causes for GMM procedures
3- Analysis of the different cause code values
3.1- Causes related to MS identification

#2 - IMSI unknown in HLR
As indicated in TS 24.008 annex G.1, this cause is sent when the MS is not registered in the HLR and does not affect operation of the GPRS services. It is used for CS procedures, or for combined GPRS procedures successful only for GPRS services. Also, as indicated in table 1, there is another GMM procedure using reject cause #2, which is detach procedure. However, the usage of cause #2 during detach procedure does not have any impact on GPRS operation.
Since there is no CS domain in EPS, no scenario is foreseen for this cause value, so it is proposed that cause value #2 is not applicable in EPS.
( P1 – Cause value #2 is not applicable in EPS

#3 - Illegal MS and #6 – Illegal ME
These 2 cause values are used when there is a serious security issue. This can happen when the identity of the MS is not acceptable to the network or when the MS failed the authentication, in which case cause value #3 is used, or when the ME is not acceptable to the network, i.e. when the IMEI is blacklisted, in which case cause #6 is used.

In EPS, the network shall be able to disable EPS services to a UE if its identity is wrong or if it fails authentication. Also, it should be possible to reject UEs because of a problem with IMEI. It is proposed that cause value #3 and #6 are reused in EPS.
As per TS 24.008, when the UE receives cause #3 or #6 during a GMM procedure, it shall set GPRS update status to GU3 ROAMING NOT ALLOWED, delete P-TMSI, T-TMSI signature, RAI and GPRS cksn, and enters state GMM-DEREGISTERED. The SIM/USIM shall then be considered as invalid until switching off or the SIM/USIM is removed. In addition, if the UE was also IMSI attached, update status shall be set to U3 ROAMING NOT ALLOWED, the UE shall delete TMSI, LAI and ciphering key sequence number. SIM/USIM shall also be considered as invalid until switching off or the SIM/USIM is removed.

In EPS, similar behaviour shall apply for the EMM state machine when cause #3 or cause #6 is received. EPS Update Status shall be set to EU3 ROAMING NOT ALLOWED, the UE shall delete GUTI, TAI list and shall enter EMM-DEREGISTERED state. USIM shall be considered as invalid for EPS services until switching off or USIM is removed. This shall apply for all EMM procedures, i.e. attach, tracking area update, detach and service request.
For a multi-mode UE (GERAN/UTRAN/E-UTRAN), if it receives such cause values and it was also attached to GPRS, it is proposed that the UE performs actions described in 3GPP TS 24.008 for the corresponding cause value and procedure.
( P2 – Cause values #3 and #6 shall be reused in EPS

3.2- Causes related to subscription option
# 11 - PLMN not allowed
This cause is used to reject location updating requests to MS which is not allowed to operate on a PLMN because there is no roaming agreement between this PLMN and HPLMN of the MS, or due to operator determined barring. This cause can be reused as it is in EPS.
When receiving this cause, GMM deletes P-TMSI, RAI, P-TMSI signature and GPRS ciphering key sequence number, sets GPRS Update Status to GU3 ROAMING NOT ALLOWED and shall change to state GMM-DEREGISTERED. The PLMN where the MS received such cause shall be added to the list of forbidden PLMNs. Also, if the MS was IMSI attached, further actions on MM context are required: the Update status is set to ROAMING NOT ALLOWED, TMSI, LAI and ciphering key sequence number shall be deleted. Subsequently a PLMN selection is performed.

In EPS, similar behaviour shall apply in the EMM state machine. EPS Update Status shall be set to EU3 ROAMING NOT ALLOWED, the UE shall delete GUTI, TAI list and shall enter EMM-DEREGISTERED state. PLMN shall be added to the list of forbidden PLMNs.
It is believed that the usage of cause #11 is for all RATs, i.e. for a multi-mode UE (GERAN/UTRAN/E-UTRAN), the reception of cause #11 in EPS shall also lead the UE to perform actions as described in 3GPP TS 24.008 for the corresponding cause value and procedure.
Following reception of cause #11, the UE shall perform PLMN selection. It is FFS whether signalling connection release is necessary and how it is triggered.
( P3 – Cause value #11 shall be reused in EPS

# 12 - Location area not allowed
This cause is used for an MS which can only obtain service on certain LAs and attemps to register on a LA where the HPLMN determines that the MS, by subscription, is not allowed to operate. SA1 has informed RAN2 and CT1, in S1-071845/C1-073013, that regional provision of service applies in EPS.

Since there is no Location area concept in EPS, but only Tracking Area, and since Tracking Area is independent of Location Area and Routing Area, the nale of cause #12 could be confusing. We could rename cause #12, or create a new one, specific to EPS, with the same functionality as for cause #12. It is proposed to introduce a new cause value, which would apply for regional provision of service in EPS, #xx Tracking area not allowed. This would have the advantage that no change of name of cause #12 for GERAN/UTRAN is required.
Also, a list of “forbidden tracking areas for regional provision of service” is required. The handling of such list is expected to be the same as for the list of “forbidden location areas for regional provision of service”.
When the MS in GERAN/UTRAN receives cause #12, it deletes RAI, P-TMSI, P-TMSI signature and GPRS ciphering key sequence number, it sets GPRS update status to GU3 ROAMING NOT ALLOWED and enters GMM-DEREGISTERED.LIMITED-SERVICE state. As indicated in [3] “On the relationship between the EMM and the GMM entity in the UE”, this behaviour may need to be changed, in particular for the state entered by the MS.
It is FFS which UE behaviour needs to be adopted for this new reject cause. In particular, it is FFS whether this cause can be sent to the UE during periodic TAU or service request, in which case the actions on the registered TAI list needs to be studied (do we need to delete the full list or only current TAI?...).
( P4 – A new cause value, “#xx Tracking area not allowed” shall be defined in EPS

# 13 - Roaming not allowed in this location area

This cause is sent to the UE which requests location updating in a location area of a PLMN which by subscription offers roaming to that MS but not in that specific Location Area.
3GPP TS 22.011 defines a list of “forbidden TAs for roaming” in the same way as the existing list of “forbidden LAs for roaming”. Since there is no Location area concept in EPS, but only Tracking Area, and since Tracking Area is independent of Location Area and Routing Area, it is proposed to introduce a new cause value, #yy Roaming not allowed in this tracking area.
The impact of this cause should be limited to EMM state machine.
It is FFS which UE behaviour needs to be adopted for this new reject cause. In particular, do we need to delete the ful TAI list in the UE or only current TAI?
( P5 – A new cause value, “#yy Roaming not allowed in this tracking area” shall be defined in EPS
# 15 - No Suitable Cells In Location Area

The network can use this cause to reject a location updating request to an MS in a location area where the MS, by subscription, is not allowed to operate, but the MS could find another allowed location area in the same PLMN. This cause triggers a cell selection. When receiving such cause, the MS shall store the LAI in the list of “forbidden location areas for roaming”, shall set the update status to GU3 ROAMING NOT ALLOWED, and perform cell selection to find a suitable cell in another location area.
For the same reasons as for cause #12 and cause #13, it is proposed a new cause value and name #zz No suitable cells in tracking area.
The impact of this cause should be limited to EMM state machine.

It is FFS which UE behaviour needs to be adopted for this new reject cause. In particular, do we need to delete the ful TAI list in the UE or only current TAI?
( P6 – A new cause value, “#zz No suitable cells in tracking area” shall be defined in EPS

3.3- Additional causes introduced for GMM
# 7 - GPRS services not allowed
This cause is sent to the MS when it is not allowed to operate GPRS services. Considering that EPS services are a superset of GPRS services, such cause can be reused in EPS.
As per TS 24.008, the MS receiving cause #7 shall set the GPRS update status to GU3 ROAMING NOT ALLOWED, shall delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number. The SIM/USIM shall be considered as invalid for GPRS services until switching off or the SIM/USIM is removed and the new state is GMM-DEREGISTERED.
It is proposed that similar behaviour applies to the UE when receiving cause #7 in EPS. The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED, delete GUTI, TAI list. The USIM shall be considered as invalid for GPRS services until switching off or the SIM/USIM is removed. The UE shall enter state EMM-DEREGISTERED.

( P7 – Cause value #7 shall be reused in EPS

# 8 - GPRS services and non-GPRS services not allowed

This cause is sent to the MS when it is not allowed to operate either GPRS or non-GPRS services.  This cause could be used to reject registration in EPS and invalidate USIM for packet services while also invalidating USIM for CS services in GERAN/UTRAN. This would avoid extra signalling to reject registration to CS domain when the UE returns to GERAN/UTRAN coverage.

( P8 – Cause value #8 is applicable in EPS

# 9 - MS identity cannot be derived by the network

This cause is sent to the MS when the network can not derive the MS’s identity from the P-TMSI in case of inter-SGSN routing area update. It is foreseen that such cause would be required in EPS.

( P9 – Cause value #9 shall be reused in EPS
# 10 - Implicitly detached

This cause is sent to the MS if the network has implicitly detached the MS, for example some time after the mobile reachable timer has expired, or if the GMM context does not exists in SGSN.
As already indicated in [3] “On the relationship between the EMM and the GMM entity in the UE” the usage of this cause in EPS may be slightly changed due to ISR functionality.

( P10 – Cause value #10 shall be reused in EPS

# 14 - GPRS services not allowed in this PLMN

This cause is sent when the MS requests GPRS service in a PLMN which does not offer roaming for GPRS services to that MS. This cause does not affect CS operation for a UE which was IMSI attached. Since there is only PS domain in EPS, such cause seems not required in EPS.
Additionally, as specified in TS 22.011 v8.2.0 subclause 3.2.2, “If a PLMN is selected but the UE cannot register for PS services on it because registration is rejected with the cause "GPRS services not allowed in this PLMN", the UE shall not re-attempt to register for UTRAN or GERAN PS on that network. The PLMN is added to the list "Forbidden PLMN's for GPRS services". The UE shall not re-attempt to register for UTRAN or GERAN PS on that network unless the same PLMN is selected again by the user. The UE may attempt registration or re-registration on the same PLMN for E-UTRAN PS.”

So it is believed that the list of forbidden PLMNs for GPRS services may not be used in EPS. However, a possible use case would be that the operator has roaming agreement for CS services for the UE but not for packet services delivered over E-UTRAN or GERAN/UTRAN.

( P11 – Cause value #14 is applicable in EPS
# 40 - No PDP context activated

This cause is sent to the MS if the MS asks for re-establishment of radio access bearers for all active PDP contexts by sending a SERVICE REQUEST with type “data” but the network does not have any active PDP context.
EPS context is different from PDP context, so cause #40 can not be reused in EPS.

In EPS, default bearer shall remain established throughout the lifetime of the PDN connection to provide the UE with always-on IP connectivity to that PDN. So the network shall have, at least, a default bearer context for the UE. Consequently, the usage of a cause equivalent to cause #40 in EPS seems not required.
( P12 – Cause value #40 is not applicable in EPS

3- Proposal

Based on discussion above and proposals P1 to P12, it is proposed to agree on some principles for EMM reject cause values, and discuss proposed text below for inclusion in TR 24.801.
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Proposed change

10.x Reject causes for EMM procedures

Editor's note: this section contains temporary information on reject cause values to be used for EMM procedures, in order to help for further specification of the EMM procedures for the case they are rejected by the network. These information were derived from the study of the GMM cause values used for the attach, routing area update, detach and service request procedure as specified in 3GPP TS 24.008, for the case these procedures are not accepted by the network. Some other reject causes may be necessary, such as causes for protocol errors or causes for abnormal cases such as failure of e.g. IP address allocation, but these are not defined in current version of the TR.
10.x.1 Reject cause values for EMM procedures

The cause values below, defined in 3GPP TS 24.008, are applicable in EPS:

# 3

(Illegal MS);

# 6

(Illegal ME);
# 7

(GPRS services not allowed);
# 8

(GPRS services and non-GPRS services not allowed);
# 9

(MS identity cannot be derived by the network);

# 10
(Implicitly detached);

# 11
(PLMN not allowed);

# 14
(GPRS services not allowed in this PLMN);
Editor's note: the list above may need to be reworked after SA1 has provided guidance. This applies in particular for the usage of cause #14 GPRS services not allowed in this PLMN. It is also FFS whether cause #7 and cause #8 would need to be renamed in order to refer to EPS services or PS services.
The new causes listed below shall be defined for EPS:

# 12
(Tracking area not allowed);


This cause is sent to the UE if it requests tracking area updating in a tracking area where the HPLMN determines that the UE, by subscription, is not allowed to operate.
# 13
(Roaming not allowed in this tracking area);

This cause is sent to a UE which requests tracking area updating in a tracking area of a PLMN which by subscription offers roaming to that UE, but not in that tracking area.
# 15

(No suitable cells in tracking area);
This cause is sent to the UE if it requests tracking area updating in a tracking area where the UE, by subscription, is not allowed to operate, but when it should find another allowed tracking area or location area in the same PLMN.
Editor's note: it is FFS whether other new causes need to be created in EPS.

The cause values listed below, defined in 3GPP TS 24.008, are not applicable to EPS:

# 2

(IMSI unknown in HLR);

# 40
(No PDP context activated);
10.x.2 Applicability of reject causes to EMM procedures

Table below indicates which reject cause values shall be used for each EMM procedure.
Table 10.x.1: proposed reject causes for EMM procedures

	
	
	Attach
	Tracking Area Update
	Detach
	Service Request

	
	# 3
- Illegal MS
	X
	X
	X
	X

	
	# 6 - Illegal ME
	X
	X
	X
	X

	
	# 7 - GPRS services not allowed
	X
	X
	X
	X

	
	# 8 - GPRS services and non-GPRS services not allowed
	X
	
	X
	

	
	# 9 - MS identity cannot be derived by the network
	
	X
	
	X

	
	# 10 - Implicitly detached
	
	X
	
	X

	
	# 11 - PLMN not allowed
	X
	X
	X
	X

	
	# 12 – Tracking area not allowed
	X
	X
	X
	X

	
	# 13 - Roaming not allowed in this tracking area
	X
	X
	X
	X

	
	# 14 - GPRS services not allowed in this PLMN
	X
	X
	X
	

	
	# 15 - No suitable cells in tracking area
	X
	X
	X
	X


10.x.3 Interactions with GERAN/UTRAN

For a multi-mode UE (GERAN/UTRAN/E-UTRAN), reception of some reject cause values when attached to the EPS shall lead the UE to take the actions as defined in 3GPP TS 24.008 for these reject causes and the corresponding GMM procedure. The reject causes for which such behaviour is required are: 

# 3

(Illegal MS);

# 6

(Illegal ME);
# 7

(GPRS services not allowed);
# 8

(GPRS services and non-GPRS services not allowed);
# 11
(PLMN not allowed);
# 14
(GPRS services not allowed in this PLMN);
Editor's note: it is FFS whether other cause values need to be added to the list.

End of change

Annex
From 3GPP TS 24.008 v8.0.0
Annex G (informative):
3GPP specific cause values for mobility management

This annex describes the cause values for the mobility management procedures for non-GPRS services (MM) and GPRS services (GMM). Clauses G1 to G5 are valid for both MM and GMM. However, the following codes are applicable for non-GPRS services only:


#38 Call cannot be identified

Clause G.6 applies only for GMM procedures.

G.1
Causes related to MS identification

Cause value = 2 IMSI unknown in HLR


This cause is sent to the MS if the MS is not known (registered) in the HLR. This cause code does not affect operation of the GPRS service, although is may be used by a GMM procedure. 

Cause value = 3 Illegal MS


This cause is sent to the MS when the network refuses service to the MS either because an identity of the MS is not acceptable to the network or because the MS does not pass the authentication check, i.e. the SRES received from the MS is different from that generated by the network. When used by an MM procedure, except the authentication procedure, this cause does not affect operation of the GPRS service.

Cause value = 4 IMSI unknown in VLR


This cause is sent to the MS when the given IMSI is not known at the VLR.

Cause value = 5 IMEI not accepted


This cause is sent to the MS if the network does not accept emergency call establishment using an IMEI.

Cause value = 6 Illegal ME 


This cause is sent to the MS if the ME used is not acceptable to the network, e.g. blacklisted. When used by an MM procedure, this cause does not affect operation of the GPRS service.

G.2
Cause related to subscription options

Cause value = 11 PLMN not allowed


This cause is sent to the MS if it requests location updating in a PLMN where the MS, by subscription or due to operator determined barring is not allowed to operate.

Cause value = 12 Location Area not allowed


This cause is sent to the MS if it requests location updating in a location area where the HPLMN determines that the MS, by subscription, is not allowed to operate. 

NOTE:
If cause #12 is sent to a roaming subscriber the subscriber is denied service even if other PLMNs are available on which registration was possible.
Cause value = 13 Roaming not allowed in this location area


This cause is sent to an MS which requests location updating in a location area of a PLMN which by subscription offers roaming to that MS but not  in that Location Area.

Cause value = 15 No Suitable Cells In Location Area

This cause is sent to the MS if it requests location updating in a location area where the MS, by subscription, is not allowed to operate, but when it should find another allowed location area in the same PLMN.

NOTE:
Cause #15 and cause #12 differ in the fact that cause #12 does not trigger the MS to search for another allowed location area on the same PLMN.

G.3
Causes related to PLMN specific network failures and congestion/Authentication Failures

Cause value = 20 MAC failure


This cause is sent to the network if the USIM detects that the MAC in the AUTHENTICATION REQUEST or AUTHENTICATION_AND_CIPHERING REQUEST message is not fresh (see 3GPP TS 33.102 [5a]).

Cause value = 21 Synch failure


This cause is sent to the network if the USIM detects that the SQN in the AUTHENTICATION REQUEST or AUTHENTICATION_AND_CIPHERING REQUEST message is out of range (see 3GPP TS 33.102 [5a]).

Cause value = 17 Network failure


This cause is sent to the MS if the MSC cannot service an MS generated request because of PLMN failures, e.g. problems in MAP.

Cause value = 22 Congestion


This cause is sent if the service request cannot be actioned because of congestion (e.g. no channel, facility busy/congested etc.).

Cause value = 23 GSM authentication unacceptable


This cause is sent to the network in Iu mode if a USIM is inserted in the MS and there is no Authentication Parameter AUTN IE present in the AUTHENTICATION REQUEST or AUTHENTICATION_AND_CIPHERING REQUEST message.

G.4
Causes related to nature of request

Cause value = 32 Service option not supported


This cause is sent when the MS requests a service/facility in the CM SERVICE REQUEST message which is not supported by the PLMN.

Cause value = 33 Requested service option not subscribed


This cause is sent when the MS requests a service option for which it has no subscription.

Cause value = 34 Service option temporarily out of order


This cause is sent when the MSC cannot service the request because of temporary outage of one or more functions required for supporting the service.

Cause value = 38 Call cannot be identified


This cause is sent when the network cannot identify the call associated with a call re-establishment request.

G.5
Causes related to invalid messages

Cause value = 95 Semantically incorrect message.


See annex H, subclause H.5.10.

Cause value = 96 Invalid mandatory information.


See annex H, subclause H.6.1.

Cause value = 97 Message type non-existent or not implemented.


See annex H, subclause H.6.2.

Cause value = 98 Message not compatible with protocol state.


See annex H, subclause H.6.3.

Cause value = 99 Information element non-existent or not implemented.


See annex H, subclause H.6.4.

Cause value = 100 Conditional IE error.


See annex H, subclause H.6.5.

Cause value = 101 Message not compatible with protocol state.


See annex H, subclause H.6.6.

Cause value = 111 Protocol error, unspecified.


See annex H, subclause H.6.8.

G.6
Additional cause codes for GMM

Cause value = 7 GPRS services not allowed


This cause is sent to the MS when it is not allowed to operate GPRS services.

Cause value = 8 GPRS services and non-GPRS services not allowed


This cause is sent to the MS when it is not allowed to operate either GPRS or non-GPRS services.
Cause value = 9 MS identity cannot be derived by the network


This cause is sent to the MS when the network cannot derive the MS's identity from the P-TMSI in case of inter-SGSN routing area update.

Cause value = 10 Implicitly detached


This cause is sent to the MS either if the network has implicitly detached the MS, e.g. some while after the Mobile reachable timer has expired, or if the GMM context data related to the subscription dose not exist in the SGSN e.g. because of a SGSN restart.

Cause value = 14 GPRS services not allowed in this PLMN


This cause is sent to the MS which requests GPRS service in a PLMN which does not offer roaming for GPRS services to that MS.

Cause value = 16 MSC temporarily not reachable


This cause is sent to the MS if it requests a combined GPRS attach or routing are updating in a PLMN where the MSC is temporarily not reachable via the GPRS part of the network.

Cause value = 40 No PDP context activated


This cause is sent to the MS if the MS requests an establishment of the radio access bearers for all active PDP contexts by sending a SERVICE REQUEST message indicating "data" to the network, but the SGSN does not have any active PDP context(s).


























































































