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Proposed New normative Annex

The following normative annex is proposed to be added to 24.229.

************** BEGIN CHANGE *************************
Annex X (normative)
General security procedures related to encapsulated ISUP

X.1
Preventing the sharing of ISUP information with the UE

An IMS supporting encapsulated ISUP shall assure that an IMS entity such as a P-CSCF or an AS acting as B2BUA is assigned the role of removing ISUP information from SIP messages being forwarded towards each UE. If an AS is assigned to remove the ISUP information from SIP messages being forwarded to a UE, then the AS shall be configured within the terminating filter criteria for its UE. If this AS supports no ISUP services, it can ignore any ISUP MIME marked for optional handling and it can handle any SIP request destined for a UE that includes ISUP MIME marked for mandatory handling according according to RFC 3261 [x].

X.2
IBCF procedures related to encapsulated ISUP 

An IMS can have policies for sharing ISUP information with neighbour networks.  Depending on local policy, the IBCF in an IM CN subsystem supporting ISUP encapsulation procedures may perform any reasonable combination of the following functions related to an encapsulated ISUP attachment within a received SIP message, where the Content-Type is application/ISUP, and the message is to be forwarded either towards or outside of the IMS:

-
Removal of Accept header list entries for application/ISUP;

-
Addition of an Accept header list entry for either application/ISUP;

-
Removal of an ISUP attachment marked for optional handling; 

-
Rejection of a SIP request that includes an ISUP attachment marked for required handling by returning a SIP 415 (Unsupported Media Type) response to the source of the SIP request without forwarding of the message;

To avoid unintentional disclosure of the ISUP information, an IBCF shall only forward SIP messages with encapsulated ISUP towards networks supporting a compatible version of ISUP and trusted to view the ISUP information.

**************END  CHANGE *******************************
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