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5.2
User Equipment (UE)
To be compliant with this document, a UE shall implement the role of a PN UE (see subclause 6.2, subclause 7.2, subclause 8.2, subclause 9.2 and subclause 10.2).
The UE shall implement the XCAP client role as described in subclause 11.2.1.

The UE shall implement HTTP digest authentication (see 3GPP TS 24.109 [5]).

The UE shall implement Transport Layer Security (TLS) (see RFC 2246 [4]). 

The UE shall implement the GBA Function as described in 3GPP TS 33.220 [8].

The UE shall initiate a bootstrapping procedure with the bootstrapping server function (BSF) located in the home network, as described in 3GPP TS 33.220 [8] and 3GPP TS 24.109 [5]. 
5.3
Application Server (AS)
The AS implementing PNM application shall implement the role of a XCAP server (see subclause 11.2.2).


The AS implementing PNM application shall implement the Network Application Function (NAF) as described in 3GPP TS 33.220 [8].
7
Roles for PN-configuration

7.1
Introduction
This clause specifies the PN-configuration and PN-deconfiguration procedures for supporting PN UE redirection, PN access control and PN UE name changing. 

Subclause A.3 provides examples of signalling flows for PN-configuration and PN-deconfiguration.
7.2
PN UE
The PN UE initiates the PN-configuration procedure or the PN-deconfiguration procedure by sending a HTTP PUT request or a HTTP DELETE request message with
· Request-URI field indicating to the PNM application the desired PN which is requested to be configured,
· Host field indicating the Internet host and port number of the PNM application
· User-Agent field containing information about the user agent originating the request and the static string (e.g. 3gpp-gba) to indicate to the NAF that the UE supports 3GPP-bootstrapping based authentication,
· Referer field indicating the address (URI) of the resource from which the URI for the PNM application is obtained,
· Authorization field containing the credentials obtained by means of executing the bootstrapping procedure with the BSF as described in 3GPP TS 33.220 [8].
If the PN-configuration is performed for the PN UE redirection purpose, the XML body of the HTTP PUT request message shall contain
-
its own public user identity, the public user identities and the PN UE name of the default UE as well as the redirecting UE(s), and the priority and the level of the redirection.
If the PN-configuration is performed for the PN access control purpose, the XML body of the HTTP PUT request message shall contain
-
its own public user identity, the public user identities and the PN UE name of the controller UE as well as the controllee UE(s), and  an access control list. 
If the PN-configuration is performed for the PN UE name changing purpose, the XML body of the HTTP PUT request message shall contain
-
its own public user identity and its old and new PN UE names. 
7.3
PNM application
Upon receiving an HTTP PUT request or a HTTP DELETE request message, PNM application verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key material Ks_NAF obtained from BSF (as described in 3GPP TS 33.220 [8]). If the verification succeeds, the PNM application obtains the private user identity associated with the received public user identity. The PNM application then authorizes the PN UE by comparing the received public user identity with the preconfigured one identified by the private user identity. If the authorization succeeds, the incoming request is taken in for processing and the PNM application sends a 200 OK response message to the PN UE.
8
Roles for PN-query

8.1
Introduction

This clause specifies the PN-query procedure. 

Subclause A.3 provides examples of signalling flows for PN-query.
8.2
PN UE

The PN UE initiates the PN-query procedure by sending a HTTP GET request message with
· Request-URI field indicating to the PNM application the desired PN which is requested to be configured,
· Host field indicating the Internet host and port number of the PNM application
· User-Agent field containing information about the user agent originating the request and the static string (e.g. 3gpp-gba) to indicate to the NAF that the UE supports 3GPP-bootstrapping based authentication,
· Referer field indicating the address (URI) of the resource from which the URI for the PNM application is obtained,
· Authorization field containing the credentials obtained by means of executing the bootstrapping procedure with the BSF as described in 3GPP TS 33.220 [8],
· an XML body containing its own public user identity.
8.3
PNM application

Upon receiving an HTTP PUT request or a HTTP DELETE request message, PNM application verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key material Ks_NAF obtained from BSF (as described in 3GPP TS 33.220 [8]). If the verification succeeds, the PNM application sends a 200 OK response message with an XML body containing the set of PN settings information to the PN UE.
