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1. Overall Description:
SA3 has started to define the input and output parameters for the encryption and integrity algorithms used in EPC/E-UTRAN. The parameters from UTRAN were taken as a basis for the work but modifications are necessary.
Since the NAS encryption/integrity protection is performed by the MME on the network side, and the AS encryption/integrity protection is performed by the eNB on the network side, SA3 welcome input from CT1 and RAN2 on the parameters from their respective view.
2. Encryption Input Parameters
LENGTH

This parameter is the length of the output, and does not need to be considered by RAN2 or CT1.

COUNT-I/COUNT-C

SA3 assumes that COUNT-C/COUNT-I consists of a least significant part (currently SA3 assumes that this is taken from the PDCP protocol), and a most significant part maintained locally, i.e., a HFN. SA3 has already earlier confirmed to RAN2 that COUNT-C and COUNT-I can be the same counter. The same applies for the NAS protection. From SA3 point of view the only requirement is that COUNT-I and COUNT-C never repeat when all the other input remains the same.  
CK
There are three cryptographically separated encryption keys, one for RRC, one for UP and one for NAS. The current working assumption in SA3 is that these keys can be either 128-bits long or 256-bits long. 
BEARER
Access Stratum:

· SA3 assumes that the unique ID assigned to the UP radio bearers and signaling radio bearers can be used as input to the encryption algorithm.
Non Access Stratum:

· SA3 assumes that there can be only one NAS signaling connection, but that a "dummy" bearer ID is used as input to the encryption algorithm to have a consistent algorithm interface.

DIRECTION

Since SA3 assumes that the sequence numbers may collide for uplink and downlink messages when all other parameters are the same, a direction bit is necessary just as in UTRAN.

3. Integrity Input Parameters
COUNT-I/COUNT-C

As mentioned above the sequence numbers for integrity protection and encryption can be the same.
IK
There are two cryptographically separated integrity keys, one for RRC and one for NAS. The current working assumption in SA3 is that these keys can be either 128-bits long or 256-bits long. 
BEARER
Same situation as for encryption applies here.

DIRECTION

Same situation as for encryption applies here.
FRESH

Due to the way the keys are refreshed in EPC/E-UTRAN, there is no need for a FRESH parameter.

Message

This is the message that is to be integrity protected.
4. Actions:

To RAN2 and CT1:
ACTION: 
SA3 kindly asks RAN2 and CT1 to review the information above, and to provide information on:

· If these parameters are sufficient to avoid collisions in input to the encryption and integrity algorithms or if any additional input parameters are required.
· For the parameters defined by RAN2 and CT1 respectively, what the sizes of these parameters are.

· At which events are the counters (re-)initialized, and what are the initial values.

To CT1:

ACTION:     SA3 kindly asks CT1 to confirm the following assumptions regarding the NAS signalling:

· There is only one NAS signalling connection between each UE-MME pair.
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