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Introduction
From the LS C1-072912/R3-072025[1], RAN3 mentioned that duplication of NAS PDU may happen during X2 handover. This paper shows some background information of the issue and some analysis for this issue based on the LS from RAN3 [1].

Discussion
The issue comes from NAS PDU re-transmission at AS layer. The S1-AP entity in a MME re-transits a NAS PDU via the target eNodeB if the MME receives a failure indication from the source eNodeB when handover. This operation may lead to duplicated NAS PDU in the UE receiving NAS messages.
According to the LS [1], RAN3 advises two possible solutions for duplication avoidance or detection.

· Solution 1: One of solutions is that a limitation is imposed on the source eNB. That limitation is that the non-delivery message is not allowed to be sent to the MME once the NAS PDU has been delivered to low layer for transmission regardless of successful or unsuccessful delivery. In that case, the NAS PDU might be repeated by NAS layer if it is not successfully delivered over the radio to the UE. RAN3 kindly asks RAN2 to comment whether it is a valid assumption, that the eNB attempts to successfully deliver NAS PDUs, once the delivery has started, even if a (time) critical HO is pending.

· Solution 2: The other solution may be based on duplication detection in the UE on NAS layer. 

Detailed analysis to solution 1:

This solution possibly may lead to the missing of NAS PDU in low layer in E-UTRAN without making MME aware. This solution will require a longer timer for NAS signalling re-transmission. The time interval of NAS layer timer is much longer than it of X2 handover. If depending on the NAS layer re-transmission in this case is accepted, then for all the NAS PDUs received by source eNB during X2 handover the solution of NAS layer re-transmission is also accepted. And it conflicts with the previous opinions of CT1. 

Detailed analysis to solution 2:

One case of solution 2 is based on sequence number of NAS security.

From section 8.5.10 of [2], it is known that in UMTS RRC layer can detect and avoid the duplication of RRC messages by using the RRC message sequence number. And at the same time, the RRC message sequence number is a mandatory input parameter of integrity protection function.

In SAE/LTE, the security function of NAS messages is implemented in NAS layer. Consequently a sequence number of NAS message shall be used as an input parameter of the NAS security function. Similar with UMTS, the detection and avoidance of NAS messages can be implemented by NAS layer in UE. No other additional rules or limitations are needed. 
From discussion above, solution 1 is an AS layer solution with requiring longer NAS timer, and solution 2 uses current parameter to solve the problem without impacts on NAS.
Conclusion
CT1 is only responsible for NAS protocol, so it is proposed that CT1 only focus on NAS itself and discuss whether CT1 can solve the problem on NAS layer. Otherwise it is proposed to reply RAN3 to give CT1’s understanding of above two solutions by taking analysis above into account.
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Annex

The following text is copied from 25.331 sections 8.5.10.1 for reference.
8.5.10.1
Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is present the UE shall:

1>
check the value of the IE "RRC message sequence number" included in the IE "Integrity check info";

2>
if the "Downlink RRC Message sequence number" is not present in the variable INTEGRITY_PROTECTION_INFO:

3>
initialise the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received message.

2>
if the "Downlink RRC Message sequence number" is present in the variable INTEGRITY_PROTECTION_INFO:

3>
if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with one.

NOTE:
The actions above imply that also for the case the "Downlink RRC HFN" is re-initialised by a security mode control procedure, this "Downlink RRC HFN" value is incremented by one before it is applied for the integrity protection of any received message if the conditions above are fulfilled.

3>
if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4>
discard the message.

1>
calculate an expected message authentication code in accordance with subclause 8.5.10.3;

1>
compare the expected message authentication code with the value of the received IE "message authentication code" contained in the IE "Integrity check info";

2>
if the expected message authentication code and the received message authentication code are the same, the integrity check is successful:

3>
update the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included in the IE "Integrity check info" of the received RRC message.

2>
if the calculated expected message authentication code and the received message authentication code differ:

3>
act as if the message was not received.
If the UE receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY_ PROTECTION_INFO has the value "Started" and the IE 'Integrity check info' is not present the UE shall:

1>
discard the message.

UTRAN may transmit several copies of the same message in the downlink to increase the probability of proper reception of the message by the UE. In such a case, the RRC SN for these repeated messages should be the same.

