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PROPOSED CHANGE

5.7.5.1
General

The AS performing 3rd party call control acts as a B2BUA. There are two kinds of 3rd party call control:

-
Routeing B2BUA: an AS receives a request, terminates it and generates a new request, which is based on the received request.

-
Initiating B2BUA: an AS initiates two requests, which are logically connected together at the AS, or an AS receives a request and initiates a new request that is logically connected but unrelated to the incoming request from the originating user (e.g. the P-Asserted-Identity of the incoming request is changed by the AS).

When the AS receives a terminated call and generates a new call, and dependent on whether the service allows the AS to change the P-Asserted-Identity for outgoing requests compared with the incoming request, the AS will select appropriate kind of 3rd party call control.
The B2BUA AS will internally map the message headers between the two dialogs that it manages. It is responsible for correlating the dialog identifiers and will decide when to simply translate a message from one dialog to the other, or when to perform other functions. These decisions are specific to each AS and are outside the scope of the present document.

The AS, although acting as a UA, does not initiate any registration of its associated addresses. These are assumed to be known by peer-to-peer arrangements within the IM CN subsystem.

For standalone transactions, when the AS is acting as a Routeing B2BUA, the AS shall copy the remaining Route header(s) unchanged from the received request for a standalone transation to the new request for a standalone transaction.

When the AS receives a Replaces header within an initial request for a dialog, the AS should check, whether the AS acts as a routeing B2BUA for the dialog identified in the Replaces header. The AS should: 

- 
if the AS acts as routeing B2BUA for the dialog indicated in the Replaces header, include in the forwarded request a Replaces header, indicating the the dialog on the outgoing side that corresponds to the dialog identified in the received Replaces header; or

-
if the AS does not act as a routeing B2BUA for the dialog indicated in the Replaces header, include in the forwarded request the Replaces header as received in the incoming request.

When the AS acting as a routeing B2BUA receives an initial request for a dialog or a request for a standalone transaction, the AS shall: 
-
store the value of the orig-ioi parameter received in the P-Charging-Vector header if present; and

--
remove the orig-ioi parameter from the forwarded request.

NOTE:
Any received orig-ioi parameters will be any type orig-ioi but includes the adjacent network term ioi in frst position. The first orig-ioi identifies the network operator from which the request was originated for a release 5 S-CSCF and the network operator from which the request was sent otherwise.

When the AS acting as a routeing B2BUA generates a response to an initial request for a dialog or a request for a standalone transaction, the AS shall insert a P-Charging-Vector header containing the orig-ioi parameter, if received in the request and a type 3 term-ioi. The AS shall set the type 3 term-ioi parameter to a value that identifies the service provider from which the response is sent and the orig-ioi parameter is set to the previously received value of orig-ioi. Any values of orig-ioi or term-ioi received in any response that is being forwarded are not used.

If resource priority in accordance with RFC 4412 [116] is required for a dialog, then the AS shall include the Resource-Priority header field in all requests associated with that dialog.

Editor’s Note: Additional usage scenarios of the Resource-Priority header field might not by covered by the mechanisms described above or might need additional action in other functional entities.
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5.10.2.2
Initial requests

Upon receipt of any request, except the REGISTER method, the IBCF shall:

1)
if the request is an INVITE request, respond with a 100 (Trying) provisional response;

2)
if the request is an INVITE request and the IBCF is configured to perform application level gateway and/or transport plane control functionalities, save the Contact, CSeq and Record-Route header field values received in the request such that the IBCF is able to release the session if needed;

3)
if network topology hiding is required, apply the procedures as described in subclause 5.10.4;

4)
if screening of SIP signalling is required, apply the procedures as described in subclause 5.10.6;

5)
if IBCF processes a request without a pre-defined route (e.g. the subscription to reg event package originated by the P-CSCF), select an entry point of the home network and forward the request to that entry point;

NOTE 1:
The list of the entry points can be either obtained as specified in RFC 3263 [27A] or provisioned in the IBCF. The entry point can be an IBCF or an I-CSCF.
6)
store the values from the P-Charging-Function-Addresses header, if present; and

7)
remove the P-Charging-Vector and the P-Charging-Function-Addresses headers, if present, prior to forwarding the message.

When the IBCF receives an INVITE request, the IBCF may require the periodic refreshment of the session to avoid hung states in the IBCF. If the IBCF requires the session to be refreshed, the IBCF shall apply the procedures described in RFC 4028 [58] clause 8.

NOTE 2:
Requesting the session to be refreshed requires support by at least one of the UEs. This functionality cannot automatically be granted, i.e. at least one of the involved UEs needs to support it.

When the IBCF receives a response to the initial request and network topology hiding is required, then the IBCF shall apply the procedures as described in subclause 5.10.4.

When the IBCF receives a response to the initial request and screening of SIP signalling is applied, then the IBCF shall apply the procedures as described in subclause 5.10.6.
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5.10.3.2
Initial requests

Upon receipt of any request, except the REGISTER request, the IBCF shall verify whether the request is arrived from a trusted domain or not. If the request arrived from an untrusted domain, then the IBCF shall;

-
 if the topmost Route header of the request contains the "orig" parameter, respond with 403 (Forbidden) response. Otherwise,

-
remove all P-Asserted-Identity headers, all P-Access-Network-Info headers, all P-Charging-Vector headers and all P-Charging-Function-Addresses headers the request may contain.

Upon receipt of any request, except the REGISTER request, the IBCF shall:

1)
if the request is an INVITE request, then respond with a 100 (Trying) provisional response;

2)
if the request is an INVITE request and the IBCF is configured to perform application level gateway and/or transport plane control functionalities, then the IBCF shall save the Contact, CSeq and Record-Route header field values received in the request such that the IBCF is able to release the session if needed;

3)
if network topology hiding is required, then apply the procedures as described in subclause 5.10.4; and

4)
If IBCF receives an initial request for a dialog or standalone transaction, that contains a single Route header pointing to itself, and it is co-located with an I-CSCF, or it has a preconfigured I-CSCF to be contacted, then forward the request to that I-CSCF. Otherwise select an I-CSCF and forward the request to that I-CSCF. If the single Route header of the request contains the "orig" parameter, the IBCF shall insert the "orig" parameter to the URI of the I-CSCF.
NOTE 1: The selection of an I-CSCF can lead to additional delays.

When the IBCF receives an INVITE request, the IBCF may require the periodic refreshment of the session to avoid hung states in the IBCF. If the IBCF requires the session to be refreshed, the IBCF shall apply the procedures described in RFC 4028 [58] clause 8. 

NOTE:
Requesting the session to be refreshed requires support by at least one of the UEs. This functionality cannot automatically be granted, i.e. at least one of the involved UEs needs to support it.

When the IBCF receives a response to an initial request (e.g. 183 or 2xx), the IBCF shall:

1)
store the values from the P-Charging-Function-Addresses header, if present;

2)
remove the P-Charging-Function-Addresses header prior to forwarding the message; and

3)
if network topology hiding is required, then the IBCF shall apply the procedures as described in subclause 5.10.4.
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5.10.5
IMS-ALG functionality in the IBCF

The IBCF shall only apply the following procedures if application level gateway functionality is required by the network.

The IBCF acts as a B2BUA when it performs IMS-ALG functionality. As an IMS-ALG, the IBCF will internally map the message headers between the two dialogs that it manages. It is responsible for correlating the dialog identifiers and will decide when to simply translate a message from one dialog to the other, or when to perform other functions. The IBCF, although acting as a UA, does not initiate any registration of its associated addresses. These are assumed to be known by peer-to-peer arrangements within the IM CN subsystem.

When the IBCF receives an initial INVITE request from another SIP network, i.e. the IBCF acts as an entry point, the IBCF shall generate a new initial INVITE request and forward it to the I-CSCF. In case the initial INVITE request is received from own network, i.e. the IBCF acts as an exit point, the IBCF shall generate a new initial INVITE request and forward it to the entry point of the other network.

An IBCF may provide a contact address that is not a GRUU when the contact address in the incoming message that is being replaced is not a GRUU. In all other cases the IBCF shall use a GRUU. When using a GRUU, the IBCF shall do so in conformance with draft-ietf-sip-gruu [93].

This specification does not define how GRUUs are created by the IBCF; they can be provisioned by the operator or obtained by any other mechanism. The GRUU shall remain valid for the time period in which features addressed to it remain meaningful.

The IBCF shall handle requests addressed to its currently valid GRUUs when received outside of the dialog in which the GRUU was provided.

EXAMPLE: 
Upon receipt of an INVITE request addressed to a GRUU assigned to a dialog it has active, and containing a Replaces header referencing that dialog, the IBCF will be able to establish the new call replacing the old one.

The internal function of the IBCF as an IMS-ALG is defined in 3GPP TS 29.162 [11A].
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5.11.2
UE originating case

The E-CSCF may either forward the call to a PSAP in the IP network or forward the call to a PSAP in the PSTN. In the latter case the call will pass a BGCF and a MGCF before entering the PSTN.

Upon receipt of an initial request for a dialog, or a standalone transaction, or an unknown method including a Request-URI with an emergency service URN, i.e. a service URN with a top-level service type of "sos" as specified in draft-ietf-ecrit-service-urn [69], or an emergency number the E-CSCF shall: 

1)
remove its own SIP URI from the topmost Route header;

2)
if the PSAP is the next hop, store the value of the icid parameter received in the P-Charging-Vector header and remove the received information in the P-Charging-Vector header, else keep the P-Charging-Vector if the next hop is an exit IBCF or a BGCF;

3)
if the PSAP is the next hop remove the P-Charging-Function-Addresses headers, if present, else keep the P-Charging-Function-Addresses headers if the next hop is an exit IBCFor an BGCF;

4)
if an IBCF or BGCF is the next hop insert a type 2 orig-ioi parameter into the P-Charging-Vector header. The E-CSCF shall set the type 2 orig-ioi parameter to a value that identifies the sending network. The E-CSCF shall not include the term-ioi parameter;

5)
get location information as

-
geographical location information received as a location object from a message body with the content type application/pidf+xml in accordance with draft-ietf-sip-location-conveyance [89]; and
-
location identifier as derived from the P-Access-Network Network-Info header, if available. 

NOTE 1:
The E-CSCF can request location information from an LRF. The protocol used to retrieve the location information from the LRF is not specified in this version of the specification.

NOTE 2:
As an alternative to retrieve location information from the LRF the E-CSCF can also request location information from an external server. The address to the external server can be received in the Geolocation header as specified in draft-ietf-sip-location-conveyance [89]. The protocol used to retrieve the location information from the external server is not specified in this version of the specification.

6)
select, based on location information and optionally type of emergency service:

-
a PSAP connected to the IM CN subsystem network and add the PSAP URI to the topmost Route header; or

NOTE 3:
The E-CSCF conveys the P-Access-Network-Info header containing the location identifier to the PSAP.
-
a PSAP in the PSTN, add the BGCF URI to the topmost Route header and add a PSAP URI in tel URI format to the Request-URI with an entry used in the PSTN/CS domain to address the PSAP;

NOTE 4:
The E-CSCF conveys the P-Access-Network-Info header containing the location identifier towards the MGCF. The MGCF can translate the location Information if included in INVITE (i.e. both the geographical location information in PIDF-LO and the location identifier in the P-Access-Network-Info header) into ISUP signalling, see 3GPP TS 29.163 [11B].

NOTE 5:
The E-CSCF can request location information and routeing information from the LRF. The E-CSCF can for example send the location identifier to LRF and LRF maps the location identifier into the corresponding geographical location information that LRF sends to E-CSCF. The LRF can invoke an RDF to convert the location information into a proper PSAP/EC URI. Both the location information and the PSAP URI are returned to the E-CSCF.
NOTE 6:
The way the E-CSCF determines the next hop address when the PSAP address is a tel URI is implementation dependent.

7)
if the E-CSCF receives a reference number from the LRF the E-CSCF shall include the reference number in the P-Asserted-Identity header;

NOTE 7:
The reference number is used in the communication between the PSAP and LRF.

8)
if due to local policy or if the PSAP requires interconnect functionalities (e.g. PSAP address is of an IP address type other than the IP address type used in the IM CN subsystem), put the address of the IBCF to the topmost route header, in order to forward the request to the PSAP via an IBCF in the same network;

9)
create a Record-Route header containing its own SIP URI

10)
if the request is an INVITE request, save the Contact, Cseq and Record-Route header field values received in the request such that the E-CSCF is able to release the session if needed; and

11)
route the request based on SIP routeing procedures.

Editor's Note: It needs to be investigated whether the E-CSCF also needs (under specific circumstances) to release an emergency session.

NOTE 8:
Depending on local operator policy, the E-CSCF has the capability to reject requests relating to specific methods in accordance with RFC 3261 [26], as an alternative to the functionality described above.

Upon receipt of an initial request for a dialog, a standalone transaction, or an unknown method, that does not include a Request-URI with an emergency service URN or an emergency number, the E-CSCF shall reject the call by sending a 403 (Forbidden) response.

When the E-CSCF receives the request containing the access-network-charging-info parameter in the P-Charging-Vector, the E-CSCF shall store the access-network-charging-info parameter from the P-Charging-Vector header. The E-CSCF shall retain access-network-charging-info parameter in the P-Charging-Vector header.

When the E-CSCF receives any request or response (excluding ACK requests and CANCEL requests and responses) related to a UE-originated dialog or standalone transaction, the E-CSCF may insert previously saved values into P-Charging-Vector and P-Charging-Function-Addresses headers before forwarding the message.

When the E-CSCF receives an INVITE request from the UE, the E-CSCF may require the periodic refreshment of the session to avoid hung states in the E-CSCF. If the E-CSCF requires the session to be refreshed, the IBCF shall apply the procedures described in RFC 4028 [58] clause 8. 

NOTE 9:
Requesting the session to be refreshed requires support by at least the UE or the PSAP or MGCF. This functionality cannot automatically be granted, i.e. at least one of the involved UAs needs to support it in order to make it work. 
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6.1.3
Handling of SDP at the terminating UE

Upon receipt of an initial SDP offer in which no precondition information is available, the terminating UE shall in the SDP answer:

-
if, prior to sending the SDP answer the desired QoS resources have been reserved at the terminating UE, set the related media streams the in the SDP answer to:

-
active mode, if the offered media streams were not listed as inactive; or

-
inactive mode, if the offered media streams were listed as inactive. 

If the terminating UE had previously set one or more media streams to inactive mode and the QoS resources for those media streams are now ready, the UE shall set the media streams to active mode by applying the procedures described in RFC 4566 [39] with respect to setting the direction of media streams.

Upon sending a SDP answer to an SDP offer (which included one or more media lines which was offered with several codecs) the terminating UE shall select exactly one codec per payload and indicate only the selected codec for the related media stream.

NOTE 1:
A SDP media line can indicate several different payloads. For example a media line indicating an audio media type can indicate several codecs for the audio stream as well as the MIME subtype "telephone-event" for DTMF payload.
Upon sending a SDP answer to an SDP offer, with the SDP answer including one or more media streams for which the originating side did indicate its local preconditions as not met, if the precondition mechanism is supported by the terminating UE, the terminating UE shall indicate its local preconditions and request the confirmation for the result of the resource reservation at the originating end point.
NOTE 2: 
If the terminating UE does not support the precondition mechanism it will ignore any precondition information received from the originating UE.

Upon receiving an initial INVITE request, that includes the SDP offer containing an IP address type (in the "c=" parameter) that is not supported by the UE, the UE shall respond with the 488 (Not Acceptable Here) response with 301 Warning header indicating "incompatible network address format".

NOTE 3:
Upon receiving an initial INVITE request, that includes an SDP offer containing connection addresses (in the "c=" parameter) equal to zero, the UE will select the media streams that is willing to accept for the session, reserve the QoS resources for accepted media streams, and include its valid connection address in the SDP answer.
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6.2

Procedures at the P-CSCF

When the P-CSCF receives any SIP request containing an SDP offer, the P-CSCF shall examine the media parameters in the received SDP. If the P-CSCF finds any media parameters which are not allowed on the network by local policy, the P-CSCF shall return a 488 (Not Acceptable Here) response containing SDP payload. This SDP payload contains either all the media types, codecs and other SDP parameters which are allowed according to the local policy, or, based on configuration by the operator of the P-CSCF, a subset of these allowed parameters. This subset may depend on the content of the received SIP request. The P-CSCF shall build the SDP payload in the 488 (Not Acceptable Here) response in the same manner as a UAS builds the SDP in a 488 (Not Acceptable Here) response as specifed in RFC 3261 [26]. The P-CSCF shall order the SDP payload with the most preferred codec listed first. If the SDP offer is encrypted, the P-CSCF may reject the request.

When the P-CSCF receives a SIP response different from 200 (OK) response containing SDP offer, the P-CSCF shall not examine the media parameters in the received SDP offer, but the P-CSCF shall rather check the succeeding request containing the SDP answer for this offer, and if necessary (i.e. the SDP answer reduced by the UE still breaches local policy), the P-CSCF shall return a 488 (Not Acceptable Here) response containing the local policy allowed SDP payload. If the SDP answer is encrypted, the P-CSCF may reject the succeeding request.

When the P-CSCF receives a 200 (OK) response containing SDP offer, the P-CSCF shall examine the media parameters in the received SDP. If the P-CSCF finds any media parameters which are not allowed on the network by local policy, the P-CSCF shall forward the SDP offer and on the receipt of the ACK request containing the SDP answer, the P-CSCF shall immediately terminate the session as described in subclause 5.2.8.1.2. If the SDP offer is encrypted, the P-CSCF shall forward the SDP offer and on the receipt of the ACK request containing the SDP answer, it may immediately terminate the session as described in subclause 5.2.8.1.2.

In case a device performing address and/or port number conversions is provided by a NA(P)T or NA(P)T-PT controlled by the P-CSCF, or by a hosted NAT, the P-CSCF may need to modify the media connection data in SDP bodies according to the procedures described in annex F and/or annex G.

The P-CSCF shall apply and maintain the same policy within the SDP from the initial request or response containing SDP and throughout the complete SIP session. 

The P-CSCF may inspect, if present, the "b=RS" and "b=RR" lines in order to find out the bandwidth allocation requirements for RTCP.
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6.3
Procedures at the S-CSCF

When the S-CSCF receives any SIP request containing an SDP offer, the S-CSCF shall examine the media parameters in the received SDP. If the S-CSCF finds any media parameters which are not allowed based on local policy or subscription (i.e. the information in the instances of the Core Network Service Authorization class in the service profile, described in 3GPP TS 29.228 [14]), the S-CSCF shall return a 488 (Not Acceptable Here) response containing SDP payload. This SDP payload contains either all the media types, codecs and other SDP parameters which are allowed according to the local policy and users subscription or, based on configuration by the operator of the S-CSCF, a subset of these allowed parameters. This subset may depend on the content of the received SIP request. The S-CSCF shall build the SDP payload in the 488 (Not Acceptable Here) response in the same manner as a UAS builds the SDP in a 488 (Not Acceptable Here) response as specified in RFC 3261 [26]. If the SDP offer is encrypted, the S-CSCF may reject the request.

When the S-CSCF receives a SIP response different from 200 (OK) response containing SDP offer, the S-CSCF shall not examine the media parameters in the received SDP offer, but the S-CSCFshall rather check the succeeding request containing the SDP answer for this offer, and if necessary (i.e. the SDP answer reduced by the UE still breaches local policy), the S-CSCF shall return a 488 (Not Acceptable Here) response containing the local policy allowed SDP payload. If the SDP answer is encrypted, the S-CSCF may reject the succeeding request.

When the S-CSCF receives a 200 (OK) response containing SDP offer, the S-CSCF shall examine the media parameters in the received SDP. If the S-CSCF finds any media parameters which are not allowed based on local policy or subscription (i.e. the information in the instances of the Core Network Service Authorization class in the service profile, described in 3GPP TS 29.228 [14]), the S-CSCF shall forward the SDP offer and on the receipt of the ACK request containing the SDP answer, the S-CSCF shall immediately terminate the session as described in subclause 5.4.5.1.2. If the SDP offer is encrypted, the S-CSCF shall forward the SDP offer and on the receipt of the ACK request containing the SDP answer, it may immediately terminate the session as described in subclause 5.4.5.1.2.
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6.4.1
Calls originating from circuit-switched networks

The usage of SDP by the MGCF is the same as its usage by the UE, as defined in the subclause 6.1 and A.3.2, with the following exception:

-
in an initial SDP offer the MGCF shall not use the "inactive" attribute when the local preconditions are met; and

-
in an INVITE request generated by a MGCF, the MGCF shall indicate the current status of the local precondition.

When sending an SDP, the MGCF shall not include the "i=", "u=", "e=", "p=", "r=", and "z=" descriptors in the SDP, and the MGCF shall ignore them when received in the SDP.

When the MGCF generates and sends an INVITE request for a call originating in a circuit-switched network, the MGCF shall:

-
populate the SDP with the codecs supported by the associated MGW (see 3GPP TS 26.235 [10] for the supported codecs); and

-
in order to support DTMF, populate the SDP with MIME subtype "telephone-event" as described in RFC 2833 [23].

When the MGCF receives 183 (Session Progress) response to an INVITE request, the MGCF shall:

-
check that a supported codec has been indicated in the SDP.
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6.4.2
Calls terminating in circuit-switched networks

The usage of SDP by the MGCF is the same as its usage by the UE, as defined in the subclause 6.1 and A.3.2, with the following exception:

-
When the MGCF sends a 183 (Session Progress) response with SDP payload, the MGCF shall only request confirmation for the result of the resource reservation at the originating end point if there are any remaining unfulfilled preconditions.

When sending an SDP, the MGCF shall not include the "i=", "u=", "e=", "p=", "r=", and "z=" descriptors in the SDP, and the MGCF shall ignore them when received in the SDP.

When the MGCF receives an initial INVITE request, the MGCF shall:

-
check for a codec that matches the requested SDP, which may include the MIME subtype "telephone-event" as described in RFC 2833 [23].

When the MGCF generates and sends a 183 (Session Progress) response to an initial INVITE request, the MGCF shall:

-
set SDP indicating the selected codec, which may include the MIME subtype "telephone-event" as described in RFC 2833 [23].
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7.2A.4.3
Additional coding rules for P-Access-Network-Info header

The UE shall populate the P-Access-Network-Info header, where use is specified in subclause 5.1, with the following contents:

1)
the access-type field set to one of "3GPP-GERAN","3GPP-UTRAN-FDD", "3GPP-UTRAN-TDD", "3GPP2-1X", "3GPP2-1X-HRPD", "IEEE-802.11", "IEEE-802.11a", "IEEE-802.11b", "IEEE-802.11g", "ADSL", "ADSL2", "ADSL2+", "RADSL", "SDSL", "HDSL", "HDSL2", "G.SHDSL", "VDSL", "IDSL", or "DOCSIS" as appropriate to the access technology in use.

2)
if the access type field is set to "3GPP-GERAN", a cgi-3gpp parameter set to the Cell Global Identity obtained from lower layers of the UE. The Cell Global Identity is a concatenation of MCC, MNC, LAC and CI (as described in 3GPP TS 23.003 [3]). The value of "cgi-3gpp" parameter is therefore coded as a text string as follows:

Starting with the most significant bit, MCC (3 digits), MNC (2 or 3 digits depending on MCC value), LAC (fixed length code of 16 bits using full hexadecimal representation) and CI (fixed length code of 16 bits using a full hexadecimal representation);

3)
if the access type field is equal to "3GPP-UTRAN-FDD", or "3GPP-UTRAN-TDD", a "utran-cell-id-3gpp" parameter set to a concatenation of the MCC, MNC, LAC (as described in 3GPP TS 23.003 [3]) and the UMTS Cell Identity (as described in 3GPP TS 25.331 [9A]), obtained from lower layers of the UE, and is coded as a text string as follows:

Starting with the most significant bit, MCC (3 digits), MNC (2 or 3 digits depending on MCC value), LAC (fixed length code of 16 bits using full hexadecimal representation) and UMTS Cell Identity (fixed length code of 28 bits using a full hexadecimal representation);

4)
if the access type field is set to "3GPP2-1X", a ci-3gpp2 parameter set to the ASCII representation of the hexadecimal value of the string obtained by the concatenation of SID (16 bits), NID (16 bits), PZID (8 bits) and BASE_ID (16 bits) (see 3GPP2 C.S0005-D [85]) in the specified order. The length of the ci-3gpp2 parameter shall be 14 hexadecimal characters. The hexadecimal characters (A through F) shall be coded using the uppercase ASCII characters. If the MS does not know the values for any of the above parameters, the MS shall use the value of 0 for that parameter. For example, if the SID is unknown, the MS shall represent the SID as 0x0000;

NOTE 1:
The SID value is represented using 16 bits as supposed to 15 bits as specified in 3GPP2 C.S0005-D [85].

EXAMPLE:
If SID = 0x1234, NID = 0x5678, PZID = 0x12, BASE_ID = 0xFFFF, the ci-3gpp2 value is set to the string "1234567812FFFF".

5)
if the access type field is set to "3GPP2-1X-HRPD", a ci-3gpp2 parameter set to the ASCII representation of the hexadecimal value of the string obtained by the concatenation of Sector ID (128 bits) and Subnet length (8 bits) (see 3GPP2 C.S0024-A [86]) in the specified order. The length of the ci-3gpp2 parameter shall be 34 hexadecimal characters. The hexadecimal characters (A through F) shall be coded using the uppercase ASCII characters;

EXAMPLE:
If the Sector ID = 0x12341234123412341234123412341234, Subnet length = 0x11, the ci-3gpp2 value is set to the string "1234123412341234123412341234123411".

6)
if the access-type field set to one of "IEEE-802.11", "IEEE-802.11a", "IEEE-802.11b" or "IEEE-802.11g", an "i-wlan-node-id" parameter is set to the MAC address of the AP.
7)
if the access-type field is set to one of "ADSL", "ADSL2", "ADSL2+", "RADSL", "SDSL", "HDSL", "HDSL2", "G.SHDSL", "VDSL", "IDSL", the access-info field shall contain a dsl-location parameter obtained from the CLF (see NASS functional architecture); and
8)
if the access-type field set to "DOCSIS", the access info parameter is set to a null value. This release of this specification does not define values for use in this parameter.

NOTE 2:
The "cgi-3gpp", the "utran-cell-id-3gpp", the "ci-3gpp2", the "i-wlan-node-id", and the "dsl-location" parameters described above among other usage also constitute the location identifiers that are used for emergency services.

If the P-CSCF receives an initial request for a dialog or standalone transaction or an unknown method and:

-
the request includes a P-Access-Network-Info header with a "network-provided" parameter the P-CSCF shall remove the P-Access-Network-Info header;

-
the request is sent using xDSL as an IP-CAN the P-CSCF may insert a P-Access-Network-Info header into the request by setting the access-type field to one of "ADSL", "ADSL2", "ADSL2+", "RADSL", "SDSL", "HDSL", "HDSL2", "G.SHDSL", "VDSL", or "IDSL", adding the "network-provided" parameter and the "dsl-location" parameter with the value received in the Location-Information header in the User-Data Answer command as specified in ETSI ES 283 035 [98]; and

NOTE 3:
The way the P-CSCF deduces that the request comes using xDSL access is implementation dependent.

Editor's Note: Insertion of P-Access-Network-Info header by a P-CSCF is not allowed according to RFC 3455 [52].
-
the request is sent using DOCSIS as an IP-CAN the P-CSCF may insert a P-Access-Network-Info header into the request by setting the access-type field to "DOCSIS" and including the "network-provided" parameter.

NOTE 4:
The way the P-CSCF deduces that the request comes using DOCSIS access is implementation dependent.

Editor's Note: Insertion of P-Access-Network-Info header by a P-CSCF is not allowed according to RFC 3455 [52].
PROPOSED CHANGE

C.2
Derivation of IMS parameters from USIM

In case the UE is loaded with a UICC that contains a USIM application but does not contain an ISIM application, the UE shall:

-
generate a private user identity;

-
generate a temporary public user identity; and

-
generate a home network domain name to address the SIP REGISTER request to.

All these three parameters are derived from the IMSI parameter in the USIM, according to the procedures described in 3GPP TS 23.003 [3]. Also in this case, the UE shall derive new values every time the UICC is changed, and shall discard existing values if the UICC is removed.

NOTE:
If there is an ISIM and a USIM application on a UICC, the ISIM application is used for authentication to the IM CN subsystem, as described in 3GPP TS 33.203 [19]. See subclause 5.1.1.1A.

PROPOSED CHANGE

F.2.1.2.2
Initial registration

The procedures described in subclause 5.1.1.2 apply with the additional procedures described in the present subclause.

NOTE 1:
In accordance with the definitions given in subclause 3.1 the IP address aquired initially by the UE in a hosted NAT scenario is the UE private IP address.

On sending a REGISTER request, the UE shall populate the header fields as indicated in subitems a) through j) of subclause 5.1.1.2 with the exceptions of subitems d), e) and h) which are modified as follows

The UE shall populate:

d)
a Contact header according to the following rules: if the REGISTER request is sent without integrity protection, the Contact header shall be set to include SIP URI(s) containing the private IP address of the UE in the hostport parameter or FQDN. If the UE supports GRUU, the UE shall include a +sip.instance parameter containing the instance ID. If the REGISTER request is integrity protected, the UE shall include the public IP address or FQDN and the protected server port value in the hostport parameter. The UE shall only use a FQDN in a protected REGISTER request, if it is ensured that the FQDN resolves to the public IP address of the NAT. If the UE supports GRUU, the UE shall include a +sip.instance parameter containing the instance ID;

NOTE 2:
The UE will learn its public IP address from the received parameter in the topmost Via header in the 401 (Unauthorized) response to the unprotected REGISTER request. 

e)
a Via header according to the following rules: if the REGISTER request is sent without integrity protection, the Via header shall be set to include the private IP address or FQDN of the UE in the sent-by field. If the REGISTER request is integrity protected, the UE shall include the public IP address or FQDN and the protected server port value in the sent-by field. The UE shall only use a FQDN in a protected REGISTER request, if it is ensured that the FQDN resolves to the public IP address of the NAT;

NOTE 3:
If the UE specifies a FQDN in the host parameter in the Contact header and in the sent-by field in the Via header of an unprotected REGISTER request, this FQDN will not be subject to any processing by the P-CSCF or other entities within the IM CN subsystem. The means to ensure that the FQDN resolves to the public IP address of the NAT are outside of the scope of this specification. One option for resolving this is local configuration.
h)
the Security-Client header field set to specify the security mechanism the UE supports, the IPsec layer algorithms the UE supports and the parameters needed for the security association setup. The UE shall support the setup of two pairs of security associations as defined in 3GPP TS 33.203 [19]. The syntax of the parameters needed for the security association setup is specified in Annex H of 3GPP TS 33.203 [19]. The UE shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The UE shall support the IPSec layer algorithms for integrity protection and for encryption as defined in 3GPP TS 33.203 [19], and shall announce support for them according to the procedures defined in RFC 3329 [48]. In addition to transport mode the UE shall support UDP encapsulated tunnel mode as per RFC 3948 [63A] and shall announce support for both modes as described in TS 33.203 [19]; 

When a 401 (Unauthorized) response to a REGISTER is received and this response is received without integrity protection, the procedures described in subclause 5.1.1.2 apply with the following additions:

The UE shall check whether a received parameter is present in the topmost Via header. 

-
If no received parameter is present, the UE shall proceed with the procedures described in subclause 5.1 of the main body of this specification;

-
If a received parameter is present, the UE shall verify using the Security-Server header that mode "UDP-enc-tun" is selected. If the verification succeeds the UE shall store the IP address contained in the received parameter as the UE public IP address. If the verification does not succeed the UE shall abort the registration.

In addition, when a 401 (Unauthorized) response to a REGISTER is received (with or without integrity protection) the UE shall behave as described in subclause F.2.1.2.5. 

PROPOSED CHANGE

F.2.2.2
Registration

The procedures described in subclause 5.2.2 apply with the additional procedures described in the present subclause.

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall behave as of subclause 5.2.2 with the exception of subitem 5) and 6) which are modified as follows. 

The P-CSCF shall:

5)
in case the REGISTER request was received without integrity protection, then:

a)
check the existence of the Security-Client header. If the header is not present, then the P-CSCF shall return a suitable 4xx response. If the header is present the P-CSCF shall:

-
in case the UE indicated support for "UDP-enc-tun" then remove and store it. 

-
in case the UE does not indicate support for "UDP-enc-tun" then: 

-
if the host portion of the sent-by field in the topmost Via header contains an IP address that differs from the source address of the IP packet, silently drop the REGISTER;

-
otherwise continue with procedures as of subclause 5.2.2. 

NOTE: 
If the UE does not indicate support for "UDP-enc-tun" and the P-CSCF detects that the UE is located behind a NAT device, then the P-CSCF can just drop the REGISTER to avoid unnecessary signalling traffic.

b)
if the host portion of the sent-by field in the topmost Via header contains a FQDN, or if it contains an IP address that differs from the source address of the IP packet, the P-CSCF shall add a received parameter in accordance with the procedure defined in RFC 3261 [26]. If the P-CSCF adds a received parameter, the UE shall also add an rport parameter in accordance with the procedure defined in RFC 3581 [56A].
6)
in case the REGISTER request was received integrity protected, then the P-CSCF shall:

a)
check the security association which protected the request. If the security association is a temporary one, the P-CSCF shall:

-
in case the host parameter in the Contact address is in the form of a FQDN, ensure that the given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address bound to the security association;

-
in case the P-CSCF has detected earlier that the UE is located behind a NAT, retrieve port_Uenc from the encapsulating UDP header of the packet received and complete configuration of the temporary set of security associations by configuring port_Uenc in each of the temporary security associations;

-
check whether the request contains a Security-Verify header in addition to a Security-Client header. If there are no such headers, then the P-CSCF shall return a suitable 4xx response. If there are such headers, then the P-CSCF shall compare the content of the Security-Verify header with the content of the Security-Server header sent earlier and the content of the Security-Client header with the content of the Security-Client header received in the challenged REGISTER. If those do not match, then there is a potential man-in-the-middle attack. The request should be rejected by sending a suitable 4xx response. If the contents match, the P-CSCF shall remove the Security-Verify and the Security-Client header;

When the P-CSCF receives a 401 (Unauthorized) response to an unprotected REGISTER request and this response contains a received and rport parameter in the Via header associated with the UE and the UE indicated support for "UDP-enc-tun" IPsec mode, the P-CSCF shall:

1)
delete any temporary set of security associations established towards the UE;

2)
remove the CK and IK values contained in the 401 (Unauthorized) response and bind them to the proper private user identity and to the temporary set of security associations which will be setup as a result of this challenge. The P-CSCF shall forward the 401 (Unauthorized) response to the UE if and only if the CK and IK have been removed;

3)
insert a Security-Server header in the response, containing the P-CSCF security list and the parameters needed for the security association setup, as specified in Annex H of 3GPP TS 33.203 [19]. The P-CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P-CSCF shall support the IPSec layer algorithms for integrity protection and for encryption as defined in 3GPP TS 33.203 [19]. The P-CSCF shall indicate "UDP-enc-tun" as the only IPsec mode;

4)
set up the temporary set of security associations with a temporary SIP level lifetime between the UE and the P-CSCF for the user identified with the private user identity. The P-CSCF shall select UDP encapsulated tunnel mode and shall leave the value for port-Uenc unspecified in each of the temporary security associations. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48]. The P-CSCF shall set the temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

5)
send the 401 (Unauthorized) response unprotected to the UE using the mechanisms described in RFC 3261 [26] and RFC 3581 [56A], i.e. the P-CSCF shall send the response to the IP address indicated in the received parameter and to the port indicated in the rport parameter of the Via header associated with the UE. In case UDP is used as transport protocol, the P-CSCF shall use the port on which the REGISTER request was received as client port for sending the response back to the UE.

When the P-CSCF receives a 401 (Unauthorized) response to a protected REGISTER request and that REGISTER request was protected by an old set of security associations that use UDP encapsulated tunnel mode, the P-CSCF shall:

1)
delete any temporary set of security associations established towards the UE;

2)
remove the CK and IK values contained in the 401 (Unauthorized) response and bind them to the proper private user identity and to the temporary set of security associations which will be setup as a result of this challenge. The P-CSCF shall forward the 401 (Unauthorized) response to the UE if and only if the CK and IK have been removed;

3)
insert a Security-Server header in the response, containing the P-CSCF security list and the parameters needed for the security association setup, as specified in Annex H of 3GPP TS 33.203 [19]. The P-CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P-CSCF shall support the IPsec layer algorithms for integrity protection and encryption as defined in 3GPP TS 33.203 [19]. The P-CSCF shall indicate "UDP-enc-tun" as the IPsec mode;

4)
set up the temporary set of security associations with a temporary SIP level lifetime between the UE and the P-CSCF for the user identified with the private user identity. The P-CSCF shall select UDP encapsulated tunnel mode and shall specify the same port_Uenc that was used in the old set of security associations. The P-CSCF shall set the temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

5)
send the 401 (Unauthorized) response to the UE using the old set of security associations.

Otherwise, when the P-CSCF receives a 401 (Unauthorized) response to an unprotected REGISTER request and this response does not contain a received and rport parameter or when the P-CSCF receives a 401 (Unauthorized) response to a protected REGISTER request and that REGISTER request was protected by an old set of security associations that do not use UDP encapsulated tunnel mode, the P-CSCF shall proceed as described in subclause 5.2.2 of the main body of this specification.

PROPOSED CHANGE

F.3.2.2
Receipt of an SDP offer

When the P-CSCF receives an SDP offer during session establishment, if this offer comes from a UE located behind a hosted NAT, the P-CSCF shall modify the SDP offer by replacing the IP address(es) and port number previously set in the SDP offer by the IP address(es) and port number(s) received from the IMS access gateway over the Iq interface.

PROPOSED CHANGE

F.3.2.3
Receipt of an SDP answer

When the P-CSCF receives any SDP answer to an SDP offer described in subclause F.3.2.2, if this answer comes from a UE located behind a hosted NAT, the P-CSCF shall modify the SDP answer by replacing the IP address(es) and port number previously set in the SDP answer by the IP address(es) and port number(s) received from the IMS access gateway over the Iq interface. 

PROPOSED CHANGE

G.1
Scope

This annex describes the P-CSCF procedures for supporting the scenario where IP address and/or port conversions occur at the IMS access fateway level in the media path between the UE and the backbone. Two types of address conversions are covered: 


IP version interworking (NA(P)T-PT); and;


IP address/port translation (NA(P)T).

The annex assumes that signalling procedure take place over the Iq interface to enable the P-CSCF to request and retrieve the address bindings reserved in the transport plane.

PROPOSED CHANGE

G.2.2
Receipt of an SDP offer

When the P-CSCF receives any SDP offer during session establishment, the P-CSCF shall modify the SDP offer by replacing the IP address(es) and port number previously set in the SDP offer by the IP address(es) and port number(s) received from the IMS access gateway over the Iq interface. 

PROPOSED CHANGE

G.2.3
Receipt of an SDP answer

When the P-CSCF receives any SDP answer to an SDP offer described in subclause G.2.3, the P-CSCF shall modify the SDP answer by replacing the IP address(es) and port number previously set in the SDP answer by the IP address(es) and port number(s) received from the IMS access gateway over the Iq interface.

The P-CSCF may receive multiple provisional responses with an SDP answer due to forking of a request before the first final answer is received. For each SDP answer received in such subsequent provisional responses, the P-CSCF shall apply the procedure in this subclause.

PROPOSED CHANGE

I.2
Procedures

The additional routeing functionality, or associated functional entity, performing these additional routeing procedures should analyse the destination address, and determine whether to route to another network, directly, or via the IBCF, or to the BGCF, or the I-CSCF in its own network. This analysis may use public (e.g., DNS, ENUM) and/or private database lookups, and/or locally configured data and need not modify the Request-URI. In addition, and based upon local policy, the analysis may include the carrier identified by the "cic" tel-URI parameter of the Request-URI as part of the route determination.
For all SIP transactions identified:

-
if priority is supported, as containing an authorised Resource-Priority header, or, if such an option is supported, relating to a dialog which previously contained an authorised Resource-Priority header;

the additional routeing functionality shall give priority over other transactions or dialogs. This allows special treatment of such transactions or dialogs.

NOTE 1:
The special treatment can include filtering, higher priority processing, routeing, call gapping. The exact meaning of priority is not defined further in this document, but is left to national regulation and network configuration.

When provided as a separate function, the network element performing these functions need not Record-Route the INVITE request.

If the additional routeing functionality inserts its own Record-Route header, then the additional routeing functionality may require the periodic refreshment of the session to avoid hung states. If the network element requires the session to be refreshed, then the additional routeing functionality shall apply the procedures described in RFC 4028 [58] clause 8.

NOTE 2:
Requesting the session to be refreshed requires support by at least one of the UEs. This functionality cannot automatically be granted, i.e. at least one of the involved UEs needs to support it.

When provided as a separate function, the network element performing these functions shall not apply the procedures of RFC 3323 [33] relating to privacy.

PROPOSED CHANGE

K.2.1.2.2
Initial registration

The procedures described in subclause 5.1.1.2 apply with the additional procedures described in the present subclause.

NOTE 1:
In accordance with the definitions given in subclause 3.1 the IP address acquired initially by the UE in a hosted NAT scenario is the UE private IP address.

On sending a REGISTER request, the UE shall populate the header fields as indicated in subitems a) through j) of subclause 5.1.1.2 with the exceptions of subitems d), e) and h) which are modified as follows

The UE shall populate:

d)
a Contact header according to the following rules: the Contact header shall be set to include SIP URI(s) containing the private IP address of the UE in the hostport parameter or FQDN. The UE shall also include an instance ID (sip.instance) and reg-id as described in draft-ietf-sip-outbound [92];

e)
a Via header according to the following rules: 

-
For UDP, if the REGISTER request is sent without integrity protection, the Via header shall be set to include the private IP address or FQDN of the UE in the sent-by field. If the REGISTER request is integrity protected, the UE shall include the public IP address or FQDN and the protected server port value in the sent-by field. In both cases the UE shall include the rport parameter as defined in RFC 3581 [56A]; or

-
For TCP, if the REGISTER request is sent without integrity protection, the Via header shall be set to include the private IP address or FQDN of the UE in the sent-by field. If the REGISTER request is integrity protected, the UE shall include the public IP address or FQDN;
NOTE 2:
The UE will learn its public IP address from the received parameter in the topmost Via header in the 401 (Unauthorized) response to the unprotected REGISTER request. 

NOTE 3:
If the UE specifies a FQDN in the host parameter in the Contact header and in the sent-by field in the Via header of an unprotected REGISTER request, this FQDN will not be subject to any processing by the P-CSCF or other IMS entities.

h)
the Security-Client header field set to specify the security mechanism the UE supports:

-
for IPsec, the IPsec layer algorithms the UE supports and the parameters needed for the security association setup. The UE shall support the setup of two pairs of security associations as defined in 3GPP TS 33.203 [19]. The syntax of the parameters needed for the security association setup is specified in Annex H of 3GPP TS 33.203 [19]. The UE shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The UE shall support the IPSec layer algorithms for integrity protection and for encryption as defined in 3GPP TS 33.203 [19], and shall announce support for them according to the procedures defined in RFC 3329 [48]. In addition to transport mode the UE shall support UDP encapsulated tunnel mode as per RFC 3948 [63A] and shall announce support for both modes as described in 3GPP TS 33.203 [19]; or
-
if the UE supports TLS, the UE shall support the "tls" security mechanism, as specified in RFC3329 [48], and the UE shall support TLS ciphersuites as described in 3GPP TS 33.203 [19];
When a 401 (Unauthorized) response to a REGISTER request is received and this response is received without integrity protection, the procedures described in subclause 5.1.1.2 apply with the following additions:

The UE shall check whether a received parameter is present in the topmost Via header. 

-
if no received parameter is present, or the receive parameter is present and the IP Address contained within matches the IP Address the UE placed in the sent-by field of the Via header, the UE shall proceed with the procedures described in subclause 5.1;

-
if a received parameter is present and the IP Address does not match that which the UE placed in the sent-by field of the Via header, the UE is most likely behind a NAT. In this case, the UE shall verify using the Security-Server header that either the mechanism-name "tls" or "ipsec-3gpp" and the mode "UDP-enc-tun" is selected. If the verification succeeds the UE shall behave as described in subclause K.2.1.2.5 and store the IP address contained in the received parameter as the UE's public IP address. If the verification does not succeed the UE shall abort the registration.

The UE shall check whether the outbound option-tag is present in the supported header.

- 
If no outbound option-tag is present, the UE shall refrain from registering additional Reg-IDs for the same private identity; or

-
If an outbound option-tag is present, the UE may establish an IMS flow set with each discovered P-CSCF.

When a 401 (Unauthorized) response to a REGISTER request is received with integrity protection the UE shall behave as described in subclause K.2.1.2.5. 

PROPOSED CHANGE

K.2.1.6.8.2
Emergency session set-up in case of no registration

The procedures described in subclause 5.1.6.8.2 apply with the additional procedures described in the present subclause.

NOTE 1:
In accordance with the definitions given in subclause 3.1 the IP address acquired initially by the UE in a hosted NAT scenario is the UEs private IP address.

On sending a INVITE request, the UE shall populate the header fields as indicated in subitems 1) through 9) of subclause 5.1.6.8.2 with the exceptions of subitem 7) which is modified as follows

The UE shall populate:

7)
a Via header according to the following rules: 

-
for UDP, the Via header shall be set to include the private IP address or FQDN of the UE and the unprotected server port value where the UE will receive response to the emergency request in the sent-by field. The UE shall also include the rport parameter as defined in RFC 3581 [56A]; or

-
for TCP, the Via header shall be set to include the private IP address or FQDN of the UE in the sent-by field;

NOTE 2:
If the UE specifies a FQDN in the host parameter in the Contact header and in the sent-by field in the Via header, this FQDN will not be subject to any processing by the P-CSCF or other entities of the IM CN subsystem.

When a non-negative response to the INVITE request is received, the UE shall check whether a received parameter is present in the topmost Via header. 

-
if no received parameter is present, or the receive parameter is present and the IP Address contained within matches the IP address the UE placed in the sent-by field of the Via header, the UE shall proceed with the procedures described in subclause 5.1.6.8.2 of the main body of this specification;

-
if a received parameter is present and the IP address does not match that which the UE placed in the sent-by field of the Via header, the UE is most likely behind a NAT. In this case, the UE should maintain the flow to the P-CSCF as described in subclause K.2.1.5 for the duration of the dialog.

NOTE 3:
If the UE is behind a NAT, it needs to maintain the NAT bindings between the UE and the P-CSCF to allow for requests from the P-CSCF related to the emergency session.

PROPOSED CHANGE

K.2.2.2
Registration

The procedures described in subclause 5.2.2 apply with the additional procedures described in the present subclause.

When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall behave as of subclause 5.2.2 with the exception of subitems 1), 5), and 6) which are modified as follows. 

The P-CSCF shall:

1)
insert a Path header in the request including an entry containing:

-
the SIP URI identifying the P-CSCF;

-
an indication that requests routed in this direction of the path (i.e. from the S-CSCF to the P-CSCF) are expected to be treated as for the mobile-terminating case. This indication may e.g. be in a parameter in the URI, a character string in the user part of the URI, or be a port number in the URI; and
-
an IMS flow token and the 'ob' URI parameter;

NOTE 1:
The form of the IMS flow token is of local significance to the P-CSCF only and can thus be chosen freely by a P-CSCF implementation. 

5)
in case the REGISTER request was received without integrity protection, then:

a)
check the existence of the Security-Client header. If the header is not present and signalling security is used, then the P-CSCF shall return a suitable 4xx response. If the header is present the P-CSCF shall:

-
in case the UE indicated support for either "TLS" or "UDP-enc-tun" then remove and store it; or

-
in case the UE does not indicate support for either "TLS or "UDP-enc-tun" then: 

-
if the host portion of the sent-by field in the topmost Via header contains an IP address that differs from the source address of the IP packet, silently drop the REGISTER request;

-
otherwise continue with procedures as of subclause 5.2.2;

NOTE 2: 
If the UE does not indicate support for either "TLS" or "UDP-enc-tun" and the P-CSCF detects that the UE is located behind a NAT device, then the P-CSCF can just drop the REGISTER request to avoid unnecessary signalling traffic.

b)
if the host portion of the sent-by field in the topmost Via header contains a FQDN, or if it contains an IP address that differs from the source address of the IP packet, the UE is assumed to be behind a NAT and the P-CSCF shall add a received parameter in accordance with the procedure defined in RFC 3261 [26]. If the P-CSCF adds a received parameter, the P-CSCF shall also add an rport parameter in accordance with the procedure defined in RFC 3581 [56A] and remember that the UE is behind a NAT;

6)
in case the REGISTER request was received integrity protected, then the P-CSCF shall:

a)
check the security association or TLS session which protected the request. If IPsec is used and the security association is a temporary one, or TLS is used the P-CSCF shall:

-
in case the host parameter in the Contact address is in the form of a FQDN, ensure that the given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address bound to the security association or TLS session;

-
in case the P-CSCF has detected earlier that the UE is located behind a NAT and IPsec is being used, retrieve port_Uenc from the encapsulating UDP header of the packet received and complete configuration of the temporary set of security associations by configuring port_Uenc in each of the temporary security associations;

-
check whether the request contains a Security-Verify header in addition to a Security-Client header. If there are no such headers, then the P-CSCF shall return a suitable 4xx response. If there are such headers, then the P-CSCF shall compare the content of the Security-Verify header with the content of the Security-Server header sent earlier and the content of the Security-Client header with the content of the Security-Client header received in the challenged REGISTER request. If those do not match, then there is a potential man-in-the-middle attack. The request should be rejected by sending a suitable 4xx response. If the contents match, the P-CSCF shall remove the Security-Verify and the Security-Client header;

b)
process the Via header according to the following rules: 

-
If the host portion of the sent-by field in the topmost Via header contains a FQDN, or if it contains an IP address that differs from the source address of the IP packet, the P-CSCF shall add a received parameter in accordance with the procedure defined in RFC 3261 [26];

-
If the P-CSCF adds a received parameter and UDP is being used, the P-CSCF shall also add an rport parameter with the UEs protected server port;

When the P-CSCF receives a 401 (Unauthorized) response to an unprotected REGISTER request and the P-CSCF previously determined that the UE is behind a NAT and the UE indicated support for either "UDP-enc-tun" IPsec mode or "tls", the P-CSCF shall:

1)
delete any temporary set of security associations established towards the UE;

2)
for IPsec, remove the CK and IK values contained in the 401 (Unauthorized) response and bind them to the proper private user identity and to the temporary set of security associations which will be setup as a result of this challenge. The P-CSCF shall forward the 401 (Unauthorized) response to the UE if and only if the CK and IK have been removed;

3)
insert a Security-Server header in the response, containing the P-CSCF security list and the parameters needed:

-
for IMS-AKA, the P-CSCF shall support the setup of two pairs of security associations, as defined in 3GPP TS 33.203 [19]. The syntax of the parameters needed of the IPsec security association setup is specified in annex H of 3GPP TS 33.203 [19]. The P-CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P-CSCF shall support the IPSec layer algorithms for integrity protection and for encryption as defined in 3GPP TS 33.203 [19]. The P-CSCF shall indicate "UDP-enc-tun" as the only IPsec mode; or
-
for SIP Digest with TLS, the P-CSCF shall support the "tls" security mechanism, as specified in RFC 3329 [48]. If the P-CSCF supports TLS, the P-CSCF shall support TLS ciphersuites as described in 3GPP TS 33.203 [19]. The P-CSCF should use the q value to indicate a preference for TLS;

4)
for IMS AKA, set up the temporary set of security associations with a temporary SIP level lifetime between the UE and the P-CSCF for the user identified with the private user identity. The P-CSCF shall select UDP encapsulated tunnel mode and shall leave the value for port-Uenc unspecified in each of the temporary security associations. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48]. The P-CSCF shall set the temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

5)
send the 401 (Unauthorized) response unprotected to the UE using the mechanisms described in RFC 3261 [26] and RFC 3581 [56A], i.e. the P-CSCF shall send the response to the IP address indicated in the received parameter and, in case UDP is used, to the port indicated in the rport parameter (if present) of the Via header associated with the UE. In case TCP is used as transport protocol, the P-CSCF shall use the port on which the REGISTER request was received as client port for sending the response back to the UE.

When the P-CSCF receives a 401 (Unauthorized) response to a protected REGISTER request and the P-CSCF previously determined that the UE is behind a NAT and that REGISTER request was protected by an old set of security associations that use UDP encapsulated tunnel mode, the P-CSCF shall:

1)
delete any temporary set of security associations established towards the UE;

2)
remove the CK and IK values contained in the 401 (Unauthorized) response and bind them to the proper private user identity and to the temporary set of security associations which will be setup as a result of this challenge. The P-CSCF shall forward the 401 (Unauthorized) response to the UE if and only if the CK and IK have been removed;

3)
insert a Security-Server header in the response, containing the P-CSCF security list and the parameters needed for the security association setup, as specified in Annex H of 3GPP TS 33.203 [19]. The P-CSCF shall support the "ipsec-3gpp" security mechanism, as specified in RFC 3329 [48]. The P-CSCF shall support the IPsec layer algorithms for integrity protection and encryption as defined in 3GPP TS 33.203 [19]. The P-CSCF shall indicate "UDP-enc-tun" as the IPsec mode;

4)
set up the temporary set of security associations with a temporary SIP level lifetime between the UE and the P-CSCF for the user identified with the private user identity. The P-CSCF shall select UDP encapsulated tunnel mode and shall specify the same port_Uenc that was used in the old set of security associations. The P-CSCF shall set the temporary SIP level lifetime for the temporary set of security associations to the value of reg-await-auth timer; and

5)
send the 401 (Unauthorized) response to the UE using the old set of security associations and using the rules for sending responses as described in RFC 3261 [26] and RFC 3581 [56A], i.e. the P-CSCF shall send the response to the IP address indicated in the received parameter and to the port indicated in the rport parameter (if present) of the Via header associated with the UE. Otherwise, when the P-CSCF receives a 401 (Unauthorized) response to an unprotected REGISTER request and this response does not contain a received and rport parameter or when the P-CSCF receives a 401 (Unauthorized) response to a protected REGISTER request and that REGISTER request was protected by an old set of security associations that do not use UDP encapsulated tunnel mode, the P-CSCF shall proceed as described in subclause 5.2.2 of the main body of this specification.

PROPOSED CHANGE

K.2.2.3.1
Requests initiated by the UE

The procedures described in subclause 5.2.6.3 apply with the additional procedures described in the present subclause.

When the P-CSCF receives from the UE a request method other then a REGISTER request, and a Service-Route header list exits for the initiator of the request, the requirements are extended by the following requirements. 

The P-CSCF shall:

-
process the Via header according to the following rules: 

-
If the host portion of the sent-by field in the topmost Via header contains a FQDN, or if it contains an IP address that differs from the source address of the IP packet, the P-CSCF shall add a received parameter in accordance with the procedure defined in RFC 3261 [26];

-
If the P-CSCF adds a received parameter and UDP is being used, the P-CSCF shall also add an rport parameter with the UEs protected server port;

-
Before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26], the P-CSCF shall ensure that all signalling during the lifetime of the dialogue is sent over the same IMS flow set as the dialogue initiating request.

NOTE:
The suggested way to ensure all signaling is sent over the same IMS flow set is to form an IMS flow token in the same way that a P-CSCF would form this for the Path header and insert this IMS flow token in the user portion of the URI used in the record route header field value.

When the P-CSCF receives a 1xx or 2xx response to the above request, the requirements are extended by the following requirements. The P-CSCF shall:

-
forward the response to the UE using the mechanisms described in RFC 3261 [26] and RFC 3581 [56A], i.e. the P-CSCF shall send the response to the IP address indicated in the received parameter and, in case UDP is used, to the port indicated in the rport parameter (if present) of the Via header associated with the UE. In case TCP is used, the P-CSCF shall use the port on which the REGISTER request was received as client port for sending the response back to the UE.
PROPOSED CHANGE

K.2.2.5.2
General treatment for all dialogs and standalone transactions excluding the REGISTER method – from an unregistered user

The procedures described in subclause 5.2.10.2 apply with the additional procedures described in the present subclause.

When the P-CSCF receives from the UE a request method other then a REGISTER request, and matches one of the emergency service identifiers in any of these lists, the requirements are extended by the following requirements:

The P-CSCF shall

-
process the Via header according to the following rules: 

-
if the host portion of the sent-by field in the topmost Via header contains a FQDN, or if it contains an IP address that differs from the source address of the IP packet, the P-CSCF shall add a received parameter in accordance with the procedure defined in RFC 3261 [26]; and

-
if the P-CSCF adds a received parameter and UDP is being used, the P-CSCF shall also add an rport parameter with the port the UEs request came from;

-
before forwarding the request, based on the topmost Route header, in accordance with the procedures of RFC 3261 [26], the P-CSCF shall ensure that all signaling during the lifetime of the dialogue is sent over the same IMS flow set as the dialogue initiating request.

NOTE:
The suggested way to ensure all signaling is sent over the same IMS flow set is to form an IMS flow token in the same way that a P-CSCF would form this for the Path header and insert this IMS flow token in the user portion of the URI used in the record route header field value.

When the P-CSCF receives a 1xx or 2xx response to the above request, the requirements are extended by the following requirements. The P-CSCF shall:

-
forward the response to the UE using the mechanisms described in RFC 3261 [26] and RFC 3581 [56A], i.e. the P-CSCF shall send the response to the IP address indicated in the received parameter and, in case UDP is used, to the port indicated in the rport parameter (if present) of the Via header associated with the UE. In case TCP is used, the P-CSCF shall use the port on which the REGISTER request was received as client port for sending the response back to the UE.

PROPOSED CHANGE

K.3.2.2
Receipt of an SDP offer

When the P-CSCF receives an SDP offer during session establishment, if this offer comes from a UE which does not support the procedures defined in subclause K.5.2.1 and is located behind a hosted NAT, the P-CSCF shall modify the SDP offer by replacing the IP Address(es) and port number(s) received in the SDP offer by the IP address(es) and port number(s) received from the IMS access gateway over the Iq interface.

NOTE:
The P-CSCF can determine if the UE supports the ICE procedures covered in section K.5.2.1 by the presence of a=candidate attributes in the SDP.

When the P-CSCF receives an SDP offer during session establishment, if this offer comes from a UE which does support the procedures defined in subclause K.5.2.1 and is located behind a hosted NAT, the P-CSCF may choose to modify the SDP offer by replacing the IP Address(es) and port number(s) received in the SDP offer by the IP address(es) and port number(s) received from the IMS access gateway over the Iq interface. If the P-CSCF chooses to modify the SDP offer, the P-CSCF shall remove all occurances of a=candidate attributes in the SDP offer.

PROPOSED CHANGE

K.3.2.3
Receipt of an SDP answer

When the P-CSCF receives any SDP answer to an SDP offer described in subclause K.5.2.1, if this answer comes from a UE which does not support the procedures defined in subclause K.5.2.2 and is located behind a hosted NAT, the P-CSCF shall modify the SDP answer by replacing the IP address(es) and port number(s) received in the SDP answer by the IP address(es) and port number(s) received from the IMS access gateway over the Iq interface.

NOTE:
The P-CSCF can determine if the UE supports the ICE procedures covered in section K.5.2.1 by the presence of a=candidate attributes in the SDP.

When the P-CSCF receives any SDP answer to an SDP offer described in subclause K.5.2.1, if this answer comes from a UE which does support the procedures defined in subclause K.5.2.2 and is located behind a hosted NAT, the P-CSCF may choose to modify the SDP answer by replacing the IP address(es) and port number(s) received in the SDP answer by the IP address(es) and port number(s) received from the IMS access gateway over the Iq interface. If the P-CSCF chooses to modify the SDP answer, the P-CSCF shall remove all occurances of a=candidate attributes in the SDP offer.

PROPOSED CHANGE

K.4.3
Procedures at the P-CSCF

When SIP Digest is used and TLS is disabled at the P-CSCF, the P-CSCF shall transmit and receive all SIP messages using the same IP Port.

Additionally, the P-CSCF shall 
process the Via header according to the following rules: 

-
if the host portion of the sent-by field in the topmost Via header contains an FQDN, or if it contains an IP address that differs from the source address of the IP packet, the P-CSCF shall add a received parameter in accordance with the procedure defined in RFC 3261 [26];

-
if the P-CSCF adds a received parameter and UDP is being used, the P-CSCF shall also add an rport parameter with the port the UEs request came from.
PROPOSED CHANGE

L.3.1.1
General

A UE that implements TLS shall support the procedures specified in subclause 5.1, except as noted in the sub-clauses of this section.

If a UE that implements SIP digest is configured not to use TLS, then the UE shall not establish a TLS session toward the P-CSCF. If a UE supports TLS, then the UE shall support TLS as described in 3GPP TS 33.203 [19], RFC 3261 [26], and RFC 2246 [122]. If a UE supports TLS, then the UE shall support TLS ciphersuites as described in 3GPP TS 33.203 [19]. TLS session lifetime is determined by local policy of the UE.
Editor’s Note: The reference to RFC 3261 with regards to TLS is not intended to impose additional requirements on the usage SIPS within this specification. It is FFS how this will be documented in this specification.
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