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ABSTRACT

This document describes different alternative mechanisms, and issues related, on how an IBCF/TrGW can support ICE.

DISCUSSION

The purpose of this document is to describe different alternatives on how an IBCF, which inserts a TrGW onto the media path, handles ICE. The case when the IBCF does not insert a TrGW onto the media path, and therefore does not modify the SDP address information, is out of the scope of this document.
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First alternative: IBCF/TrGW does no ICE related procedures
In this alternative the IBCF/TrGW does not perform any ICE related actions. The ICE candidate attributes may be removed, or forwarded unchanged, based on how the IBCF processes SDP attributes it does not understand.

The TrGW would not be “STUN aware”, and STUN messages would be forwarded as any data (or, depending on how the TrGW handles non-media data, rejected). However, since ICE will be disabled due to a ICE candidate mismatch, no STUN messages will be sent in the first place.
(Should the IBCF choose to NOT insert the TrGW into the media path in the first place, the ICE candidate attributes may be removed, or forwarded unchanged, based on how the IBCF processes SDP attribute it does not understand).
IBCF Procedure:
Offer:
Upon receipt of an SDP offer, the IBCF may choose to insert the TrGW into the media path. This would result in the address and port in the m/c line of the SDP offer being modified prior to forwarding. The ICE candidates may be removed, or forwarded unchanged.
Answer:
Upon receipt of an SDP answer, prior to forwarding it towards the originator of the offer, if the IBCF previously inserted a TrGW into the media path it would also result in the address and port in the m/c line of the SDP answer needing to be being modified prior to forwarding.  The SDP answer may or may not contain candidate attributes. If it does, the IBCF will remove them, or forward them unchanged, based on how the IBCF processes SDP attributes it does not understand.
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Second alternative: IBCF modifies candidate attributes

With this alternative the IBCF will request NAPT pinhole bindings for some/all of the candidates, and modify the candidate attributes accordingly.  Received STUN connectivity check messages will be forwarded unchanged by the TrGW.
ISSUES: 
· In case no updated offer is received, indicating which candidate will eventually be used for the session, for how long will the IBCF/TrGW maintain the pinhole bindings reserved for the candidates?

· Since the STUN messages are not modified by the TrGW, address information in the messages may cause problems.

This alternative will most likely not work due to the faulty address information in the STUN messages.

Editor’s note: It needs to be studied exactly what address related faults are caused. Based on the discussions it seems like the TrGW would have to modify at least the peer reflexive address in the STUN response messages before forwarding them.
Third alternative: IBCF modifies candidate attributes and TrGW modifies STUN information

With this alternative the IBCF will request NAPT pinhole bindings for some/all of the candidates, and modify the candidate attributes accordingly.  Received STUN connectivity check messages will be modified and forwarded by the TrGW. This alternative requires the TrGW to be able to modify STUN messages before forwarding them. The TrGW does not, however, need to be able to responds to STUN messages.

Editor’s note: It needs to be studied exactly what address information in the STUN messages need to be modified, in order to avoid the problem presented in alternative 2. Based on the studies so far, it seems like at least the STUN peer reflexive address would have to be modified.
ISSUES: 

· In case no updated offer is received, for how long will the IBCF/TrGW maintain the pinhole bindings reserved for the candidates?

· How does it affect STUN messages sent on TCP?

Fourth alternative: IBCF terminates ICE and TrGW terminates STUN
With this alternative the IBCF/TrGW will become an ICE endpoint, and establish separate ICE sessions in each direction. Received STUN connectivity check messages will not be forwarded by the TrGW. Instead the TrGW will be able to process and reply to the STUN messages.

ISSUES when IBCF/TrGW acts as full ICE entity: 

· When forwarding an SDP offer, the IBCF/TrGW becomes an ICE controller and thus is responsible for sending session updates at the conclusion of ICE processing, if necessary. There may be cases where no update is necessary between the originating UE and the IBCF, but an update from the IBCF towards the terminating side may be necessary. Such a case would require the IBCF to initiate a re-INVITE/UPDATE request on its own.

· This would cause CSeq unsynch on the two outgoing legs, which the IBCF needs to take care of during the rest of the call

· If the answer contains updated information, the IBCF may have to generate an updated offer also on the other leg. Then, the answer on that leg may trigger an offer on the other leg, etc etc etc. In theory this can cause an never-ending process, where the answer on one leg requires an offer on the other leg.
· It would not be possible to authenticate the updated offers, since the IBCF does not have the user credentials etc needed for that. Whether the need to authenticate mid-dialog requests exist is an issue depends on the outcome of ongoing SA3 discussions. 

· This issue is not specific to ICE, but to every case where the IBCF is required to generate a mid-dialog request on its own.
· If the receiving S-CSCF is able to detect that the requests comes from an intermediate entity, it could choose not to authenticate it. However, there are currently no specified means to detect that.
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ISSUES when IBCF/TrGW acts as ICE lite entity: 

· In this case the IBCF/TrGW would never be an ICE controller and thus not be responsible for sending updates. However, it will have to deal with receiving updates from both legs, since the remove entities on those legs act as ICE controllers. This creates many potential complications which would require additional analysis on how the IBCF can deal with these two independent re-INVITEs/UPDATEs.

· If the IBCF forwards the re-INVITEs/UPDATEs, there is a risk of offer/answer race conditions. There are defined mechanisms to deal with that, but it cases some additional messages in the network.
· If the IBCF is able to detect and assume that the reason of the re-INVITE/UPDATEs is ONLY related ICE, it may choose not to forward the request. It is very unlikely whether the IBCF can make that assumption, however.
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ISSUES with TCP (applicable to both full ICE and ICE lite):

· Are there issues with the fact that, when STUN is carried on TCP (in case the associated media stream is also to be carried on TCP), the TrGW will have to insert data (the STUN messages it generates towards a specific direction) on the TCP stream?
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