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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

Personal Network Management (PNM) is a home network-based application and provides the home network-based management of Personal Network (PN) consisting of multiple devices belonging to a single User.
The present document provides the protocol details for enabling Personal Network management (PNM) services in the IP Multimedia (IM) Core Network (CN) subsystem based on the protocols of Session Initiation Protocol (SIP) and the Session Description Protocol (SDP). 

The present document is applicable to User Equipment (UEs) and Application Servers (AS) providing PNM capabilities.

The present document makes no PNM specific enhancements to SIP, SIP events or SDP specified in 3GPP TS 24.229 [3].

Editor’s Note: If necessary, a general description of the scope applied to the 3GPP Circuit-Switched (CS) domain for instance based on the protocols of CAP, MAP, ISUP and BICC will be added, and hence the following clauses will be updated accordingly.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 22.259: "Service requirements for Personal Network Management (PNM)". 
[3]
3GPP TS 24.229: "IP Multimedia Call Control based on SIP and SDP; Stage 3".
[4]
IETF RFC 2246 (1999): "The TLS Protocol Version 1".

[5] 
3GPP TS 24.109: 3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Bootstrapping interface (Ub) and network application function interface (Ua); Protocol details".
[6]
IETF RFC 4825 (2007): "The Extensible Markup Language (XML) Configuration Access Protocol (XCAP)."
[7]
IETF RFC 2616 (1999): "Hypertext Transfer Protocol (HTTP) – HTTP/1.1".
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AS
Application Server

BICC
Bearer Independent Call Control

CAMEL
Customised Applications for Mobile network Enhanced Logic

CAP
CAMEL Application Part

CCCF
Call Continuity Control Function

CN
Core Network

CS
Circuit Switched

GMSC
Gateway MSC

GSM
Global System for Mobile communications

HLR
Home Location Register

HSS
Home Subscriber Server

IM
IP Multimedia

IP
Internet Protocol

ISDN
Integrated Services Digital Network

ISUP
ISDN User Part

MAP
Mobile Application Part
MS
Mobile Station

MSC
Mobile Switching Centre

MSISDN
MS international PSTN/ISDN number

PNM
Personal Network Management
PSI
Public Service Identity

PSTN
Public Switched Telephone Network

SDP
Session Description Protocol

SIP
Session Initiation Protocol

UE
User Equipment

URI
Uniform Resource Identifier

4
Overview of personal network management 
4.1
General

PNM applications consists of the PN UE redirection service and the PN access control , both applying only to the terminating service, as described in 3GPP TS 22.259 [2]. The PN UE redirection is a PNM application that enables redirecting a session addressed to any of the UEs belonging to the PN to a certain UE of their PN, i.e., the default UE for terminating services. The PN access control  service is a PNM application that enables Users to exercise PN access control to restrict accesses to certain UEs of their PN. 
In order to make the above happen, the following procedures are provided within this document:

-
procedures for PN-Registration are specified in Clause 6.

-
procedures for PN-Configuration are specified in Clause 7;

-
procedures for PN-Query are specified in Clause 8;

-
procedures for session redirection are specified in Clause 9;

-
procedures for restricting access to certain UEs are specified in Clause 10. 
4.2
Network capabilities

In order to support the PNM services the following network capabilities are assumed:

1)
provision by the home network operator of PNM specific AS on the IM CN subsystem, as specified in 3GPP TS 24.229 [3];
Editor’s Note: network capabilities in CS domain need to be added.
5
Functional entities

5.1
Introduction

5.2
User Equipment (UE)
To be compliant with this document, a UE shall implement the role of a PN UE (see subclause 6.2, subclause 7.2, subclause 8.2, subclause 9.2 and subclause 10.2).
The UE shall implement the XCAP client role as described in Subclause 11.2.1.

The UE shall implement HTTP digest authentication (see 3GPP TS 24.109 [5]).

The UE shall implement Transport Layer Security (TLS) (see RFC 2246 [4]). 

The UE shall initiate a bootstrapping procedure with the bootstrapping server function (BSF) located in the home network, as described in 3GPP TS 24.109 [5]. 
5.3
Application Server (AS)
The PNM AS shall implement the role of a XCAP server (see Subclause 11.2.2).

Editor’s Note: more text is needed.
5.4
Authentication Proxy 
The generic requirements for an authentication proxy are defined in 3GPP TS 24.109 [5].
6
Roles for PN-Registration 

6.1
Introduction

6.2
PN UE
6.3
PNM Application
7
Roles for PN-Configuration
7.1
Introduction

7.2
PN UE

7.3
PNM Application
8
Roles for PN-Query

8.1
Introduction

8.2
PN UE

8.3
PNM Application
9
Roles for UE session redirection 
9.1
Introduction

9.2
PN UE

9.3
PNM Application
10
Roles for PN access control
10.1
Introduction

10.2
PN UE

10.3
PNM Application 
11
Protocol at the Ut reference point

11.1
Introduction

XML Configuration Access Protocol (XCAP) is used to create, read, write, modify and delete data related to the PNM service. XCAP uses the HTTP methods PUT, GET and DELETE for communication over the Ut reference point. 
11.2
Roles

11.2.1
XCAP client

The XCAP client is a logical function as defined in RFC 4825 [6]. The XCAP client provides the means to create, read, write, modify and delete the data used for the PNM services. In doing so, it shall generate an HTTP PUT, or an HTTP GET or an HTTP DELETE request in accordance with RFC 2616 [7].

Editor’s note: The presence of the text above is subject to whether there will be a single and common document addressing the usage of XCAP within 3GPP.
11.2.2
XCAP server

The XCAP server is a logical function as defined in RFC 4825 [6]. The XCAP server stores all data relevant for the PNM services.  When the XCAP server receives an HTTP PUT, HTTP GET or HTTP DELETE request for manipulating the data base, the XCAP server shall first authenticate the request in accordance with 3GPP TS 24.109 [5] and then perform authorization. Afterwards the XCAP server shall perform the requested action and generate a response in accordance with RFC 2616 [7].

Editor’s note: The presence of the text above is subject to whether there will be a single and common document addressing the usage of XCAP within 3GPP.
Annex A (informative):
Example signalling flows 
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A.3
Signalling flows 
Annex B (normative):
PNM XML definition 
This annex contains the XML schema definition for an XML document for the PNM Configuration and Query over the Ut interface.

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema targetNamespace="PNM-schema-of-3gpp"


xmlns:pnm="PNM-schema-of-3gpp"


xmlns:xs="http://www.w3.org/2001/XMLSchema" 


elementFormDefault="qualified" attributeFormDefault="unqualified">
  <!-- This import brings in the XML language attribute xml:lang-->

    <xs:import namespace="http://www.w3.org/XML/1998/namespace"

      schemaLocation="http://www.w3.org/2001/xml.xsd"/>


<xs:element name="PN_Configuration_Request" type="pnm:pnConfRequest"/>


<xs:element name="PN_Configuration_Response" type="pnm:pnConfResponse"/>

    <xs:element name="PN_Query_Request" type="pnm:pnQueryRequest"/>


<xs:element name="PN_Query_Response" type="pnm:pnQueryResponse"/>


<xs:complexType name="tpnConfRequestExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>


<xs:complexType name="tpnConfResponseExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>


<xs:complexType name="tpnQueryRequestExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>


<xs:complexType name="tpnQueryResponseExtension">

    
<xs:sequence>

      

<xs:any processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    
</xs:sequence>

  
</xs:complexType>

<!-- The whole PNM PN-Configuration specific data set  -->


<xs:complexType name="pnConfRequest">



<xs:sequence>
            <xs:element name="ConfRequestUserID" type="xs:string" 
                              maxOccurs="unbounded"/>

            <xs:element name="RedirectedUserID" type="xs:string" minOccurs="0"/> 




<xs:element name="RedirectingUserID" type="xs:string" minOccurs="0"/>




<xs:element name="ConfLevel" type="xs:string" minOccurs="0"/>




<xs:element name="ConfPrio" type="xs:string" minOccurs="0"/>
            <xs:element name="PrivateControllee" type="xs:string" minOccurs="0"  
                              maxOccurs="unbounded"/>
            <xs:element name="PrivateControlList" type="xs:string" minOccurs="0"  

                              maxOccurs="unbounded"/>
            <xs:element name="PrivateAccessControlType" type="xs:string" minOccurs="0"  
                              maxOccurs="unbounded"/>




<xs:element name="Extension" type="pnm:tpnConfRequestExtension" 
                              minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0"  
                              maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="id" type="xs:string"/>


</xs:complexType>


<xs:complexType name="pnConfResponse">



<xs:sequence>
            <xs:element name="Extension" type="pnm:tRegResponseExtension" 
                              minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" 
                              maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="id" type="xs:string"/> 


</xs:complexType>

<!-- The whole PNM PN-Query specific data set  -->


<xs:complexType name="pnQueryRequest">



<xs:sequence>




<xs:element name="QueryRequestUserID" type="xs:string"    
                              maxOccurs="unbounded"/>

            <xs:element name="RedirectedUserID" type="xs:string" minOccurs="0"/> 




<xs:element name="RedirectingUserID" type="xs:string" minOccurs="0"/>




<xs:element name="ConfLevel" type="xs:string" minOccurs="0"/>




<xs:element name="ConfPrio" type="xs:string" minOccurs="0"/>

            <xs:element name="PrivateController" type="xs:string" minOccurs="0"/>

            <xs:element name="PrivateControllee" type="xs:string" minOccurs="0" 
                              maxOccurs="unbounded"/>
            <xs:element name="PrivateAccessControlList" type="xs:string" 
                              minOccurs="0"/>
            <xs:element name="PrivateAccessControlType" type="xs:string" minOccurs="0"  
                              maxOccurs="unbounded"/>




<xs:element name="Extension" type="pnm:tpnQueryRequestExtension" 
                              minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" 
                              maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="id" type="xs:string"/>


</xs:complexType> 

<xs:complexType name="pnQueryResponse">



<xs:sequence>




<xs:element name="QueryRequestUserID" type="xs:string" 
                              maxOccurs="unbounded"/>

            <xs:element name="RedirectedUserID" type="xs:string" minOccurs="0"/> 




<xs:element name="RedirectingUserID" type="xs:string" minOccurs="0"/>




<xs:element name="ConfLevel" type="xs:string" minOccurs="0"/>




<xs:element name="ConfPrio" type="xs:string" minOccurs="0"/>

            <xs:element name="PrivateController" type="xs:string" minOccurs="0"/>

            <xs:element name="PrivateControllee" type="xs:string" minOccurs="0" 
                              maxOccurs="unbounded"/>
            <xs:element name="PrivateAccessControlList" type="xs:string" minOccurs="0" 
                              maxOccurs="unbounded"/>
            <xs:element name="PrivateAccessControlType" type="xs:string" minOccurs="0"  
                              maxOccurs="unbounded"/>




<xs:element name="Extension" type="pnm:tQueryResponseExtension" 
                              minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" 
                              maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="id" type="xs:string"/> 


</xs:complexType>

</xs:schema>

NOTE: The <xs:any> element within the complex types, tpnConfRequestExtension, tpnConfResponseExtension, tpnQueryRequestExtension and tpnQueryResponseExtension, allows for compatible standard extensions in future releases.
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