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Introduction

Following restructuring of TR 24.801 at CT1#48, with the introduction of new subclauses dedicated to “Access to the EPC via non-3GPP access networks" and "Mobility management based on mobile IP", text in subclause 7.3.1 needs to be reorganized. The following changes to 3GPP TR 24.801 are proposed:

1/ Removal of the editor’s note on the IP address discovery of the ePDG:
Editor's note: the exact mechanism for the IP address discovery of the ePDG is FFS.

And addition of a new subclause, “7.3.3.2.1
Selection of the ePDG”, in UE procedures for tunnel management.
Note: a proposal for description of ePDG selection is provided in C1-072352.
2/ Removal of the editor’s note on protocols for security association setup and PDN GW IP address discovery:
Editor's note: Protocols for security association setup and mechanism for PDN GW IP address discovery are FFS.

Since it is already covered by the editor’s note in 8.4.1.1:
Editor's note: It is FFS if IKEv2/IPsec (RFC 4877 [18]) or RFC 4285 [19] will be used to secure MIPv6 signalling.

And PDN GW IP address discovery is already partially described in 8.4.1.2
3/ Removal of the editor’s note on the selection between PMIPv6 and DSMIPv6:
Editor's note: initial attach procedure differs whether network based IPv6 mobility protocol (i.e. PMIPv6) or host based IPv6 mobility protocol (i.e. DSMIPv6) is used. How to select between PMIPv6 and DSMIPv6 is FFS.

Since it is already covered by the editor’s note in subclause 8.1:
Editor's note: One of the questions to be answered is when and based on which criteria (e.g. trusted or untrusted non-3GPP access or 3GPP access) which of the mobility modes is used (MIPv4 FA mode, PMIPv6 or DSMIPv6).

4/ Text in subclause 7.3.1 is transferred to subclauses 7.3.3.2.2 and 7.3.3.3.1.
Start of change

7.3
Access authentication and authorization and tunnel management in an untrusted non-3GPP access network
Editor's note: This subclause will contain a description of the access authentication and authorization procedures and tunnel management procedures needed when the UE attaches to an untrusted non-3GPP access network (reference point S2b or S2c).

7.3.1
General

In order to attach to the Evolved Packet Core (EPC) via untrusted non-3GPP IP access, the UE first needs to be configured with a local IP address from the untrusted non-3GPP access network. Once the UE is configured with a local IP address, the UE shall select the Evolved Packet Data Gateway (ePDG) as described in subclause 7.3.3.2.1 and shall initiate the IPsec tunnel establishment procedure as described in subclause 7.3.3.2.2.












7.3.2
Access authentication and authorization

Editor's note: This subclause will contain a description of the access authentication and authorization procedures needed when the UE attaches to an untrusted non-3GPP access network (reference point S2b or S2c). Section 6.1.1 of 3GPP TS 24.234 [14] can be considered as a basis for this subclause.

7.3.2.1
General

7.3.2.2
UE procedures

7.3.2.3
3GPP AAA server procedures

Editor's note: It is assumed that within the present report, like in 3GPP TS 24.234 [14], no distinction needs to be made between roaming and non-roaming scenarios. I.e. within the scope of this report, the Wa* and Wd* reference points defined in 3GPP TS 23.402 [12] are considered to coincide. The Wd* reference point between 3GPP AAA proxy and 3GPP AAA server will be described by CT4 in 3GPP 3GPP TR 29.803 [13].

7.3.3
Tunnel management procedures

Editor's note: This subclause will describe the tunnel management procedures. Section 8 of 3GPP TS 24.234 [14] can be considered as a basis for this subclause. The need of additional procedures or parameters is FFS.

7.3.3.1
General

7.3.3.2
UE procedures

7.3.3.2.1
Selection of the ePDG

7.3.3.2.2
Tunnel establishment
Once the ePDG has been selected, the UE shall initiate the IPsec tunnel establishment procedure using IKEv2 protocol as defined in IETF RFC 4306 [8]. 
The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKE connection. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG, including the type of IP address (IPv4 or IPv6 or both) that needs to be configured in an IKEv2 CFG_REQUEST configuration payload. If the UE requests for both IPv4 and IPv6 address, it shall send two configuration attributes in the CFG_REQUEST configuration payload, one for the IPv4 address and the other for the IPv6 address.
The IKE_AUTH request message shall contain in "IDr" payload the W-APN that was used in the DNS query for ePDG selection and in the "IDi" payload the NAI. The IKE_AUTH request message may contain in a notify payload an indication that MOBIKE is supported by the UE. 
7.3.3.3
3GPP AAA server procedures

7.3.3.4
ePDG procedures
7.3.3.4.1
Tunnel establishment

Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the ePDG shall proceed with authorization and authentication. The procedure is the same as described in 3GPP TS 33.234 [9].
If PMIPv6 as defined in draft-ietf-netlmm-proxymip6 [10] is used, the ePDG, when receiving the Proxy Binding Acknowledgement message from the PDN GW containing the IP address assigned to the UE, shall proceed with IPsec tunnel setup completion and relay in the IKEv2 Configuration payload (CFG_REPLY) of the final IKE_AUTH Response message the remote IP address assigned to the UE. If the UE requested both an IPv4 and an IPv6 address, both are allocated to the UE via a single CFG_REPLY configuration payload containing two configuration attributes, one for the IPv4 address, the other for the IPv6 address, else only the IP address of the requested IP version is allocated. An IPsec tunnel is now established between the UE and the ePDG and IP connectivity is established between the UE and the PDN GW.
If DSMIPv6 as defined in draft-ietf-mip6-nemo-v4traversal [11] is used, the ePDG shall proceed with IPsec tunnel completion upon successful authorization and authentication and shall send the IKE_AUTH response message including the IP address assigned to the UE in the IKEv2 Configuration payload (CFG_REPLY).
Editor's note: In case of IPv6, it is FFS whether an IPv6 address or an IPv6 prefix is allocated to the UE.
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