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Introduction

TS 23.402 describes access to the EPC via untrusted non-3GPP access network. Therefore, the corresponding subclauses of TR 24.801 can now be moved forward by adding general descriptions of the relevant procedures. This contribution proposes to do that.

Discussion
The last TR 24.801 v.0.3.0 contains two subclauses (7.3.2 and 7.3.3) related to access to the EPC via untrusted non-3GPP access network that contains no text except an Editor Note explaining what the subclause should contain and which section of TS 24.234 can be considered as a basis for the subclause. 

These subclauses are related to access authentication and authorization in a trusted non-3GPP access network, and tunnel management, respectively.

In order to move forward it would be good to incorporate already general descriptions of the procedures.
Proposed change

This contribution proposes to add the general descriptions of procedures to the subclauses 7.3.2 and 7.3.3 of TR 24.801 based on the corresponding text in stage 2 TS 23.402 and material from sections 6.1. and 8 of TS 24.234.

The contribution also adds references to IETF RFC 3748 (Extensible Authentication Protocol ), RFC4301 (Secuirty Architecture for the Internet Protocol) and RFC4555 (IKEv2 Mobility and Multihoming Protocol (MOBIKE)).
Proposed modification

*** Beginning of 1st Change ***
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*** Beginning of 2nd Change ***
7.3.2
Access authentication and authorization

Editor's note: This subclause will contain a description of the access authentication and authorization procedures needed when the UE attaches to an untrusted non-3GPP access network (reference point S2b or S2c). Section 6.1.1 of 3GPP TS 24.234 [14] can be considered as a basis for this subclause.

7.3.2.1
General
Authentication signalling for untrusted non-3GPP access to the 3GPP EPC network shall be executed between the UE and the 3GPP AAA server in the EPC network to ensure mutual authentication of the user and the EPC network.

Authorization of EPC access shall be performed by the 3GPP AAA server upon successful user authentication.
Access authentication signalling shall be based on IETF protocols, for e.g., Extensible Authentication Protocol (EAP) as specified in RFC 3748 [23].

  Editor's note: The choice of an authentication protocol is FFS.
7.3.2.2
UE procedures

7.3.2.3
3GPP AAA server procedures

Editor's note: It is assumed that within the present report, like in 3GPP TS 24.234 [14], no distinction needs to be made between roaming and non-roaming scenarios. I.e. within the scope of this report, the Wa* and Wd* reference points defined in 3GPP TS 23.402 [12] are considered to coincide. The Wd* reference point between 3GPP AAA proxy and 3GPP AAA server will be described by CT4 in 3GPP 3GPP TR 29.803 [13].

7.3.3
Tunnel management procedures

Editor's note: This subclause will describe the tunnel management procedures. Section 8 of 3GPP TS 24.234 [14] can be considered as a basis for this subclause. The need of additional procedures or parameters is FFS.

7.3.3.1
General
The purpose of tunnel management procedures is to define the procedures for establishment or disconnection of an end-to-end tunnel between the UE and the ePDG. Tunnel Establishment procedure is always initiated by a UE, whereas Tunnel Disconnection procedure can be initiated by the UE or the ePDG.

The tunnel is an IPsec tunnel [24] established via an IKEv2 protocol exchange [8] between the UE and the ePDG. The UE may indicate support for MOBIKE [25]. The security mechanisms for tunnel setup using IPsec and IKEv2 are specified in 3GPP TS 33.234 [9].
7.3.3.2
UE procedures

7.3.2.3
3GPP AAA server procedures

7.3.3.4
ePDG procedures

*** End of 2nd Change ***
End of modification

