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4.2A
Transport mechanisms

This document makes no requirement on the transport protocol used to transfer signalling information over and above that specified in RFC 3261 [26] clause 18. However, the UE and IM CN subsystem entities shall transport SIP messages longer than 1300 bytes according to the procedures of RFC 3261 [26] subclause 18.1.1, even if a mechanism exists of discovering a maximum transmission unit size longer than 1500 bytes.

NOTE:
Support of SCTP as specified in RFC 4168 [96] is optional for IM CN subsystem entities implementing the role of a UA or proxy. SCTP transport between the UE and P-CSCF is not supported in the present document. Support of the SCTP transport is currently not described in 3GPP TS 33.203 [19].

For initial REGISTER requests, the UE and the P-CSCF shall apply port handling according to subclause 5.1.1.2 and subclause 5.2.2.

The UE and the P-CSCF shall send and receive request and responses other than initial REGISTER requests on the protected ports as described in 3GPP TS 33.203 [19].

In case of an emergency session if the UE does not have sufficient credentials to authenticate with the IM CN subsystem and regulations allow, the UE and P-CSCF shall send request and responses other than initial REGISTER requests on non protected ports.

4.2B
Security mechanisms

3GPP TS 33.203 [19] defines the security features and mechanisms for secure access to the IM CN subsystem. This document defines a number of access security mechanisms, as summarised in table 4-1.
Table 4-1: Summary of access security mechanisms to the IM CN subsystem
	Mechanism
	Authentication
	Integrity protection
	Use of security agreement in accordance with RFC 3329 [48]
	Support

	IMS AKA plus IPsec ESP (see 3GPP TS 33.203 [19] clause 6)
	IMS AKA
	IPsec ESP
	Yes
	Mandatory for all UEs containing a UICC, else optional.

Mandatory for all IM CN subsystems

	SIP digest (see 3GPP TS 33.203 [19] annex N)
	SIP digest
	None
	No
	Optional for UEs

Optional for IM CN subsystems

	SIP digest plus Proxy Authentication (see 3GPP TS 33.203 [19] annex N)
	SIP digest
	None
	No
	Optional for UEs

Optional for IM CN subsystems

	SIP digest with TLS (see 3GPP TS 33.203 [19] annex N and annex O)
	SIP digest
	TLS session
	Yes
	Optional for UEs

Optional for IM CN subsystems


Specification of the mechanisms identified within table 4-1 within this document are provided in clause 5. Subclauses where security procedures are required consist of a general subclause applicable whichever security mechanisms are in use, and a separate subclause for each security mechanism identified by a row within table 4-1.
NOTE:
Security mechanisms for early deployment are outside the scope of this specification, and are therefore not documented here.
For emergency calls, 3GPP TS 33.203 [19] specifies some relaxations, which are further described in the subclauses of this document relating to emergency calls.

3GPP TS 33.210 [19A] defines the security architecture for network domain IP based control planes. 3GPP TS 33.210 [19A] applies for security mechanisms between entities in the IM CN subsystem.
4.3
Routeing principles of IM CN subsystem entities

Each IM CN subsystem functional entity shall apply loose routeing policy as described in RFC 3261 [26], when processing a SIP request. In cases where the I-CSCF, IBCF, S-CSCF and the E-CSCF may interact with strict routers in non IM CN subsystem networks, the routeing procedures defined in RFC 3261 [26] that ensure interoperability with strict routers shall be used by the I-CSCF, IBCF, S-CSCF and E-CSCF.
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