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	Current text in annex L implies that use of outbound is mandatory with TLS. It is possible to use TLS without any particular requirement to use outbound, and as outbound is optional in the remainder of 3GPP TS 24.229 except when Annex K is used, it is believed this situation should apply in annex L as well. Further, it is believed that all that is intended here is that TLS connections could be subject to connection reuse in the same manner as TCP connections; there is no need to say anything normative about this usage.
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L.3.2.2
Registration

When performing SIP digest procedures with TLS, the procedures in subclause 5.2.2 apply with the following differences.

For TLS, the P-CSCF associates a protected server port with the TLS session port on the P-CSCF.

When applying TLS, the P-CSCF shall support and signal the "tls" security parameter, as specified in 3GPP TS 33.203 [21], during the security agreement. 

If SIP digest with TLS is used, the P-CSCF shall accept requests from the UE to establish the TLS session after receipt of the 401 (Unauthorized) in response to the initial REGISTER message, as described in 3GPP TS 33.203 [19]. The P-CSCF shall use the TLS session to send further messages towards the UE. If configured to require TLS, the P-CSCF shall only accept initial REGISTER requests unprotected and shall discard any other SIP message that is not protected by a TLS session.

When the P-CSCF receives a REGISTER request from the UE over an existing TLS session, the P-CSCF shall:

1)
at Step 4, insert the parameter "integrity-protected" (described in subclause 7.2A.2) with a value "tls-yes" into the Authorization header field in case the REGISTER request was either:

-
received protected with a TLS session created during an ongoing authentication procedure and includes an authentication challenge response (i.e. response parameter), or 

-
received on the TLS session created during the last successful authentication procedure and with no authentication challenge response (i.e. no response parameter). In this case, the TLS session ID for the TLS session shall be associated with a private user identity from a previously successful registration and the private user identity in the REGISTER request shall match the private user identity associated with the TLS Session ID;

When the P-CSCF receives a 200 (OK) response to a REGISTER request and the value of the Expires header field and/or expires parameter in the Contact header is different than zero, and TLS is used with SIP digest, then the P-CSCF shall at Step 9:

-
create an association by storing and associating the UEs IP address and port of the TLS connection with the TLS Session ID, the private user identity and all the successfully registered public user identities related to that private user identity; and

-
protect the 200 (OK) response to the REGISTER request within the same TLS session to that in which the request was protected.

When receiving a SIP message (including REGISTER requests) from the UE over an existing TLS session, the P-CSCF shall send requests and further messages towards the UE over the same TLS session. 

NOTE:
When draft-ietf-sip-outbound [92] is supported, it is appropriate to use these procedures to manage reuse of TLS connections in the same manner as TCP connection reuse is managed.
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