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1. Introduction

TS 23.259 currently specifies access control procedures. As the protocol for these procedures is to be specified for stage 3, this document aims to discuss the requirements of these procedures and proposes the use of certain SIP messages to meet these requirements. An example signalling flow is also provided to provide an overview of the protocol.

2. Discussion

2.1 General

TS 23.259 specifies the following procedures:

· A PN User uses a Controller UE to configure an access control list for a Controllee UE

· An access control list contains a list of callers that are allowed to initiate sessions to the Controller UE
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Figure 1: High level sequence for access control
· When an unknown caller initiates a session to a Controllee UE, the PNM Application sends a query to the Controller UE, wherein the query contains the identity of the caller and the callee

· The user is asked to make a decision as to whether to accept the call himself, or allow the call or disallow the call. In addition, the user may save his choice for similar session initiations by the same caller.

· This decision by the user is sent as a Response to the Query sent by the PNM Application

· The PNM application checks the response and processes accordingly.

· For example: if the user has chosen to allow the call and save the choice, the PNM application forwards the call towards the Controllee UE while configuring the caller as an allowed caller in the access control list of the Controllee UE

2.2
Protocol decisions to be made by Stage 3

1. What requirements do we have for the Query message?

a. Since we are dealing with session initiation, we need messages that could be processed real time. (minimize delay experienced by caller due to access control processing)
b. To use the IMS network, one of the SIP messages is to be re-used.

c. Since SIP messages are to be used, the functionality of the message should be closely related to the intended purpose of the use case.

d. It should be able to carry information of the access request by the caller

e. It should provide the PN User with the possibility of accepting the call himself, in case he too is unaware of the caller and wishes to check the identity of the caller.

2. Which SIP message satisfies the above requirements?

INVITE message satisfies all the above criteria since:

a. INVITE messages are processed real time

b. It can carry information of the access request by using multipart bodies

c. It provides the PN User with the option of accepting the call himself.

3. How is the multipart body to be specified?
We can use the current PNM xml schema and add elements (such as caller identity, callee identity) that can be used for access control. These elements when appropriately populated in a body (e.g.pnm+xml) can be used by the UE to process an access control decision.

4. What are the requirements of the response message?

The response message must

a. The message must be an existing SIP message

b. be real time to minimize the delay experienced by the caller

c. be able to perform three different functions corresponding to the decision made by the PN user

i. Continue normal call processing in case the user accepts the call

ii. Carry info of +ve user decision in case the user allows the caller to initiate the session with the Controllee

iii. Disallow the call in case the user disallows the caller to initiate the session with the Controllee

5. What message can be used when normal call processing is to be done?

A 200 OK may be sent as response to the INVITE message.

6. What message can be used when user allows the caller to contact the Controllee?

A 302 redirect may be sent as response with contact header pointing towards the Controllee UE. In addition, the user may specify that the call is allowed, and the choice may or may not be saved for similar call requests by the same caller towards the Controllee UE.

7. What message can be used when user disallows the caller to contact the Controllee?

A 403 forbidden may sent by the Controller UE to disallow the session from taking place.

2.3
Example signalling flows

Assume that UE 3 is not configured in the access Control list of the Controllee UE 1b.
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1. PNM AS receives an INVITE from UE 3.

INVITE sip:user1b_public@home1.net SIP/2.0

Via: 
Max-Forwards: 

Route: 

Record-Route: 

P-Asserted-Identity: 

P-Access-Network-Info: 

P-Charging-Vector: 

Privacy:

From: <sip:user3_public1@home2.net>;tag=171828

To: 

Call-ID: 

Cseq: 

Supported:

Contact: 

Allow: 

Content-Type: application/sdp

Content-Length: (…)

v=

o=

s=

2. PNM performs privacy mode processing as specified in 23.259. It checks if the callee is a Controllee UE. If so, it checks if the caller is configured in the access control list of the Controllee UE. In this case, let us assume the caller is not configured in the access control list.

In this case, the PNM application redirects the INVITE to the Controller UE, and adds an additional body that has the pnm+xml schema containing the access request info.

SIP/2.0 302 Moved Temporarily

INVITE sip:user1a_public@home1.net SIP/2.0

From: <sip:user3_public1@home2.net>;tag=171828

Supported:

Contact: 

Allow: 

Content-Type: application/sdp

Content-Length: (…)

Content-Type: multipart/mixed; boundary="--124952405" 

Content-Length: (…)

--124952405

Content-type: application/sdp

v=

o=

…

--124952405

Content-type: application/pnm+xml

<pnm:PN_Access_Control_Request id=“vf_adam_001“ xmlns:pnm="PNM-schema-of-3gpp">


<OriginatorUserID> “abc@def.net” </OriginatorUserID>


<PrivateControllerUserID> “ghij@kl.net” </PrivateControllerUserID>


<PrivateControlleeUserID> “mnop@kl.net” </PrivateControlleeUserID>

</pnm:PN_Access_Control_Request>
--124952405
3. The above INVITE message is sent to the Controller UE 1a

4. The Controller UE 1a processes the INVITE as specified in TS 23.259. The UE checks for any access control info attached in the INVITE message. If present, it provides the query to the user. The user is requested to make a decision as to whether to accept the call himself, or to allow the call or to disallow the call. In addition, the user may save his choice for future calls.

Let us assume that the user chooses to allow the call and chooses to keep this setting for future calls. In this case the UE populates a 302 Redirect message and attaches an body that contains the decision of the user.

SIP/2.0 302 Moved Temporarily

Via: 
Privacy:

From: <sip:user3_public1@home2.net>;tag=171828

To: 

Call-ID: 

Cseq: 

Supported:

Contact: user1b_public@home1.net SIP/2.0 

Allow: 

Content-Type: application/sdp

Content-Length: (…)

Content-Type: multipart/mixed; boundary="--124952405" 

Content-Length: (…)

--124952405

Content-type: application/sdp

v=

o=

s=

…
--124952405

Content-type: application/pnm+xml

<pnm:PN_Access_Control_Response id=“vf_adam_001“ xmlns:pnm="PNM-schema-of-3gpp">


<AllowSession> 1 </AllowSession>


<SaveSetting> 1 </SaveSetting>

</pnm:PN_Access_Control_Request>
--124952405
5. The PNM application receives the 302 redirect and checks for the access control response.

It sees that the user has allowed the session, and chooses to save this option for future sessions. It configures the caller in the access control list and forwards the INVITE to the Controllee UE.
3. Conclusion

The above discussion provides arguments and methods in support of using INVITE message as Query and 302 (Redirect) or 200 OK or 403 (Forbidden) as Responses. CR C1-072302 provides the procedures to be implemented by the PNM application server and the UE, and it is proposed to implement this CR in TS 24.259.
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