Page 1



3GPP TSG CT WG1 Meeting #49 
(
C1-072286
Kobe, Japan, 8th – 12th October 2007.
	CR-Form-v9.3

	CHANGE REQUEST

	

	(

	24.229
	CR
	1981
	(

rev
	-
	(

Current version:
	8.1.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	Annex-L Enhancements to UE TLS/Digest Procedures

	
	

	Source to WG:
(

	CableLabs, Ericsson, Nokia, Nokia Siemens Networks, Nortel

	Source to TSG:
(

	C1

	
	

	Work item code:
(

	PktCbl-Sec
	
	Date: (

	28/09/2007

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)

	
	

	Reason for change:
(

	The current UE SIP Digest and TLS procedures in Annex L are not complete.

	
	

	Summary of change:
(

	Clarifications and enhancements to Annex L UE SIP Digest and TLS procedures to create a more standalone Annex and more complete procedures.

	
	

	Consequences if 
(

not approved:
	UE Digest and TLS procedures are incomplete.

	
	

	Clauses affected:
(

	L.2.1, L.3.1

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


************************************FIRST CHANGE******************************
L.2.1
Procedures at the UE

L.2.1.1
General

A UE that implements SIP digest shall support the procedures specified in subclause 5.1, except as noted in the sub-clauses of this section. When performing the procedures of this annex and the procedures in subclause 5.1, the UE shall not apply procedures related to AKA or IPsec. These procedures are distinguished by the use of the terms "XMAC", "RAND", "AUTN", "security association", etc.
Procedures for SIP digest without TLS are found in subclauses L.2.1.2 and L.2.1.3. Procedures for SIP digest with TLS are found in clause L.3 and its subtending subclauses.
When using SIP digest without TLS, the UE shall populate the Contact header with the port value of an unprotected port where the UE expects to receive requests from the P-CSCF.

If SIP digest is used without TLS, the UE shall not include RFC 3329 [48] headers in any SIP messages.

L.2.1.2
Registration

L.2.1.2.1
Initial REGISTER

When performing SIP digest, the procedures of subclause 5.1.1.2 apply with the following differences.
The UE shall populate the header fields of a REGISTER request as follows:

a)
an Authorization header, with:

-
the username directive, set to the value of the private user identity;

-
the realm directive, set to the domain name of the home network;

-
the uri directive, set to the SIP URI of the domain name of the home network;

-
the nonce directive, set to an empty value; and

-
the response directive, set to an empty value;
The UE shall use the locally available public user identity, the private user identity, and the domain name to be used in the Request-URI in the registration. The method whereby the public user identity and private user identity are made available to the UE is outside the scope of this document (e.g. a public user identity could be input by the end user).

For SIP digest, if the UE is configured not to use TLS, the UE shall not establish a TLS session toward the P-CSCF. 

L.2.1.2.2
Subscription to the registration-state event package

When performing SIP digest, the procedures of subclause 5.1.1.3 apply with the following differences.

When using SIP digest without TLS, the UE shall populate the Contact header of the SUBSCRIBE request with the port value of an unprotected port where the UE expects to receive subsequent mid-dialog requests. The unprotected port value shall be set to the port value used in the initial REGISTER request.
L.2.1.2.3
User-initiated reregistration and registration of an additional public user identity
When performing SIP digest, the procedures of subclause 5.1.1.4 apply with the following differences.

On sending a REGISTER request that does not contain a challenge response, the UE shall populate the header fields as follows:
a)
an Authorization header, with:

-
the username directive, set to the value of the private user identity;

-
the realm directive, set to the domain name of the home network;

-
the uri directive, set to the SIP URI of the domain name of the home network;

-
the nonce directive, set to an empty value; and

-
the response directive, set to an empty value;
When using SIP digest without TLS, the UE shall populate the Contact header of the REGISTER request with the port value of an unprotected port where the UE expects to receive subsequent requests.

When using SIP digest without TLS, the UE shall populate the Via header of the REGISTER request with the port value of an unprotected port where the UE expects to receive responses to the request.

L.2.1.2.4
General Authentication
When performing SIP digest, the procedures in subclause 5.1.1.5.1 apply with the following differences.

On receiving a 401 (Unauthorized) response to the REGISTER request, and where the algorithm parameter is MD5, the UE shall extract the digest-challenge parameters as indicated in RFC 2617 [21] from the WWW-Authenticate header. The UE shall calculate digest-response parameters as indicated in RFC 2617 [21]. The UE shall send another REGISTER request containing an Authorization header. The header fields are populated as defined for the initial request, with the addition that the UE shall include an Authorization header containing a challenge response, cnonce, qop, and nonce-count parameters as indicated in RFC 2617 [21]. The UE shall set the Call-ID of the REGISTER request which carries the authentication challenge response to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge. If SIP digest is used without TLS, the UE shall not include RFC 3329 [48] headers with this REGISTER.

On receiving the 200 (OK) response for the REGISTER request, if the algorithm parameter in the Authentication-Info header is MD5, the UE shall authenticate the S-CSCF using the "response-auth" directive in the Authentication-Info header as described in RFC 2617 [21].

On receiving a 403 (Forbidden) response, the UE shall consider the registration to have failed. If performing SIP digest with TLS, the UE should send an initial REGISTER according to the procedure specified in subclause 5.1.1.2 if the UE considers the TLS session to be no longer active at the P-CSCF.
L.2.1.2.5
User-initiated deregistration

When performing SIP digest, the procedures in subclause 5.1.1.6 apply with the following differences.

On sending a REGISTER request, the UE shall populate the header fields as follows:
a)
an Authorization header, with:

-
the username directive, set to the value of the private user identity;

-
the realm directive, set to the domain name of the home network;

-
the uri directive, set to the SIP URI of the domain name of the home network;

-
the nonce directive, set to an empty value; and

-
the response directive, set to an empty value;
When using SIP digest without TLS, the UE shall populate the Contact header of the REGISTER request with the port value of an unprotected port where the UE expects to receive subsequent mid-dialog requests.

When using SIP digest without TLS, the UE shall populate the Via header of the REGISTER request with the port value of an unprotected port where the UE expects to receive responses to the request.

L.2.1.3
Generic procedures applicable to all methods excluding the REGISTER method

When performing SIP digest, the procedures in subclause 5.1.2A apply with the following differences.

When using SIP digest without TLS, if the UE does not support GRUU the UE shall populate the Contact header of the request with the port value of an unprotected port where the UE expects to receive subsequent mid-dialog requests.

When using SIP digest without TLS, the UE shall populate the Via header of the request with the port value of an unprotected port where the UE expects to receive responses to the request.

Upon receiving a 407 (Proxy Authentication Required) response to an initial request, the originating UE shall:

-
extract the digest-challenge parameters as indicated in RFC 2617 [21] from the Proxy-Authenticate header field; 

-
calculate the response as described in RFC 2617 [21]; and

-
send a new request containing a Proxy-Authorization header in which the header fields are populated as defined in RFC 2617 [21] using the calculated response.
******************************END FIRST CHANGE*******************************

********************************SECOND CHANGE*******************************

L.3.1
Procedures at the UE

L.3.1.1
General

TLS is optional to implement, and is used only in combination with digest authentication. A UE that implements TLS shall support the procedures specified in subclause 5.1, except as noted in the sub-clauses of this section.

If a UE that implements SIP digest is configured not to use TLS, then it shall not establish a TLS session toward the P-CSCF. If a UE supports TLS, then the UE shall support TLS as described in 3GPP TS 33.203 [19]. If a UE supports TLS, then the UE shall support TLS ciphersuites as described in 3GPP TS 33.203 [19]. TLS session lifetime is determined by local configuration of the UE.
For SIP digest with TLS, the UE associates a protected server port with the TLS session port on the UE.

L.3.1.2
Registration

L.3.1.2.1
Initial REGISTER

When performing SIP digest procedures with TLS, the procedures in subclause 5.1.1.2 and subclauseL.2.1.2.1 apply with the following differences.


When applying TLS, the UE shall set the Security-Client header field mechanism-name to "tls" as per 3GPP TS 33.203 [19] procedures for the Security Mechanism Agreement.
When SIP digest with TLS is used, and for the case where the 401 (Unauthorized) response to the REGISTER request is deemed to be valid, the UE shall establish the TLS session as described in 3GPP TS 33.203 [19]. The UE shall use this TLS session to send all further messages towards the P-CSCF.
L.3.1.2.2
General Authentication

When performing SIP digest with TLS, the procedures in subclause L.2.1.2.4 apply with the following differences.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall check the existence of the Security-Server header as described in RFC 3329 [48]. If the header is not present or the list of supported security mechanisms does not include "tls", the UE shall abandon the authentication procedure and send a new REGISTER request.

In the case that the 401 (Unauthorized) response to the REGISTER is deemed to be valid the UE shall send another REGISTER request using the TLS session to protect the message. The header fields are populated as defined for the initial request, with the addition that the UE shall include an Authorization header containing a challenge response, cnonce, qop, and nonce-count parameters as indicated in RFC 2617 [21]. The UE shall also insert the Security-Client header that is identical to the Security-Client header that was included in the previous REGISTER request (i.e. the REGISTER request that was challenged with the received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header into the request, by mirroring in it the content of the Security-Server header received in the 401 (Unauthorized) response. The UE shall set the Call-ID to the same value as the Call-ID of the 401 (Unauthorized) response which carried the challenge.
L.3.1.2.3
User-initiated deregistration

When performing SIP digest procedures with TLS, the procedures in subclause 5.1.1.6 apply with the following differences.

If there are no more public user identities registered, the UE shall delete the TLS session and related keys it may have towards the IM CN subsystem. 

L.3.1.2.4
Network-initiated deregistration

When performing SIP digest procedures with TLS, the procedures in subclause 5.1.1.7 apply with the following differences.

The UE shall delete the TLS session towards the P-CSCF after the server transaction (as defined in RFC 3261 [26]) pertaining to the received NOTIFY request terminates.

NOTE:
Deleting a TLS session is an internal procedure of the UE and does not involve any SIP procedures.
L.3.1.3
UE-originating case for methods excluding REGISTER

When performing SIP digest procedures with TLS, the procedures in subclause 5.1.2A.1 apply with the following differences.

When the UE sends any request, the UE shall include the protected server port in the Via header entry relating to the UE.

The UE shall discard any SIP response that is not protected by the TLS session and is received from the P-CSCF outside of the registration and authentication procedures. The requirements on the UE within the registration and authentication procedures are defined in subclause 5.1.1.

*****************************END SECOND CHANGE*****************************
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