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This paper clarifies the IP address allocation procedure during the LTE attach based on recent SA2 agreements. 

1.  Introduction
The current version of TS 23.401 provides some principles on IP address allocation. Moreover it provides also some considerations for the IP address allocation during the attach procedure. This contributions tries to consider all the aspects included in TS 23.401 and to derive some text for TR 24.801.
2.  Discussion
At the last SA2 meeting basic principles for IP address allocation have been agreed. The following are the principles which have been included in section 5.3.1 of TS 23.401. 
During the attach  procedure the UE shall indicate whether it is requesting the allocation of an IPv4 address, IPv6 address or both for that EPS bearer. UEs shall also be able to indicate if the EPC shall not allocate an  IPv4 address during the attach procedure.

EPS shall support the following mechanisms 

a.
IPv4 address allocation via default bearer activation

EPS shall also support the following mechanisms following the attach procedure

a.
/64 IPv6 prefix allocation via IPv6 Stateless Address autoconfiguration according to [18]. 

b.
IPv4 address allocation and IPv4 parameter configuration via DHCPv4 according to [19] 

c.
IPv6 parameter configuration via Stateless DHCPv6 according to [20]

If requested by the UE, the EPS may allocate a shorter than /64 IPv6 prefix delegation via DHCPv6 according to [21]

Editor’s note: It is FFS how IP address allocation is handled if multiple-PDNs are supported

Editor’s note: It is FFS how interactions with 2G/3G systems are handled

Editor’s note: The placement of DHCP relay and server entities is FFS. 

Editor’s note: It is FFS if additional security measures need to be taken in the case of DHCPv4.

The following is the agreed text in the step 1 of the attach procedure (from TS 23.401 v1.2.1, section 5.3.2). The relevant part is highlighted in yellow:
1.
The UE initiates the Attach procedure by the transmission of an Attach Request (IMSI or S TMSI and old TAI, UE Network Capability, PDN Address Allocation) message together with an indication of the Selected Network to the eNodeB. IMSI shall be included if the UE does not have a valid S TMSI available. If the UE has a valid S-TMSI, S-TMSI and the old TAI associated with S-TMSI shall be included. Selected Network indicates the PLMN that is selected for network sharing purposes. UE Network Capability is described in clause "UE capabilities". If a NAS security association between the UE and the MME already exists, the Attach Request message shall be integrity protected in order to allow validation of the UE by the MME. It is FFS if the Attach Request message, or any individual information elements included in it, may also be encrypted to ensure its confidentiality. The PDN Address Allocation indicates whether the UE wants to perform the IP address allocation during the attach procedure and, when known, it indicates the UE IP version capability (IPv4, IPv4/IPv6, IPv6), which is the capability of the IP stack associated with the UE.
Editor's note: The eNodeB may need to read S-TMSI/IMSI or other information elements from NAS message (e.g. to derive MME routeing), therefore it is assumed that at least these parts of that message are not encrypted.

Editor's note: It’s assumed that all the radio capabilities of the UE that the eNodeB has to know in order to handle radio resources for this UE are send to eNodeB upon RRC connection establishment.

Editor's note: It's FFS whether the other values of the PDN Address Allocation and related use should be considered.

Concerning the Attach Accept message, the following is the text from 23.401 v1.2.1 (the relevant part is highlighted in yellow): 

17.
The new MME sends an Attach Accept (S-TMSI, PDN Address Information, TA List) message to the eNodeB. S-TMSI is included if the new MME allocates a new S-TMSI. This message is contained in an S1_MME control message Initial Context Setup Request. This S1 control message also includes the security context for the UE, Handover Restriction List, the bearer level QoS parameters and the AMBR associated with the PDN Address Information, and QoS information needed to set up the radio bearer, as well as the TEID at the Serving GW used for user plane and the address of the Serving GW for user plane. The PDN address information, if assigned by the PDN GW, is included in this message. Handover Restriction List contains roaming and area restrictions; its usage is described in clause "Roaming and Area Restrictions".
18.
The eNodeB sends Radio Bearer Establishment Request to the UE and the Attach Accept Message (S-TMSI, PDN address, TA List, PDN Address Information) will be sent along to the UE. The UE shall ignore the IPv6 prefix information in PDN Address Information.

The principles and the text in the attach procedures imply the following steps that can be performed by the UE:

· if the UE is interested in IPv4 address allocation during default bearer activation, it shall indicate it to the MME in the Attach Request message within a PDN Address Allocation Information Element. The UE may also indicate it supports IPv6;
· the UE may include a PDN Address Allocation Information Element in case it is interested in IPv6 address allocation. This may not be possible for all terminals (e.g. non-integrated) .The purpose of this procedure is not to allocate the IPv6 prefix during the default bearer activation (as this is not possible based on the principles listed above) but it is used so that the IPv6 prefix is sent by the PDN GW to the MME without a need to update the bearer after the stateless address autoconfiguration. This procedure is very similar to what is specified in TS 23.060 and respective stage 3 specifications. The UE may also indicate it supports IPv4; 

· the UE may not request any IP address in the Attach Request. This may be the case for non-integrated terminals for example. It is not clear if in this case the UE shall indicate the IP version capability it supports (if known); 

· the PDN Address Information IE shall include the allocated IPv4 address (if any). It shall include also the IPv6 prefix allocated to the UE if this was requested by the UE in the Attach Request message.
The following table summarizes the information that the UE may include in the PDN Address Allocation IE. 
	Parameters
	Possible Values

	Support
	IPv4-only
	IPv6-only
	IPv4 and IPv6
	Unknown***

	Request/Indication
	IPv4 address
	IPv6 address*
	IPv4 and IPv6 address**
	Unknown***


* In case the UE provides “IPv6 address” as a value, this is an indication that stateless autoconfiguration will be used to configure an IPv6 address after the default bearer activation procedure.

** The UE may both request an IPv4 and indicate that an IPv6 address will be configured. The behaviour of the network is FFS in this case, as it is FFS if both IPv4 and IPv6 addresses can co-exist for a given default bearer. The network may allocate only one of them. 

*** These values may be used in case of non-integrated terminals, when the UE does not know the capability of the IP stack associated with it.
2. Proposal
Based on the discussion in the previous section, it is proposed to make the following changes to TR 24.801.
*** Start of 1st change ***
5.1.3
IP address allocation

The UE can configure an IP address during the attach procedure and/or through an IETF-based IP address allocation mechanism once the default bearer is established.

If the UE wants to  be allocated the IPv4 address for the default bearer during the attach procedure, the UE shall include a PDN Address Allocation IE requesting an IPv4 address in the ATTACH REQUEST message. In the same IE the UE may also include which is the capability of the IP stack associated with the UE (i.e. support of IPv4, IPv6 or IPv4/IPv6).

If the UE wants to configure an IPv6 address for the default bearer , the UE may include, in the ATTACH REQUEST message, the PDN Address Allocation IE requesting an IPv6 prefix. In the same IE the UE may also include which is the capability of the IP stack associated with the UE (i.e. support of IPv4, IPv6 or IPv4/IPv6).
The UE may also include in the same PDN Address Allocation IE both the request of an IPv4 address and IPv6 prefixallocation during the default bearer establishment and the indication that it will configure an IPv6 prefix.
Editor's note: It is FFS if in this case the network can allocate both IP addresses or only one of them for the default bearer.
If the UE does not request any IP address during the bearer activation procedure and does not have any information about the capability supported by the IP stack, the PDN Address Allocation IE will not contain any information. 

Editor's note: It is FFS if in this case the UE shall send an (empty) PDN Address Allocation IE anyway.
On receipt of the attach request sent by the UE, the network when allocating an IP address shall take into account the request received from the UE, UE's IP version capability, UE's subscription data and the policies of the home and visited network. When an IPv4 address is allocated during the default bearer activation procedure, the MME shall include in the ATTACH ACCEPT message a PDN Address IE with the allocated IPv4 address and its lifetime. 
If the PDN Address Allocation IE includes a request for IPv6 prefix that the UE will perform the IPv6 stateless address autoconfiguration, the MME shall include a PDN Address IE with the allocated IPv6 prefix in the ATTACH ACCEPT message. This IPv6 prefix shall be ignored by the UE. The UE shall use the IPv6 prefix in the Router Advertisement from the PDN GW for the stateless IP address configuration. The IPv6 prefix in the PDN Address IE and one in the Router Advertisement shall be the same.
Editor's note: whether permanent (static) IP address allocation by the network will be supported in EPS is FFS.

Editor's note: whether the network can allocate two IP addresses, one IPv4 and one IPv6 at attach procedure is FFS.

*** End of 1st change ***
