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This paper defines some procedures the UE and the FA must support for the MIPv4 initial attach on S2a reference point.
1. Introduction

The initial attach procedure on S2a is defined in section 5.4.2.3.2 of TS 23.402. The procedure does not specify the details of how Mobile IP messages are authenticated. This contribution defines the procedure of the UE and the Foreign Agent which are not dependant on the authentication mechanism of Registration Requests and Registration Replies. 
2. Discussion
The initial attach procedure defined in TS 23.402 is based on the following figure (figure 5.4.2.3.2-1). 
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The procedure is based on RFC 3344. From a CT1 perspective, only the communication between the UE and the Foreign Agent is important. 
Step 5 of the procedure is not fully specified and how the RRQ is authenticated by the FA or the PDN GW is FFS. Even though this is mainly about the communication between the FA and the PDN GW, and thus part of the CT4 work, it has some impacts on the RRQ sent by the UE, as different extensions may be included depending on the authentication mechanisms used. For this reason, the text proposed does not include any detail on such extensions. 

There are some details that are independent of the authentication mechanisms, though. The Agent Advertisement sent by the Foreign Agent shall indicate that reverse tunnelling must be used and that MIPv4 must be used in FA mode. This is done by setting the bits R, F and T in the Mobility Agent Advertisement Extension. 
Regarding the Registration Request sent by the UE, the S bit must be cleared as simultaneous bindings are not supported in EPS. Also the D bit must be cleared as MIPv4 is used in FA mode. The bit T shall be set as the UE shall always request for reverse tunnelling.
Note that the respective communication between the Foreign Agent and the PDN GW is specified in section 6.2.1 of TR 29.803.

3. Proposal
Based on the previous section, it is proposed to add the following text to TR 24.801.

*** Start of 1st change ***
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*** Start of 2nd change ***
8.2.2
Mobile IP initial attach

Editor's note: This subclause will describe the procedures related to the PDN GW address discovery, the Home Address assignment and the bootstrapping of a security association between the UE and the PDN GW via the FA.

8.2.2.1
General

The Mobile IPv4 initial attach is performed by the UE to establish a Mobile IPv4 connection with the node acting as Home Agent. The initial attach involves the following procedures:

-
Discovery of the Home Address. The UE needs to discover the IPv4 address of the node acting as Home Agent.
-
IPv4 Home Address assignment. The UE needs to be assigned an IPv4 address to be used as Home Address in Mobile IPv4 FA mode. The Home Agent is responsible of assigning the Home Address to the UE.
-
Security Association establishment. The UE needs to establish a security association with the node acting as Home Agent in order to secure the Mobile IPv4 signalling. This procedure usually consists in a shared key verification and is performed via Mobile IPv4 signalling.
Editor's note: Details of the security association establishment are FFS.

8.2.2.2
UE procedures
When the UE has attached to the target access, it may send a Mobile IPv4 Agent Solicitation as specified in [x1].
As soon as it receives a Mobile IPv4 Agent Advertisement from a Foreign Agent, the UE shall send a Registration Request (RRQ) to the Foreign Agent as specified in [x1]. The source address shall be the unspecified address (i.e. 0.0.0.0). The Home Address field shall include the unspecified address. Bits S and D must be cleared, while bit T must be set to request reverse tunnelling. The UE shall also include the NAI extension as specified in [x3].
In case the UE knows already the IP address of the PDN GW (e.g. pre-configured PDN GW) the UE shall include that IP address in the Home Agent field. 
If the UE does not know the IP address of the PDN GW, it shall include the unspecified address in the HA field.
Editor's note: It is FFS how the RRQ is authenticated and which extensions shall be included by the UE.
When the UE receives a Registration Reply from the Foreign Agent, it shall perform the validity checks and process the message as specified in [x1]. After receiving a successful Registration Reply, the UE store the HA address and the Home Address and may start sending data using the Home Address.
8.2.2.3
Foreign Agent procedures

When the Foreign Agent receives a Mobile IPv4 Agent Solicitation it shall send to the UE a Mobile IPv4 Agent Advertisement as specified in [x1]. The Mobile IPv4 Agent Advertisement shall include only the Mobility Agent Advertisement Extension. 
The Foreign Agent should send an unsolicited Mobile IPv4 Agent Advertisement the in case it receives a trigger that a new UE has attached to its link. In this case the destination address of the Mobile IPv4 Agent Advertisement shall be the “limited broadcast” address (i.e. 255.255.255.255). 
For both solicited and unsolicited Mobile IPv4 Agent Advertisements, the following bits in the Mobility Agent Advertisement Extension must be set: R, F and T [x1].
When the Foreign Agent receives a RRQ from the UE, it shall process it as specified in [x1] and shall forward it to the PDN GW. The exact procedure between the Foreign Agent and the PDN GW is defined in [x2].
Editor's note: It is FFS how the RRQ is authenticated and which extensions shall be included by the FA.
When the Foreign Agent receives a Registration Reply from the PDN GW, it shall process it as specified in [x1] and shall forward it to the appropriate UE.
*** End of 1st change ***
10. MIP Tunnel











9. MIPv4 Registration Reply (home address) 





8. MIPv4 Registration Reply (home address) 





7. Update PDN GW Address 





6. MIPv4 Registration Request         


[UE ID = NAI, reverse tunnel request]





5. Authentication and Authorization





5. MIPv4 Registration Request


[UE ID = NAI, reverse tunnel request]





4. MIPv4 Foreign Agent Advertisement          
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3. MIPv4 Agent Solicitation





2. Authentication and Authorization
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1. Non-3GPP Specific Procedures
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