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*********************************FIRST CHANGE************************
L.2.2
Procedures at the P-CSCF

L.2.2.1
General

A P-CSCF that implements SIP Digest with or without TLS shall support the procedures specified in subclause 5.2, except as noted in the sub-clauses of this section. When performing the procedures of this Annex and the procedures in subclause 5.2, the P-CSCF shall not apply procedures related to IPsec. These procedures are distinguished by the use of the term "security association".

For SIP Digest authentication, the P-CSCF can be configured to have TLS required or disabled:
-
 if TLS is required, the P-CSCF shall require the establishment of a TLS session from all SIP Digest UEs, in order to access IMS subsequent to registration; or
-
 if TLS is disabled, the P-CSCF shall not allow the establishment of a TLS session from any UE. 

NOTE 1:
The mechanism to configure the P-CSCF to have TLS required or disabled is outside the scope of this specification.

If SIP Digest is used without TLS, the P-CSCF shall discard any SIP messages received outside of the registration and authentication procedures that do not map to an existing IP association as defined in subclause L.2.2.2.
L.2.2.2
Registration
When performing SIP Digest, the procedures in subclause 5.2.2 apply with the following differences.
When not applying TLS, the P-CSCF shall not include RFC 3329 [48] headers in registration messages towards the UE.
When the P-CSCF receives a REGISTER request from the UE, the P-CSCF shall:
1) 
at step 4, if SIP Digest is used without TLS, the P-CSCF shall not include the integrity-protected parameter; and
2) 
at Step 5, create an IP association by storing and associating the UE's packet source IP address along with the "sent-by" parameter of the Via header, cf. RFC 3261 [26], of the REGISTER message with the IMPI and all the successfully registered IMPUs related to that IMPI. If draft-ietf-sip-outbound [92] is used then the P-CSCF shall also include the UE's packet source port of the REGISTER message as part of the IP association.
When the P-CSCF receives a 200 (OK) response to a REGISTER request and the value of the Expires header field and/or expires parameter in the Contact header is different than zero, then the P-CSCF shall at Step 9:
· if SIP Digest is used without TLS, send the 200 (OK) response to the UE unprotected as defined in Section 4 of RFC 3581 [56A].
L.2.2.3
Requests initiated by the UE

When performing SIP Digest, the procedures in subclause 5.2.6.3 apply with the following differences.
When the P-CSCF receives from the UE an initial request for a dialog or a request for a standalone transaction, and the request contains a P-Preferred-Identity header that does not match one of the registered public user identities mapped to the IP association, or does not contain a P-Preferred-Identity header, the P-CSCF shall identify the initiator of the request by a default public user identity. If there is more than one default public user identity available, the P-CSCF shall randomly select one of them.
When the P-CSCF receives any 1xx or 2xx response to an initial request for a dialog, the P-CSCF shall:

· if SIP Digest is used without TLS, in the response rewrite its own Record Route entry to its own SIP URI that contains an unprotected server port number where the P-CSCF expects subsequent requests from the UE.

L.2.2.4
Requests terminated by the UE

When performing SIP Digest, the procedures in subclause 5.2.6.4 apply with the following differences.

When the P-CSCF receives, destined for the UE, an initial request for a dialog or a target refresh request for a dialog, and SIP Digest is used without TLS, prior to forwarding the request, the P-CSCF shall:
-
when adding its own SIP URI to the top of the list of Record-Route headers and saving the list, build the P-CSCF URI in a format that contains an unprotected server port number where the P-CSCF expects subsequent requests from the UE; and
 -
when adding its own address to the top of the received list of Via headers and saving the list, build the P-CSCF Via header entry in a format that contains an unprotected server port number where the P-CSCF expects responses to the current request from the UE.

When the P-CSCF receives, destined for the UE, a request for a standalone transaction, or a request for an unknown method (that does not relate to an existing dialog), or a response to this request and SIP Digest is used without TLS, prior to forwarding the request, the P-CSCF shall:
· when adding its own address to the top of the received list of Via headers and saving the list, build the P-CSCF Via header entry in a format that contains an unprotected server port number where the P-CSCF expects responses to the current request from the UE.
· L.2.2.5
General emergency services

When performing SIP Digest procedures without TLS, the procedures in subclause 5.2.10.1 apply with the following differences.

· NOTE 1:
If only emergency setup from registered users is allowed, a request from an unregistered user is ignored since it is received outside of the IP association.
*********************************END FIRST CHANGE************************

*********************************BEGIN SECOND CHANGE*******************

L.3.2
Procedures at the P-CSCF

L.3.2.1
General

TLS is optional to implement, and is used only in combination with Digest authentication.
A P-CSCF that implements TLS shall support the procedures specified in subclause 5.2, except as noted in the sub-clauses of this section. When performing the procedures of this Annex and the procedures in subclause 5.2, the P-CSCF shall not apply procedures related to IPsec. These procedures are distinguished by the use of the term "security association".
If the P-CSCF supports TLS, the P-CSCF shall support TLS ciphersuites as described in 3GPP TS 33.203 [19]. 
For SIP Digest with TLS, the P-CSCF shall integrity protect all SIP messages sent to the UE outside of the registration and authentication procedures by using a TLS session. The P-CSCF shall discard any SIP message that is not protected by a TLS session and is received outside of the registration and authentication procedures. The integrity and confidentiality protection and checking requirements on the P-CSCF within the registration and authentication procedures are defined in subclause L.2.2.2.
L.3.2.2
Registration

When performing SIP Digest procedures with TLS, the procedures in subclause 5.2.2 apply with the following differences.
For TLS, the P-CSCF associates a protected server port with the TLS session port on the P-CSCF.

When applying TLS, the P-CSCF shall support and signal the "tls" security parameter, as specified in 3GPP TS 33.203 [21], during the security agreement. 
If SIP Digest with TLS is used, the P-CSCF shall establish the TLS session after receipt of the 401 (Unauthorized) in response to the initial REGISTER message, as described in 3GPP TS 33.203 [19]. The P-CSCF shall use the TLS session to send further messages towards the UE.
When the P-CSCF receives a REGISTER request from the UE over an existing TLS session, the P-CSCF shall:

1)
at Step 4, insert the parameter "integrity-protected" (described in subclause 7.2A.2) with a value "tls-yes" into the Authorization header field in case the REGISTER request was either:

-
received protected with a TLS session created during an ongoing authentication procedure and includes an authentication challenge response (i.e. response parameter), or 

-
received on the TLS session created during the last successful authentication procedure and with no authentication challenge response (i.e. no response parameter). In this case, the TLS session ID for the TLS session shall be associated with an IPMI from a previously successful registration and the IMPI in the REGISTER request shall match the IMPI associated with the TLS Session ID;

When the P-CSCF receives a 200 (OK) response to a REGISTER request and the value of the Expires header field and/or expires parameter in the Contact header is different than zero, and TLS is used with SIP Digest, then the P-CSCF shall at Step 9:

· create an association by storing and associating the UEs IP address and port of the TLS connection with the TLS Session ID, the IMPI and all the successfully registered IMPUs related to that IMPI; and
· protect the 200 (OK) response to the REGISTER request within the same TLS session to that in which the request was protected.
When receiving a SIP message (including REGISTER requests) from the UE over an existing TLS session, the P-CSCF shall send requests and further messages towards the UE over the same TLS session. The procedures for forwarding requests by the edge proxy in draft-ietf-sip-outbound [92] shall apply to the P-CSCF when managing TLS connections.

NOTE 1: The use of draft-ietf-sip-outbound [92] in conjunction with TLS is needed so that terminating requests can reuse an existing TLS connection.

L.3.2.2.1
User-initiated deregistration
When performing SIP Digest procedures with TLS, the procedures in subclause 5.2.5.1 apply with the following differences.

When the P-CSCF has sent the 200 (OK) response for the REGISTER request of the only public user identity currently registered with its associated set of implicitly registered public user identities (i.e. no other is registered), the P-CSCF shall remove the TLS session (if it exists) 
established between the P-CSCF and the UE. Therefore further SIP signalling (e.g. the NOTIFY request containing the deregistration event) will not reach the UE.
L.3.2.3
Requests initiated by the UE

When performing SIP Digest procedures with TLS, the procedures in subclause 5.2.6.3 apply with the following differences.

When the P-CSCF receives from the UE an initial request for a dialog or a request for a standalone transaction, and the request contains a P-Preferred-Identity header that does not match one of the registered public user identities mapped to the TLS session, or does not contain a P-Preferred-Identity header, the P-CSCF shall identify the initiator of the request by a default public user identity. If there is more than one default public user identity available, the P-CSCF shall randomly select one of them.
When the P-CSCF receives any 1xx or 2xx response to an initial request for a dialog, the P-CSCF shall:

1)
if TLS is used, in the response rewrite its own Record Route entry to its own SIP URI that contains the protected server port number of the TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the TLS session established from the UE to the P-CSCF.
NOTE 1:
For TLS, the P-CSCF associates a protected server port with the TLS session port on the P-CSCF. For details on the selection of the protected port values see 3GPP TS 33.203 [19].

L.3.2.4
Requests terminated by the UE

When performing SIP Digest procedures with TLS, the procedures in subclause 5.2.6.4 apply with the following differences.

When the P-CSCF receives, destined for the UE, an initial request for a dialog or a target refresh request for a dialog and TLS is used, prior to forwarding the request, the P-CSCF shall:
-
when adding its own SIP URI to the top of the list of Record-Route headers and saves the list, build the P-CSCF SIP URI in a format that contains the protected server port number of the TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the TLS session established from the UE to the P-CSCF;
-
when adding its own address to the top of the received list of Via header and saving the list, build the P-CSCF Via header entry in a format that contains the protected server port number of the security association or TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the TLS session established from the UE to the P-CSCF.
NOTE 1:
For TLS, the P-CSCF associates a protected server port with the TLS session port on the P-CSCF. For details on the selection of the protected port values see 3GPP TS 33.203 [19].
When the P-CSCF receives, destined for the UE, a request for a standalone transaction or a request for an unknown method (that does not relate to an existing dialog), or a response to this request, and TLS is used, prior to forwarding the request, the P-CSCF shall:
-
when adding its own address to the top of the received list of Via header and saving the list, build the P-CSCF Via header entry in a format that contains the protected server port number of the security association or TLS session established from the UE to the P-CSCF and either:

a)
the P-CSCF FQDN that resolves to the IP address of the TLS session established from the UE to the P-CSCF; or

b)
the P-CSCF IP address of the TLS session established from the UE to the P-CSCF;

NOTE 2:
For TLS, the P-CSCF associates a protected server port with the TLS session port on the P-CSCF. For details on the selection of the protected port values see 3GPP TS 33.203 [19].

· L.3.2.5
General emergency services

When performing SIP Digest procedures with TLS, the procedures in subclause 5.2.10.1 apply with the following differences.
NOTE 1: If only emergency setup from registered users is allowed, a request from an unregistered user is ignored since it is received outside of the TLS session.
*********************************END SECOND CHANGE**********************
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